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SUMMARY OF CHANGES

The .Vl1~ECllf~E.._Us.t~r:,~.S ....G,u,ide has be£~n upda 't€~d tel Pl"ClV i cI£~

;l1fc)r",.lation about rlew featur"E~.!) incl.ud[~d in VMSE-:ClJr~E

R~~ I. e a S' e 2 A 1 ,. I i" i)1 C lu cI (;~ s deta i 1. edin f 0 l" ,,1 it tic)non U.5 i 11 9
i" h £~ Qllf::RY 5 tit> C C)ltllrla nd ....

Ch a 1'19 e sarid l"} e W 'Iiater i <:l I. j nth i.5" boo k a r' e i cI €~.. 11 t i fie d b y
vertical bars in the Left Margin~

VMSEC;URE U.s'er· IS' Gu ide iii
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PREfACE

The Vtis:ECURE.... Us:e[.~.~.~.Guld.e i oS i 11te~rld~!d pro j ,,1 a 1" i I.y oft1i" the
j 11 c1 i v i d ua l \II h 0 h ':1 S" I. i ill i ted d a t -=1 p ).. C) c: e s s i 'f) -;I ~~ xp ~~).. i €.~ n c: e ;
howevel- J !;C)fI1e VMi'SF' expel'O i €~n(:€~ is roe-;lU i l"€~d A

Th i So b C) () k c: C) 11 t cl i 11.S: r\ i 11e c hap t e r·.s· cI e~ .S· C l" i bin9 the
proc£~dur€~~; al"ld SUbCOfilOlClllds elva i tab I.e to the q£~n€~r'a I.
VMSECURE user, a gLossary, and an index.

Chaptei- 1 ~ ·OV€~}··vit~w, N c:c)ntains an ov€~r'vi€~w e)f i:he
VMSE:ClJRE capab if. it ies and i:luthol- i lat iO)1 Leve~I..5'4

Chapter' 2, -llsing the llSER SUbC:olllflland,· des'C:l-ib£~5 how
t 0 i S·.S" ue thE) U,S- ER .5" U. b C 0 (,lI,;a l"\d ~llld per f C) }- 1.\ t h (-:~ func t ion.5"
avail.abr.e thr'ouqh th(~ lls€~r' Sel.f.~c:tic)n Mf.~nl1,.

Chapter 3) ·Using the MAINT SubcoMmand,· describes the
capab if. it i €~S of the MAINT 5ubc:oflHllalld I fo," u.!;-er·s who do
not have 3270 display terminals.

Ch c1 pte1- 4, • lJsing the QlJERY S 11 b c: 0 (IHI1 el rl d I· d e ~) c: rib €~ s t h f?

uses of the QUERY SubcoMMand avai Lable to users.

Chapter 5, -Encryption Capabi lities,· contains an
ovel-view of the NBS Data EllCryptio11 Star1d(:)rOd cl)lc1 the
VMSECURE encryption and decryption components A

Chapter 6, ·VMCIPHER COMmand Reference}· describes the
VMCIPHER cOffiffiand~ which encrypts and decrypts data,.

Chapter 7, ·VMXDEF COMmand Reference}· describes the
VMXDEF CCH,}tnarld, which al.l.ow.!)" OS S;tllul.atic)rl appf.ic:ai"ion
programs running under eMS to use VMCIPHER on input or
() t1 t put f i I. €~ S \II i tho u t p \"" () 9 1" a ,,1 (,10 d i f i c: a t i Q n ,.

Chapi"el" 8 .. ·VMX,SIUI~S S'Ubl"outilleS"J· df:")scribes" the thr"ee
subr'outin€~~;: that encr"ypt or decrypt bl.oc:ks of delta ...

Chapter 9) ·Using the eMS HELP Faci lity}· explains how
to use the online HELP faci lity to obtain information
on 5ubcoMmands and systeM messages A

F' r ~~ f -=1 c: e v



o

o
e

o

o
o
o

o
~)

o
o

o
o

o
o

o
o
o

o
o
o

o
o
o

o
o

o
o

o
o
o
~)

o
o
o

NDIAIIDHAL ....CONVENIIONS

The fc) L low i ng C()",1V€-)11t i 011.5" a'-e used i 11 th is bc)ok to
define the VMSE::(~lIRE:: SUbCOi'lt'lCll"ld ~)Y11tax:

iA When truncation of a parameter naMe is perMitted,
the 5 h (,1144 t e !;: t a c: c: f.~ p t el b I. €~ V €~ \-- .s. i C) 11 0 f the n a (.1 e i s
represented by uppercase letters A For exaMPle:

i)'ldicates that Q, QU J QUE, QlJER J Cl11Cl QlJr:~RY <":lre all
Vel I. i d !;pec: if i cat i OllS' for th[~ QlIEf(Y SUbC()frHl1arid,.

2A Uppercase Letters} asterisks (*)J and parentheses
Olust be ente}--ed €~xac:t ly a~;: shC)Wl1 ...

3... l.c)wer·c:ase Let tel"' S l"·epr~~.s·e'1t i l-lfol-,.i':1 t i 011 that ,.lust
be suppLied by the user A

4. Information contained within brackets represents an
option that can be inc:l.uded or° Ofllitt€~dA

54 Vertical Lists that are enclosed in brackets
\- e p 1- e ~) e \1 ... a I. t e \- rl a t i ve s, a t I. e C\ oS i: C) n e C) f wh i c: h '11 a y
be given. For example:

+ +
J A J

I B I
-t· +

6A VerticaL Lists that are not enclosed in brackets
roepr·e.s-erlt a I.ter11at ive,S", at least c)n~~ ()f which IllU.s°t
be giVenA For exampLe:

x
y

The fo I. Low i l19 add it i orla L C:C)11Ve11t i 0\1.5 cl)"e used ; 11 th is
book:

7. Examples are shown with user entries in lowercase
and system entries in uppercase A SysteM messages
a·... e shoW}1 i rl uppel"c:a.soe, ever) though they '.lay appear'
i 11 til i xed c cL~~ £~ 0 \1 Y() U lH t e r ell ina I. s c: ro e e 11 A

810 Mes.s-ageos: i11 th;.~· book WEo~re 9(;~i1e}"'c1tecl with a settil1g
of TEXT for the CP SET EMSG cOMMandA Only the

v
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III e s s ~l q €~ t ext ( )" C) t the (11 €~ .~~ !;a g [~ c: ()d £~ ) ; s d i ~;: p f. 61 Ye cI ,.
F C) r' e xa III p l f.-~ :

USERID NOT SPECIFIEDA
R (00024) j

VMXSYS3t>()E lJSERID NO'1' SPE:CIF·IED ...
R(00~)24);

When you use a setting of TEXT, YOU can refer to
the ·Me~~Sclge Cr'c)ss-Refer€~\lC£~1f sec:tio11 ill th(~

~MS:ECURE._.Mes:s:a.9.eS:.... a.nd. ...J~Qd.es: fo,- an .a Lphabet i C':ll.
c: )'. 0 S S .... ,- e f e 1" Eo) r. c: e-~ 0 f t h i~ 0\e S .5' a <:1 e.'5" A

RELAIED ....euBLlcaIIO~s

IBM Vir·fuar. Mac:hineISyste,,} F""c)duc:t:

CE: .... CQfJlOla.nd..- r~e f eL.ent;.e.... f Q r..... (.ie11~ r.~1.... Us:er. ~..L.
SC19·..·l>211

VM SC) f t wc) 1" e J I l1C.. we I. c ()(nes' c OitHI}E~l1 t S cllld s ug 9 es t i 0'... .5" for-
i ',lpl··OV i 11g th i s book A F01- th is p urpc)s€~, a Reader' 's
COl,lOle11t forlll is Pl"OV i cJed at the elld of thE-~ b(.')ok II If
t h €~ for' 11\ i ~~ Itl i j; 5 i 11g, p I. f:~ a s e .5e 11 d you r' c: C) flHI~ e l'l t j;: to:

VM Software, Inc.
Technical Publications
2070 Chdin Bridge Road} Suite 355
Vienna, Virginia 22180

F' r €~ f a c: £~ v; i
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1. ...e._ ....DVEBVIEW

The ba.5is· of artY VM .secul-ity pr'c>duc:i" is' s'('1und directC)l-Y
roanagementA Toward this end, VMSECURE, a directory and
disk space Management and security system for the VM
environment, provides the foLLowing:

Author'izatiol1 l.eveLs that allow cliffel-ent cl.as·ses
C) f u ~) €~ ,-!> top e)- for' fll 5'pee if; c: L(~ vel. S 0 f d i t" e c: t C) r y
,.lc)d i fie: a t i on

Custolilizing the val.idatiorl of data fl10dific:ct1:iorl!::
such as account numbers} passwords} and
d i st\.. i hut i c)n code~> thl-Ouqh t1st:~r' ex its

Monitoring password vioLations within VMSECURE
f U 11 C tic) l1.!}

Enforcing periodic Logon password changes

F' 1" 0 v i d i 11 9 r. a ~~ t I. 0 9 C) n i n f C) r til a 1: i 0 11 t h a i' disp L<:1 y 5' a t
LCl9 0\1 t i I,le

Performing Mass changes of Logon and Link passwords

Monitorin9 Links to minidisks

Protecting against overLapping minidisks

VMSEClJRE a f.s'C) prov i des a dcltabaj):e of
instaLLation~defined rules that controls access to
v i l- t II a I. '11 cl c: h i r\ €~ Ji' a 11 d III i \-\ i dis k s a 11d the t 1" ansf €~ 1" 0 f cf a t a
between virtual Machines. The RuLes faci Lity performs
the following functions:

Intercepts the following CP comMands and deterMines
whether' the COft\fllCl11d \"e-:I.ue~)t sho\! tel be ac:cep t€~d C)i"

rejected based on an applicable rule found in the
r· u f. as d at ab a se : AlJTOL_Ot;, l_ INK, l.OGON, SF'ClOL.., TAG I

a11d TRANS*F·ER.

I r1 i: e ,.. C [~P t.5 the VMS E~ c; tl F~E GF< 0 lJ F' 5 11 b c: (j fl\ (Il c) n d; t h €~

VMS'C;HEDlJL.E CANCEL J QlJEF~Y J cl )1d S'C:rIE:Dl.IL,E ,s' ub C o flHIl <3 nd.S" .i

and the VMTAFrE CATALOG, LIST I at1d MOlJNT
.S' ubc: Olllll\Cl 11d.S" A I)<:~ t E~l- til i rlGLS' wh e t heq- t h f.-~ c1 b eve
5 ub C 0 fl1 f,l i:l n d s~ ~;h 0 11 f. d b €~ a c: c: e ptecI 0 l- r e j £~ C t e cI base cI 011

an applicable rule in the rules database.

OV£~l"V;ew
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c\"' €~ a -t (~ s~ 1- H I. e 5' d y \1 a '11 i c a f. f. Y IN h e 11 i 11 val. i d P ci S ~) W0 ,- d s
for the AUTOLOG and LINK cOMMands reach the Maxiffiuffi
d €~ fin €~d b y y C) 11 y' i rl.!;" t a I. I. Cl t ion ...

ALL C) wS' YOU \.. sit etc) d Eo' t ~.., r' ill i l1~! how t C) h a 11d Le
exce5siv€~ il1val.id I.ogan at":€~lllptl),.

M<:1 i r) t a i 11 S r u Lesat t h 1- e E~ Leve t s : .5" y.S· t e (Il J S' e~C U 1" i t y

group, .elrld use ...· ...

Provides Last Logon information that displays at
l 0 q 011 t i ...l €~ a 11 d prov ideS' i n f () \- ill a t i eH1 a s towh e l"\ Cl

userid was last Logged on •

F'l- C) v i d €~ !:: his tor' y ; 11 f C) r' fll a t i 0 l"l b y v; r' t ua I. i'l a c: h i n e
ab () u t s u c: c: e ,s' .S' f u I. it rldunS' uc c: e .S' S f u I. a t t (;~ (IlP t s· t C)
a c: c e .5' S you \- vir t ua f. III a c: h i i1 €~ 0 r' i t j) tt\ i 11 i cf i ;) k.5 ...

ALLows you to specify tiMe of day and dates that
\1 i r t uc} I. fI} achi )1 €~ 5" a }1 d Rl in; d ; s k 1;" c: i:\ n bed c: C €~ 5 ~) €~ d A

Coordinates directory Maintenance and ruLes
ttl 0 d i f i c: a tic)n 5 by}" €~ fl\ 0 V i l"\ 9 ,.. u f. €~ !) f 0 \.. 11 S e r' i cI S' t hat
are deleted froM the directory and changing rule
r·eferel"lCe!;, when the user" j d Chclnge!; A

The thl"ee authol- i lett i011 I.E~vel.s" c\V<:l i lab I,e wi ttl VMSE:C;lJRE
are directory administrator, directory manager, and
generaL user. A VMSECURE directory adMinistrator can
Modify any field in any userid's directory entry. Most
installations establish one directory adMinistrator,
but th(;~}"e is 110 l"e_stl"ic:tior\ 011 the rlulllber- of dir"ec:tot.. y
a elill i 11 i ~) t r' a t 0 1" 5 a I. I. 0 wed " The d i r- e c: tor y a d '11 j 11 i s t r" cl t 0 )-
can aLso perform directory manager and general user
fUllctions fell'- c)ther- user~;:A

A VMSECURE directory Man.ger can create and Modify
user ids assigned to hiM and Manipulate Minidisks
be tOllg i 11(;) to tho~~e t1~i=e}" ids A Th€~ ab i f. i ty to mod i fy
stateMents in the directory entry is Limited to editing
C:OnHlle",t stateolerlts in the dil-ectol-Y,. A typicc)1.
instaf.Latic)\1 IIlay autho\"ize th€~ fIlani:lgel- ()f eclch u!~t-:~r"

department to Modify the userids in his departMent~ A
p a ,- tic u t. cll- U oS e 1- ide an b €~ a ~;.!): ; q 11edt C) 0 n f. y 0 11 e d i r" €~ c: tor' y
111a},age~rA A director-y olCl11ager may al.St1 pel-ft11"fll gener'aL
u .5 €~ 1- fUll c: t i 0 \1 !> f 0 \- U S £~ l" S A

A VMSE:ClJRE gener41l user c:arl per-fOl-Itl I.j(llite-~d

fllOd i fie a t i 0\1,5' 011 his OWl') d i r' ec t 01- yell try a 11d c: a l'} \- el,love

links made by other user ids to his ~jnidjsksA

2



0

0
(~
I'.

(.)

(~

0

0

0

f)

0

~)

0

(.)

0

0

0

0

0

(-)

0

~)

XUJAN85

I n f C) \- iI\ a t i 01"1 i nth i.!) boo k i B bas €~don t y pic c\ f. use" Any
unusual use of this system May produce unpredictable
\- e 5 U I. t s '- I f you h a v €~ U 11 U sua I. c i r c: 11 tt\ S t a 11 c: e j), h ave y 0 11 r
VMSECURE SysteM administrator contact your Technical
Support Repre5entativ£~ at VM SC)ftwal"(~, Inc:,.

Overview 3
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2.A. ft USIN' IUE.,..USER SUBCOMMAND

When you 1.0<':.1 on to VM J a vi r·tua l mach i nt:~ i.S' cr€-~<:lted fOl­
you A This v i 1" t· t1 a I. f.l <:1 chi n £~ i.!} the f \l n c: t i 0 \'1 a I. £~ ·:t u i v <:l I. €~ n t
of it C:OfllPuter' fAlith its ass'ociated devi<::€-~s'A The
c: h cl r' a c: t e r' i ~~ t. i c:~; C) f y C) UtOO v; 1- t Ha I. ill <:1 c: h ; rl t.~ c} red €~ f i r\ e d i rl
your directory entry. These characteristics include
5 II c: hat t r' i but e ~) a r; y () H l" t1 !)' e r' i d ~ I. 0 g 0 n p a ~) !) W0 ).. d ~

frl i )1 i d i .S" k p a .; S WC) i" d s} S' i I e a 1") cJ l C) c: a tic) rl 0 f you r'

fll i 1'i i d i ~; k j:: ,I and I. i 11 k s t C) 0 the r til i n i d i ~~ k ~;: "

Use the USER subcommand to Modify certain
c: h a 1- a c: t €~}"' i s tic ~~ C) f you ).. vir' t ua I. III a c: h i rl €~ A TI'l e I..J SE:: F;:
SubCOMMand requires a 3270 dispLay terminal. ALL USER
sUbCC)nllt\elnd fUllC t i ons al"£~ Pl"ELSf.~nted to you wi ttl a
fu L I.·..·scl.. eer·' d i S'p Lay: you f ilL j 11 the ne~CE~$5"ary da ta
fiel.ds: without C011c:errl fOl" CC)flHllclncl syntax ... US£~ th(~

MAINT subcommand, documented in ·Using the MAINT
S II b c: 0 Itl til a \.\ d If () \1 P age 3'" 1 t () p e \- f C) 1" III the 1)" a fll e fun c: t i Q 11 S

with a Line mode terminal.

The fo I. I.C)W i )1q ~)"€~C t i C)ll!~ des~cr' i b€~ hc)w tC) issue the USE:F~

.s' ub c: 0 tlHll a n cI J U oS e the f u l l .... .s' C y' e e rl d; 5 P Lay S I a \1 d us; E-~ ·t h e
~) p £~ c: i ~l t. furl c: tic) n key .s~ ~

2... .1. .•.._. USEB._.SUBCOMMAND

T0 tn 0 d i f y c h a).. act e l- i J)" tic S 0 f yo H1" V i lOO t u a l III el chi \'} e us i 11 g
a 3:~ "10 dis·p L.a y t e tOO ill i rlat, i So5" ue the f 0 L Low j l1 <;I c: 0 il) t,).a \1d :

A fuLL~screen Menu displays the 11 user functions
avai Lable with the USER 5ubcoMMandA

The l"~~II}a i l1del- of th is 's'ec t i t,)l1 Pl-OV i de.S' at1 over"v i ew of
the 1 1 f \Ill c: tic) \., s a v a i I. a b I. e wit h the US r~ F< 5 Ub COil) (,\ a ,,} d "

Selection 1: Logon Storage Size and Password

lls'e Se I.ect ion 1 to challge the al'lount c)f vi \-tua f.
storage your userid is allocated at Logon. Virtual
storage can be Modified after logon with the CP
DEFINE STORAGE cOMmand.

Selection 2: Minidisk Link Mode and Passwords

IIsin9 the IIS E~ F~ Sub C (,1 til fll elll d 5
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lls'e Sf.~ tee: t ion 2 te) 'Ilod i fy th€~ L i 11k 'Ilode a11d rec1d,
wr-ite .. or tllut.1"ipl.e P.:l.S.S"woy"ds fc)\" your' foinidisksA

s€~ I.€~c t i Ol1 3: V; r' t ua f. Mc}ch i rle OF> t i C)rl!~

Use Selection 3 to select or reMove various
a t t rib t1 t €~sa!) so () c: i ated w j thy() u r" u ~) €~ Y" i d : r~EAL TIMEF< 1

E:CMC}DE J F.tMX .. SV(~()FF, VM.S-AVE J r SIAM J if 11d CF'lJ I D ... N011e
of the!)'e clttl"ibutes i!)" nec:es~~ary for- nor"llal. eMS
opel-at iOll ...

Se I. e c t i 0 rl 4: l .. 0 9 i c: a I. L.. i neEd i t i "1 9 SY til b () f. s

Use Selection 4 to Modify the terMinaL Logical Line
editing !;-Yf,lbc)"!> !;€~t for yc)ur' u5€~r"id at logon A The
syr'lbo l.fS that cal... be i.lOd if; eel <:1l--e: I. i n€"~ e11d I line
delete, character delete, and escape character,.

Selection 5: IPL System NaMe and ParaMeters

lJ!}£~ Sel.ection 5 te) spet-:ify th(~ s~yst€~IJl to be IF'L€~d

at lO~IOll.

S€~I.E~ction 6: SC:l"eel1 CotOY".!)' and •.,ighf.ighting

Use Selection 6 to Modify the coLor and
highl.ighting f€~atu\"es S"€~t fC)l" your uSE~rid at I.OgonA
Color and highlighting settings affect onLy IBM
32"19 c C) f. 0 \- d i j>" P lay t e )- I.l i II a I. s '"

Sel.ectiOl"l 7: Define-~ a LiYlk to Al10thel- lJ.s-er's
Mi \1 i d i j) k

lJse Se Lee: t i (.1\1 "7 to .'E~t UP a d i rec: to}-y link tC)

another user's MinidiskA Directory Links are
p e~r' for' f.leel for" yo u a l' L09011 "

Selection 8: Review/ReMove Links By Other Users

Use Selection 8 to review and optionally remove ~ny

d i l- e etc) 1" y I. i l"\ k oS t hat 0 the 1" U S €~ ,.. S il\ a y h a v e d e f ; n €~ d
to one of your minidisksA This selection is
pal-tic:uf.arl.y us·€~ft1f. when YOU deter"f'lin(~ that elate) on
your minidisk should no Longer be shared with other
user's A

Selection 9: Account NUMber and Distribution Code

lIse Se I.ee: t i Oll 9 to Cha11ge the account 11uIIlber to
which your usage is charged or to change the



Use Selection 11 to review all directory control
stateltlents ;"1 YC)Ul-- directory entlooYA Sel.€~ction 11
provides inform~tion about existing directory Links
and al.1. v;lootual. addl-e~>sej) a.!)~;-oc:iated with your"
virtuaL Machine. This inforMation is needed for
Selections 2, 7, 8, and 10A
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d i .!~ t ro i but i C) n c: C) d e a s ~> C) c i ~l t €~ cI wit h y C) 11 ro

~~ p C) 0 f. e d
output ...

Se tee t i or1 10: De t.et€~ a L.. i nk to Anc)th€~\'o lJser" 5
Minidi.sk

uS'€~ S€~ I.ee t i 011 1~) to de J.et€~ yc)ur' d i j"ec tOl"y I.; nk to
another userls roinidisk.

Sel.€~cti()n 11: r<evi€~w the Dir(~ctol"'Y Entry

l.ls i ng the lJ.~ER Sub C OI.lillCl l1d
...,
(



o

o
f) 2 2 ACCESSIN' IHE U~EB. __ .sELEcrIDN MENU

o
o
o
o
o

The lJ Sf: F~ ~~ ub c: 0 itl til a 11den cl b I. t~ S the u s €~ r" t 0 dis' p I. ~l Y t h €~

User Selection Menu and select a function to be
executed" Te) ac:ces's the f.lenu, you \leed the fnl. r. .... sc:Y·een
capab i L i ty' of arl IIlM 3270 d i .s'p Lay tt=\l"fJ} i rla l A Tel i 11voke
the lJSEF< ~~UbCOitlfl\":lnd, C:tl(,lP tet€~ the fo f. I.C)W i ng step!):

o 1. Log on to your useridA

o 2" Type VMSECURE USER and press ENTERA

o
o
o
o
o

3" Wherl Pl"ol,iP1"ed, type you," Logol1 pas'swol"d dYld pr·e.S:s
ENTER te) dispL~lY the Use'" Sel.€~c:tio11 M€~nH shc)wn in
Figure 1. The Menu enables you to select a
fU11ction,. Each fUl1c:tion is expr.ained ;n detcli f. irl
th ; s chapter',.

~) The screen that is displayed foLlows:

+
f
I
f
+

For Device: 1'~1

7 De f i Yl e a L.. i l'l k t 0 An () the \.. II s £~

~) Rev i e·wjR€-~tI1C)Ve L. i nk.S' By CJther
9 Ac: C 0 til' t N t1 ,,1beran (I D i !> t rib t1 t

1 0 DeL e tea L. i Tl k t C) A rl () the ro US' EJ

11 Review the Directory Entry

Sef.ectio11S:

'* u * ll~)£~l" S€~ tee: t i Ol1 Mel1u * * *

Se f. ec t i ()11 :

Use'" i d: ~JONE:S

+ .... .... .... .... __ 00..,
I,
+ _.. _.. ..oo oooo .... .._

·t· -' _ - _..- _ - .- .- _ ,.- _ -' .- _. _ _.._..- - .

t Ref.eclse 2A1 86/(~3/(')~~ VMS E~ C II f< E (c) 19E~6, VM So
J

f
J,,
(

I
I,
I,,
I
f 1 Logon storage Size and Password
, 2 Minidisk Link Mode and Passwords
I :i Vil.. tual. M.clchine OptiOl1~;-

I 4 Logical Line Editing Symbols
, 5 I F' L Sy of) t e ,.1 Na til e and F' a t.. a '11 e t e r' s:
J 1,) S C 1" e ~111 Colo l- S <:111 d 1..1i 9 h l i 9 h t i 119
, _ _ .. __ "00 __ _ .._ "00 _ - - -- -- oo __ - _ __ _ _ ..

, PA1: Cancel PF1: Help PF3: Quit PF10: Print
+ - __ 00" - .. _ .. __ -00 _ __ _ _ _ - __ .
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Figure 1. User Selection Menu
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41. In the SE~L_ECTION fi€~r.d, tyP€~ the nUf,\b€~r' thi:lt
corresponds to your seLectionA

:> A VMS' F.-: t~ II F~ E: disp r. a y s the d e f cl \1 t. t v i ,- t \1 a I. d e vic: [~

acld,-ess 1 191 , i 11 the F"OR DEVI(~E fie I.d A A vi l" t ua L
d€~vi(:e addr'es5 is yoe·:l.uiroed fc))" Sel.ec:"tions· 2 , 7,8,
a 1°' d 10 A I f a v i }- t ua L d e vic e acid 1" t-1.S"soth e l" t h 61 \1 191
i.!;, d€~sir·ed, type that adclr·f.~!>s· in th€~ fier.dle

6 .. F'tNess ENTER tC) dis'pLay the .S·Cl"(;~e\1 Cl:s,'o5"()c;a1"ed with
the spec: if i ed fU11C t i Ololl.

Using the USER SubcoMMand 9
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2... ;50'" ,_.USING.~.IUE._"EULL:::SCREEN'N.DISPLAYS

Wh e r\ a $ c: \- e e l"l i 1;- i 11 ; t i a I. t. y d i ~~ p l. ayed, the c: U1- .s' () r' i S'

positioned at the first non~bLank data entry fieLdA To
pel" f 0 ..."fll ~\ f U11 c: t ion, e rl t ~~ l- the d a t a \- e '-I ue oS ted 0nthe
SC: 1- eel' "

SO(I\€~ fi€~f.ds on the s'c:r'eell fllclY af.l"eady have a val.ue;
these are default values provided when VMSECURE can
anticipat€~ the var.ue.!~ you (Ilight Wclnt to e\ltero

A D€~fal1J.t

val ue 5" c a ri b e 0 v e 1" 1- i d d e \"1 b y p Lac: i \1 ~I t h (~~ c: U l- ,'S' () ,.. a t the
fie I.d and erltel" i r19 the d€~s i l-€~d va I. ue A

SOMe fields on the screen are Left blank. In most
C:i:lSeS, you de) l10t hav€~ tt1 f i r.1. in £~clc:h f i €~ tel s i nee
VMSECURE can caLculate the necessary values froM data
yC)U helve al.r·eacly plo·ovidedA

Most of the 5}Cl--eens re':I,uir'e that yC)U enter' at fo€~a~~t one
vaLue& If VMSECURE deterMines that no fields were
ftl CJ d i fie d, the f U \1 C t i 0 \1 i!) n C) t p E:~ \.. f a 1" IIIe d a )°1 d the fll e n u i S"

\.. (f~disp Laye d •

When you have finij.hed el'lte,-il19 data, pl"·e.!>s ENTE::RA If
VMSECURE deterMines that you have left an essential
fiel.d bl.a11k (that is, reillaining vc\l.ue!;: c:anl'lot be
det£~1.. ltli11ed until. a val.u€~ is 5upptied for- that fi€~td),

the cursor is repositioned at that field. You Must do
one of the following:

Enter a vaLue to continue"

Press PA1 to cancel the USER subcommandA

F'yoess F'F'3 tC) ,:,.uit the .S-C\-ee11 without perfol"itlir19 the
func t i C)l"l"

A t t h €-~ bot t 0 'Ii 0 f €-~ c} c h .S'l: r' e e 11 i S' a I.;.s' t 0 f the s p e c: i a L
functio'1 keys elva; I.clbl.e to that SCl"£~en a11d th£~il"

"1e ani 11-;1 S •

So f,l e lJSE: F~ .5' t.l b c C) flHtl a l'\ cI f U 11 c: t i 011 j;" \•• e (I. t1 i r' e a v i 1" t Hat.

add1-ess specification,. If a virtual. adclr'ess' is not
s'pecified, 191 is aoS''s'uflled& If you wish to spE~cify a
virtual. addl-e5~) othel~' than 191, ,sopec:ify the addr"e.!;"s in
the FOR DEVICE field on the menu.

It is it'lpor·tel11t to 110te that the fUl1Ctiol1s pe ...·forl'led
IN i th the USER SUbCOII)(11.cl11c1 ar"e fllade tC) a copy of yc)ur'
d ; r'ec tOl-Y entl"y A Ther€~fol-e, s·hc)ul.d yell! dec: i d€~ that you

~

(-)
10 VMSECURE User's Guide
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do not want to save any changes, you can use PA1 froM
t h €~ 'Il e nut 0 c: a Yl C E~ l a I. r. c h a \1 <::J €~ S' ,. F' A1 i \1 die ate s t hat a I. I.
changes Made to the copy of your directory entry are to
be clij;:cCll-ded,.

lJs i rl9 the lJS'ER Sub c: o f.l til a nd 11
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2... 4'M' ._.Sf:EClttL.... FUNCIIDN.... KEyS

With in the VMSE:ClJF~E~ usel" sc:r·€~er\.!> J the fel I. tow i ng keys
perform special functions:

e
()

e
o
o
o
~)
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o
o
o
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~)
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(.)
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o
o
o
o
o
(0)

o

e
~)
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o
o

e

o
o

e
o

-----) I

1(-----

ENTER

PA1

PA2

CLEAR

For' IN cl to" d 1: c} b key,. M() Vest h e C II l- S C) \.. tot h E~

beginning of the next data entry fieLdA

Reverse tab key. Moves the cursor back to
the beg i l1l1 i r\9 of yOU}" c: Ur"l-ent fie I.d Ot.... if
the cursor is already at the start of a
field} to the beginning of the previous
fiel.dA

SE~11c1S' sc: ro eerl cI a tat 0 VMSE:C:lJRE.to I f c hang es to

the screen data are valid, VMSECURE Modifies
a COpy of YC)Ul" diy'ectc))"y er\t,-y,. If no
Ch<:1l"l9t?:S <:ll"e Illade tC) the selected .5'Croee11 .. the
fclel1U is roedispl.ClyedA If a fief.d is'
inCOMplete or invalid when ENTER is pressed,
the c u ,.. 50 r· ;!~ ,.. e P C) j~ i t i 01'1 e cr i 11 t hat f i €~ r. cI and
the system May display a status Message at
th€~ bottOfil of the sc:roeen,. Wh€~11 ENTE~R is
Py·e.s·.s·ed fr"Oi.l the lJS"el" Se I.ee t i orl Me~11u} your
directory entry is updated onLineA

Cancels the VMSECURE session and returns the
user to the eMS environment. The PA1 key
l··estC)\"£~.!~ th€~ us·el" 's d i rec tOY'Y erltr'y to its
originaL contents at the beginning of the
VMSECURE session. Since Selection 8,
Review/Remove Links by Other Users, Modifies
d i r' €~etc)rye11 t r' i e s () the \"" t h <:1 Yl t h t::~ 1" t~ -:1. u E:~ S· of: i n 9
userid J the PA1 key ends the VMSECURE session
but doe oS 110 t c: a Yl c: e I. .el11 y c h i:l n g e S il\ ad e f 'oo C) (11

ttl i.'i SCY'eelllo

Chall~Je5 the pas,!;word d i ~~p LclY ftlocle Oll SC\"eel15

containing a password fieLdh Pressing PA2
illitiatl.y 'Ilclke.s the C:U}-re11t pa.s·swc)l"d visible
to the US€~l" A F'A~~ "lay be d i ~:;ab '.ed at YOU1-

s'ite by the VMSEC;lJRE .,ysterll adt,l;l,i stl"atol" "

Note:

Any d ate} keyed but no t E::NTEF;:(~d i.!>" r. OS~ 1:
wh el1 F'A2 i .S" P l·· ~~.s' s'ed ;.

Refl"€~shes the sc:r£~en to its' irlitial. vaf.uej~A

1 ?
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0

PF1

PF3

PF1e

PF12

I) j s p I. ~l YS' 0 \1 l i 11e h ~~ Lp i 11 for' (,)a t i 011 for' the
c: urr'erlt sc:ree11 ...

Q\l it!) the c u\.. tOO e \1 t !;- c: l" €~ €~n wit h 0 u t per f C) l- fll i )"1 g
any updates,. If you have IIlacl£~ c:ha11ges dlll"'il"lq
the current VMSECURE session and press PF3
wh i I.e the lJ,s€~)" Se I.ee: of: i orl Mel'}tl i j;: d i ~)P l.ay€~cI ,
you receive a message instructing you to
pres.1; FtA1 tC) canc:e I. c:hal"lqes fl\ad£~ dur i 1'19 th is
VMSe:C;URE s·e.'s i Of} ell" tc) pr'~~.S"s· ENTER to
COf,lP tete the changes' ~

Prints the current screen and sends screen
d a t a 1" <'1 VMSEClJF~E A r: i (::~ l d 05' i }'l i·l(.11·\·..·cI i .s-p I. a y (Ilod e
a\"£~ not pr i nted A

Ends the VMSECURE session after perforMing
dl1Y updates 01'1 th~~ c:ur'l"erlt screer}" The LJ.s-el"
Sel.ec:tion M€~llU is not r·edi.!)"pl.ayed ...

Us i l-lc;J the lISE:R SUbColJlflland f 3
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e 2...~ ......"CHANtiING....LO'DH....SIQRAtiE ....SIZE_.AND_eaSSWDBD

(.)

o
f)

Use Selection 1, Logon Storage Size and Password, to
Chclllge the lC)g011 pa.!)s·wol"d Cll1d the d€~fau I. t Loger} stor·a~Je

size for· your Vil"tual. ftlac:hirle£ The s'cr'eerl a.ss·oc:ia1"ed
with this seLection is shown beLow:

---_ .._+

J

r,
.... - +

lJ~)el" i d: JONES

Sef.ec:t ic)n 1:

+----_ ..........-
I
I
I
+ "" -- .... .... .... -.. .... .... -

-t••- - _. _. _. _ _ - - _.•- - - _ - •

r Release 2A1 86/03/03 VMS E CUR E (c) 1986, VM So'
t
t
I
I
J,,
I
I
I
J

I
I
I,
I, - _ _..- _ - _. _ .
, F'A1: Canc:e I. F'f.o"1: He t.P F'F:":~: Qu it F'F:" 1(.): F'r i nt
+ - - _ , -' .- _. _ _ , ,._ , ,

o
f)

o
o
o
o
o
f)

o
o
o
(.)

o
(.)

o
~)

o
(.)

o
t:t.

Fjgure 2A Logon Storage Size and Password Screen

e

o
~)

1. To change your Logon storage size, type the desired
storage in the STORAGE SIZE field.

Notes:

o
(-)

o
o
o

CP wi Ll round the specified storage size to a
01U I. tip I.e of 4K. Th£~ d; i-ec: tC)l"y entr'y wi I. I.
contain the storage size YOU specified, but a
eF' QlIEF~Y \I I RTlJAL Sl'OF~AGE: c Ofllftl<3 rld w i f. I. .s~h C)W t h €~

storage size as a MuLtipLe of 4KA

The I.a.!)t Chal"actel" fllU~>t be K or M (1M:::1~)24t<)A

o
o
o
o

MinimUM size is 8K; maximUM size is 16M. The
d; rec: tc)ry €~l,tl-Y for YOU1" user i d I'lay def i ne YOU1­

MaxiMuM size as less than 16MA If the size you
specify is less than 8K, the directory entry

14 VMSECURE Userls Guide
\/



o

o
o wi L I. COllta i 11 the-~ stor·age size yC)U .spec: if i ed,

b t1 t a eF' QlJE::RY \1 I Rl·L1AL_ ST()F~Al;E:: c: o (IHll <:1 rId wit I.
show a storage size of 8K.

~)

0

e

0
0
(.)

0
(:)

0
0
0
0
0
0
0

0
0
0
A

0

(.)

0
0

0

0
0
0

~)

0

(.)

0

XlJ\oJAN8~)

2... Te) Chal"l~JE~ your· f.OgC~\l pas'swc)r'd 1 type a one·..· tC)

eight·..·character pas'swc»)"'ct i11 the F'AS'.S-W()F(D fiel.cI&

Nates:

Wh[~\1 the LogO}1 Stol-aqE~ Size and F'as~)wor'd sc:r·e£~l·l

is displayed} the password is in non-display
Mode A To view the password, press PA2... Any
change to the screen that has not been
p 1" ()C e 5" !>€~d by E::NTER i!)' t. C) s i: wh £~11 F'A 2 i 1> P too ~:~~) ~)ed A

If your site has implemented password
~)uppr·e.!)siorlJ (.1r the F·as~~wor·d E:11Cl-YPt ion
faci litYJ you cannot view your password at a
tel" '11 i 11 a L, a 11d t h E~ S C r €~ £~ rl i 5 oS I. i 9 h t I. y d iffe too e 11 of:

from the one shown in Figure 2 on page 14 ...
Whe11 yC)U chanqe YOU1- r.Ct9C)ll pas!~wor'd I you al"£~

p l- 0 Itlpte cI t 0 1" e e 11 t e r i t f 0 tOO V C~ 1- i f i c: -=1 t i (,111 .to

You CCl11110t Chc\llge your f.O<;JOl"l pa!)~;:wo)"d to NOl.. OG;
NOLOG is a special password that prevents a
U5€~l" i d fr·ofl1 be i ng l.o~Jg€~d Cl11A NOL.. ()G shot! f.eI be
us·e d C) 11 Ly b y d i y. e c: t 0 \- Y a dill i 11 i s t 1" ~l t (.11".S" t C)

deactivate a use1"id but sti 1.1. al.f.t1W access to
its III i rl i disk s "

Your illstal.l.atio11 olay have COl1t1-Ol.s te) €~11SUrt~

that your new password is not one you have used
i 11 the past ...

3. Press ENTER to verify field entries.

4,. F'ress ENTEf;: aga i rl tC) i 11 it i at€~ th€~ updat£~ or pr-ess
PF3 to quit (cancel the changes)"

LIs· i rlg the lJ ~;EF~ S ut> CCH11fll.:l nd 1 ~5



~)

o
e 2...6._.-..CHANfiINli._.HltlIDISK ....LIHK ....ttODE ....aHD ....eBSSWDRDS

(.)

o
o
o
e
o

Use Selection 2} Minidisk Link Mode and Pas5words J to
c hanq €~ the I. i 11 k fit 0 cI e for' t h €~ f.l i l'} i cI i ~) k ~~ p e c: i f i f:~ cI 0 \1 the
User Selection Menu and to change the read} write, and
ftl U I. tip Lepa ssw <'1 i- d 5 a S 1;- ()cia ted wit h the fll i n i dis k I. By
specifying a password for a minidisk, you make it
possibl.e tC) .!}harE:~ your' eMS fi f.es with c)i:her' user'Sh Th£~

screen associated with this selection is shown below:

Note: Press PA2 to reverse password display Mode A

DE~vic:€-~ Type:
Mi'nidisl< SiZt~:

.... .... .... .... .... .... ._. ·t·

f
J,
I
f

.... .... .... .... .... .... .... ...

Minidisk Link Mode and Passwords

Minidisk Address: 191
Minidi~}k Lc)cation: 8(')4

Sel.ec:tiO\12:

1... i l1k Mt1dE~: MR

Wr i te F'ass:

I
J

I,,
.J. .... ._. .... .... .... _. .... ....

...........

lJS'el- i cJ: ~JONES

Vof.uflle: VMF:'K~)1

+ oo _ _oo oo _oo - .. - ..oo oo•• _ oo oo oo OO" 00- _ _ _ oo.. oo.. _ .. oo_ _ "oo "oo .._ oo

J Relea.s-e 2,,1 8t>/03/03 VMS' r:~ C lJ R E (c) 1986} VM SC)

f
I
r
I,,
f
J

f
I
f

J

I
I,,,
I _ - oo••- _ - - _. - - _ -- , - •• - oo' - _ .

r r'A1; Callce I. F'f:1: H€~ f.p FtF3: Qu it F'F=-1~): F'." i ni:
·t· _..- - .- .- - _ _ - .- " _ - 'OO' OO' _ _ - _ - oo••- _ ,

o
o
o
o

o
o
o
o
o
o
o
(-)
(.)

o
~)

o
o
o
~)

o
l~

o Figure 3A Minidisk Link Mode and Passwords Screen

e Procedure:

o
o

1.. Toe: han9 e the l i l'l k (110 cI e ) () n e-~ 0 f the f () I. L0 lLJ i rl 9 C f) c1 e .5

is re~uired in the LINK MODE field:

e
o
o
o
o

R Read-only lillk .. The l"ead'-orlly Link is'
established as Long as no other user has the
Minidisk in write ModeA If there is an
exi,S·til19 write r.ink te) th[~ 'I,inidisk, no I.ink
i.5' 9t.. .tl11ted A

e
o
o
(.)

RR R€~acl"-()\11.Y l.inkA The r·ead .... o111.y link is
eji'tab f. i !)hed evel1 if another' use\" has the
,,1 i rl i d ; .s k I. i 11 k e cJ i n rea cI 01" W1" i t e Itl C) de"

16 VMSECURE User's Guide
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(.)

e

v

0

e
0
0

e
0
0
0

e
~)

0
0
0
0
~)

e
0
0
~)

0
0
0

0
0
0

e

0
(.)

0

~)

0
~)

0

0
0
0

XlJ,-JAN85
'\1

W Write link. The write Link is established
011 Ly ; f t h e~ r· e cl r e 11 C) 0 the,., c: u r' r' €o! rl t I. i 11 k S' t 0

the fll i \"1 i d i so k 10 I f the '0' €~ i~) i:l rl e xis tin9 )- €~ c) d 0 r'
write Link, no Link is 9ranted.

WR Write and read LinkA A write Link is
e~>tab L i shed i 1" ava i tab I.€~A 010 heyow i ~~€~ a
;-. e a d·..·0 11 Ly L i 11 k i 5· 9 1- a 11 ted •

" Muf.tipl.e l.i11kl. A write l.i1lk i~) e!)tabf.ish€~d if
11 C) U S €~ 1- a I. ,." €~ a d y h a ~) a wr i t e f. i 1°1 k t C) t h €~

fll i 11 i cI i s k A I f a use .... h c1 saw)- i i:eli n k, 11 0 I. i ,.1 k
i oS" 9 ro a 11 ted A

MR Mu t tip I. €~ r· e a d L i 11 k A A wr' i t e r. ink i~)

established jf no user aLready has a write
Link to the Minidisk. If a user has a write
t. i rl k, a 1" e a d I. i \1 k i~; 9 t.. ello, ted .... ( llll P l'" £~ die: tab I. e

1" e S' u I. t E; C a 11 t1 C: c u ro i f a u.S" e r' has· a r €~ ~l cI L i 11 k t 0

a ,.li11idis·k that is beir19 updai:ed by a U5£~\- who
has <:1 wl-ite Lillk,,)

HW MH I. tip '0 €~ Wr· i t e r. ink A A wr' i t e f. i 11 k i s q r' al1 t e cf
i)1 <:1 r. r. c: a s· e s~ .... ( M0 r· e t halo, () rl e u .5 £~ 1" w'" i t i )"1 9 t C)

the same minidisk can result in a perManent
I.o!>~~ of da tco. A )

V \Jir'tuaL l-ELs'er've l"elea.soe" Thi05 $pec:ifies· u!;·e
of CP virtual reserve/release support in I/O
operations when it is appended to the right of
the access Mode, as in MWV4

2A Te) c:harlge any 01" a 1.1. of the passwc)rd~} appeal" i nq 01°1

the .SC:l"e~el1, type cha119€-LS" i r1 the RE:AD F·A,~S .. WRITE
FIASS} a11c1 MlIL- T F'ASS f i €~ I.d.!~ A

Notes:

A valid password entry is one to eight
c h a ,.. act e ro .s i 11 f. e r1 9 t h a 1'1 d c () rl of: i:l i 1"1 S 11 C) b f..:l n k s •
Left parentheses, or right parentheses A

A read password Must exist before a write
password can be entered; both read and write
p a 5 j) IN 0 1" d ~) III tJ S t e x i ~~ t b €~ t4

01" e a '11 u I. tip I. €~ pas 5 W0 r· d
c:al1 be e)1tel"ed"

When the screen displays, the password is in
11011·..·d i oS" p Lay il) C) deAT0 v i €-~ W the p a 5' .S' WC) r' d,P r' e 5 .s­
PA2A Any change to the screen that has not

Using the USER SubcoMMand 17



o

o
o

o
o

o
o
e
o

o

o
f)
o

o

o

o

o

o

(-)

o

o

been processed by ENTER is Lost when PA2 is
P\"£~~;:sedA If yc)ur' site has- ifilPLeHt,e11ted pa~;-swor'd

suppression or the Password Encryption
f~,c:i tity, yC)U Can}1ot \/i€~w pcls.!;-wc)rds' at your­
t C~ r til i rl a I. ..

Wh €~ 11 Y C) II a t.. €~ i 11 nOll .... d i !) P I. ~\ Y 1110 d e a 11d e \1 t era

pass'wc)l-d wi th fewer' char-ac:tel"s tha11 the
ex i ~;t i 119 pa~)!;:wor'd, pre.!)~;: E~RASf:: EOF' to c tear' th€~

refl\a i l"lder of the t1 ld p,as.swc)l··d ..

3A Press ENTER to verify fieLd entrieSA

4.. F'l"ess ENTER aga into i 11 it i a te the upda te~ or' pY'€'_S"_S"

F'F=-3 te) qui t (ca11ce l the c:harlge.!),.

o
18 VMSE::t~URE lJsel- J so Gu ide Rer.ei:1Se 2,,1



o
e 2 1 SEIIltfG_.Y.IRIUAL_.t1ACHlNE_.Of:IIONS

(.)

o
o
o

lJ-s·e Selectioll 3, Vi,-tual. Mac:hille OptiOllS J to .s·E~l.ec:t

(I]N) or· ref,\O\le (OF="F) optic),,!) as~~ociated with YOH1­

uS'ericl and tCj E!l"lter a virtu.at CF'lJID to be a.s·.s·c)ciated
with yc)ur vir·tual. fllClChine,. The 5c:\"€~el1 aj~soc:iat~~d with
this selection is shown below:

FJMX: OF="F

ISAM: Or·F

CF'U I I) :

VMSAVE~: OFF

ECMODf:: OF~F·

Virtual Machine Options

lJsel- i d: ~..I(JNES

- - .... -.. .... -.. - .... ..- .... .... - .... ..- +
I
I
I
I
J

r,
.... .... .... ._ - .... MOO .... .... .... .... .... ..oe .... .... .... _ .... _ +

,)e lee t i Ol1 :~:

REAL.. TI MER: OF·F

+ ..-

I
f,,
I,,
+ ....

+ _.. _ - - _.. - - - _ - - - - -- - ..- -oo _ __.. -oo -oo .

I ReLease 2.1 86/03/03 VMS E CUR E (c) 1986 J VM SO'
I
J

r
J,
I,
I
t
I
r
J

f
I
f
I
f
I
, - - - "oo - __ __ _ _ .._ _ _ _ _ _ __ - ~

I F'A1: Ca l1 c:eLF'F1: 1..1e Lp F' F3: Q11 j t F' F' 1(:): F'l" i l1 t
+ _ _ - -- - - ..- - -- - - - _ -- - ~

o
o
~)

o
o
o
o
o
o
o
(.)

o
o
~)

o
~)

(.)

~)

o
~)

o
(.)

o Figure 4A Virtual Machine Options Screen

o
o
o
e
o
o

NC) 11e oft h €~ ~;- e () p t ions i!> ne <:: e s: ~;: c} r· y f 0 \.. 110 r" rll a I. eMS
operation4 Some of the options result in increased
s y s t e III 0 \1 e to<' h e a d A For· £110 \- e i \' f a 1- Itl a t i 0 rl, ,- (~ f e tOO t C) the
dC)CUftle11tatio11 Ol.., the CF' S'ET CO'11111Cll"lcl irl IItM Yt1/SE:.: CE:
CQ(JlOland. .... B~1er.e[\t.e_.fQl:._.(iener.a.l ....Us:e[.s: 01" c:hec k with yOU}­

VMSECURE directory ManagerA

o The optiol's and theil" defil1itiol·lj~ C}l"e Li.!)ted bel.ow:

o
o
e
o
o
o

REAL. TIME"~ When this option is ON, the timer for the
vir· t ua l fl\ a chi n e i~; up d a t €~ d d u)- i r\ 9 v i l" t ua I.
processor run time .nd wait tiMea When
the C)P t i ())1 is Or':·F J the t i tllel- r(~f I.(-:~c t.s-
o n f. y vir' t 11 a I. p r· 0 C e !~ 1;01- r U 11 t i 0\e 4

XlJ~JAN85 lJ S' ; \·19 the USE": .sf ub c: C) (Ilftl,a 11d 19



o

o
(-)

"
o
o
o
o

o
o
o
~)

Wh €~ \1 t his: C) p t i 0)1 i SO () N, t h £~ vir t 11 a r.
III d C: h i \1 €-~ i sal lOINedt 0 r" u rl i rt E: x t e rl d e d
c c)·n t ....' 0 t ,,1 C) de,. The 0 p t i 0 \1 i s tOO e (I. 11 ired f () 1-

C er- t a i 11 t1P er·.a t i r19 .soy 5 t efiLS' a r'ld v i l- t ua I.
1I1ac:h i ~1€~!~ I, Whe11 the OF> t i 011 is OF:·F, thf.~

vir" t ua L 'floe:1 chi rl e r' U115' i r) bas iccC) rl t r c.) L
f.lCd e ,.

When this option is ON, virtual Machine
I/O c: h a 1·\ \1e t. sal·' e 5 i ttl \1 I. c:l ted cl S· b L0 c k
MuLtiplexer channels instead of as
selector channels,.

o
o

o
o
o
~)

o
o
o
~)

o
o
e
~)

o
e
e
o
o

SVCllFF

VMSAVE

ISAM

(~F'lJ I I)

Procedure:

When this option is ON , CP handles alL
SVr:; i 11 t (~r· ,- up t j~ for" the vi,.. t ua I. fll a c: h i n e A

When this option is ON, virtual machine
reg i j)t€~r.!; arld r€~a f. !;tor'clge corlt€~nts ar·e
saved on DASD space if the virtual
fll a c: h i n e i J~ t e r' III i n ~l ted A

When this option is ON, special channel
c: 0 fal til a rl cI W0 r d t yo a 11 S' l ~l tic) 11 ,- 0 t1 tine oS a 1- €~

Pl-(.')V i ded to pel"'11 it o.f)/r':·CF', MF1·} al1d MVT
ISAM operoat; 01'.

With the pr·ev i DUoS' vir· t Uel I. illach i rtf?

options, val.id entries on the VMSECURE
screen are ON or OFF. For the CPUID
fieLd, 011 r.y Ol·le .... i:C) So i x .... char·ac:ter·
hexadeciMal entries are validA This
v a f. 11 e i s r· e f I. €~ c: ted i ,.\ the i n f 0 \- ,.1 a t ion
stored by the Sl'IDF' i11.str"uc:tic)l1. See the
SE~T C C)I,lRla 11d i n the CE~ .... C.(JfJ)fJ).QjJd _.Be.fex: eXlt:.e
f.Qr~_Gen.e.[.a.J,.._ll~f:r:~ 01- chec k wi ttl your
VMSEC;lIRl:: d i i- ec t oro y (Ila 11e1 g e\" f 0\0. f til" the r'

i .., f (,11- 'Il a t i 0 \1 A

~)

o
o

o
~)

o
o

1~ To activate an option, tab to the desired field,
cLear the field) and type DNA To deactivate} type
OFF: 0 r s i ft\ P I. y c f. e ell- t h £~ f i €~ I. d A

2. To c:ha11ge the CPUID, type the l1ew CFIUID i rl the
CPUID field. To reMove a CPUID, cLear the fieLdA

3~ Press ENTER to verify field entries.

20 VMSECURE User's Guide
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o
o

o
~)

o
(.)

o

o

o

o

~)

~)

0

~)

0

0

0

0

0
XllJAN8~)

v

4A F're.';s ENTE:R agai11 tC) i11itiate the update, 0)·· Pl"€-~.S"S

F'F:"3 to ·~.uit (callcel. the c:harlges),.

Note:

Your' r\ew virtual fll<3C:hil'\e optic)n.s: beCC)flle your' d(;~fauLt

val. ue ~;: the 11 €~ X t t i fll e y C) U I. 0 q C} \1 A 1"h e CF' SE~ T c () (IHIl and
can be used to change any of these vaLues for your
c: H too r' e l1 t oS e ~~ s i 0 rl A

u~~ i l"lg the USEF< Sub C o fllf'ld nd 2 f



o

o
e 2 8 SELECIING LQ'ICAL LINE EDIIltfti SYt.tBOLS

(~

o
o
o
o

Use Selection 4} Logical Line Editing Symbols, to
c hallgeth £~ t e 1- III i )1 cl r. I. C) q i c a I. I. i 11 e €~ d i t i 11 g as YIIIbot ~)

established by default when you Log on to VMA To
d £~ t €~ \- til i 11 €~ the d e fall t t s i \'l e f f e c: tat YOU r' i n~;, t a I. I. a t i 011 J

iss' ue the eFt QUERY l·t::ri:M I NAt.. C 011",)<:1 l"\ct A Th e .s'C: f' E~erl

<3ss'clciated with thi!> sf.~f.ectic)n i1), ~;,hc)wn b€~I.c)w ...

Nc)te: Spec i fy .SYll1bo I.s with a S' i 1')9 I.E~ c:hal-ac tel"} a two·"·d i 9 i t hexad~~(

va l ue., or ON Ol" OF:'F ...

.... ·f·

f
I
I
J,

.... .... -t-

I_irle Del.ete: ON

Escape Character: ON

L.. 0 g i c: c1 I. l.. i n €~ Ed i t i i1 g SY fl~b 0 r. !)

lJsel- i d: ,-IONE::S

Se I. £~ c: t i (»)1 4:

Character Delete: ON

·f· .... .... .... ....,,
I
I
I

·f-

.t _ - - - w .

I Re 1.€~clS£~ 2 A 1 8l)/03/~)3 VMS E~ C II R E (c) 1986, VM SC)

J

I
J

I
I
r
J

r
J

f
I
f,
I
J
f
f
r _.. - - _ - - - _ _.. oo - _ - - -- ..

I PA1: Cancel PF1: Help PF3: Quit PF10: Print
+ _ _ __.. MOO .._ _ _ oo .. _ _ _ _ _ ..

~}

o
o

o
(.)

o
o
o
~)

o
o
o
~)

o
o
o
o
o
~)

o
o

o Figure 5A Logical Line Editing SYMbols Screen

Procedure:

~)

o
1h To change a symbol, tab to the desired fieLd and

type one of the foLlowing for each symbol changed:

o The desired sYMboL

o The hexadecimal representation of the symboL

o ()N te) sa lee: t th~~ 5ystelll dt~fau I. t s'Yfllbo I.

o
o

OFF to disabLe a specific Line editing
func t j 011 A

o
o

~~ A F're.s:s ENTER to vel" i fy fie I.d entl" i e.5' A
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o

o
o
o
o
o

o

o

0

0

(.)

(~

0

0

~)

0
XlJ~JAN85

v

3 A F'r'ess EN'rr:~r~ aga i 11 to i rl it i a te the upc)a te or' pr·€·~ss

F' F: :1 t 0 -'1. u i t ( c: i:111 c: e I. the c: h a l1 g e s ) ,.

Nate:

Your new selections become your default values the
n£~ x t t i file YO H f. og c)r}... Th e eFt l'E::f~M I NAt.. c: o fllf'l a nel c: a 1"1

be used to charlge allY of these va lues fe))" YC)Ul"

CUr\-ellt se.!.~~ i Orl,.

lJ s i 119 the lISf.-:R Sub c: °ftl fll and 23



o
e 2 ! SELECIING._.leL_.SYSIEM_..NAME AND PARA"EYERS

o
o
~)

o

Us'e Si:~ Le c: t i 0 \1 ~>, I F't.. Sy S' t e III Na IIIearld F' .a 1- a (11 €I t e~ 1- S, t 0
define, change, or remove the name of the systeM loaded
at Logon as well as the parameters to be passed to that
.!~ y ~~ t e '1\ 4 The oS c: r e e n a ~~ .!)' C) c: i ated wit h t hi.!) s e I. €~ c: t i 0 rl ; 5

showr) be Low:

........ _ - +

-.. .... ..... ..... -- -... -.. .... _.. .... .... oo.. .... +

AtJ TC)C;R

eMS

Se I. ec t i 011 5:

of· _oo -- .... .... oo... ..... ..- - ..-

t
, Sy .!~ t e'l\ Na tl\ e :

J
r
I
+

+ -- - oo _ - _ oo _ - _ .._ oo" oo .. _ _ _ .

I Re Leas(;~ ~~. 1 8c>/03/03 VMS' E: C lJ f\~ E (c) 1986 I VM .<;<'1',,
I
I
t
I
r
I,
J,
J

I,,
J
I -- _.. _.. "oo -- - -- - -- - .. _oo - -- -- ..- _ - _ oo oo -- -- ..

J PA1: Cancel PF1: Help PF3: Quit PF10: Print
+ _..-_ ..-_ _ - _ - - _ ..-_ -_ _ _ ..- _.. - _ oo _ oo oooooo_oo ..

o
o
~)

o
~)

o
o
o
~)

o
o
o
~)

o
o
o
o
o
A

o Figure 6& IPL System NaMe and Parameters Screen

e Procedure:

o
o
e
~)

1~ To change the SysteM Loaded at Logon, type a one­
t C) e i 9 h t 0- c h a }o. a c: tel" S' y s' t e III 11a fll e ( eMS I f 0 }"' E~ X a IIIP I. ~1 )

Dr the t ht·· €~ e - d i -;J i t \1 i \" t ua I. de vic: e add ,- e s .5 0 f the
s·Y.1;:telll 0) i \1 i d ; sok i \1 the SYST~~M NAMf:: f ; £~ f.d A

o
o
o
~)

o
~)

2 • T() .S" pee i f y 0 \- C h a 11 9 e a s oS" 0 C i ~l t a:~ d .S" Y .~ t e III P .a r' a III e t e-~)- 5 I

type up to 3(0) c:hal-ac:ters of data to b€~ passed to
the system at IPL tiMe in the PARAMETERS fieLdA
FOl- eXaitlpr.e, AlJTClCR is the par"aRleter' that P€~l"fol-f'\S

an autoMatic ·carriage return- after IPL to allow
yC)U\- F'F<OFIl_E~ EXr::(: to exeC:\1ta::~ without intel"ventiollA

o 3& Press ENTER to verify field entrieSA

e
o

4 A F'roess ENTER agel i \1 tc) i 11 it i a te the tlpda t€~ or pr·es.fi
PF3 to quit (cancel the changes).
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(-)

o
e 2.1.e......_ct.:tAN'IH' ....SCREEN._cDLaR~_.atlD ....t.:II'ULIGHIItjG

o
o
~)

o
f)

o
o

lJ oS: e I~ e-~ I. e c t i 0 l' 6 J SI C: 1- e e r, Col C) r s a 11 d 1..1i ~.l h L i 9 h t i 11g, t 0

c: h a 11get h €~ I If MOl" i l'S t a I. I. <":1 t i 0 l"\ oo.. d e f i 11 e d cI e f d U t. t c: C) I. 0 r s
and highlighting on IBM 3279 coLor dispL~y terminaLsA
The S'e c h a 1"1 q e s a r' €~ (~f fee: t i v e when CF' i!. '11 ell' a g i \"1 9 the
screen formats. Non~color terMinaL display is not
affected by clllY challge~) "lade to YC)Ul" d i r'ec:tC)l"y £~ntry

v i.a t his .S· c: 1'- E~ ~~ 11 • The s c: r e e \"1 a .S" ,s' C) cia ted wit h t h i .S

j~el.ec:tiQrl is she)w}, bef.ow:

......., _..J-

H i 9 h l i g h t i n9 .... NONI
BI_I'
REV'
lJNI)l

,
I
r
J

r

I
.... .... ..- -.. .... .... .... +

~IONE::SU.!}E:~r i d :

GRE::el1
TUR,~. uo i S' (e)

YEL I.ow
WHIte

Set.ectiOY16:

·t·
t .... Al-eas- --Co lor"" ......~; qh t i gh t-
J Inp u t A,-ea: DEFAlJLT NONE
, Status Al-ea: DEf"Alll.. T NONE
I CP Output: DEFAULT NONE
I VM 0 u t p t1 t: DE~F'AlIL.. T NONE~

, Input Redisplay: DEFAULT NONE
+

Caf.or·s .... DEFaul.t
BL.Ue
REI)
FtINk

·t· _..- _. _..-..oo 'oo' _ , _. _ ••- _ _ ••- ._ - _ .

I Release 2A1 86/03/03 VMS E CUR E (c) 1986, VM So
I
f
J
(

I
r,
I
r

f,
I
J
I
J
I
I
I
I
I
t _..- _ _. - .-•.- .- .- _ _ _ - _ _ , - ,
I PA1; Callce I. F'F1: H€~ I.p F'F~i): Qu it F'F1~): FI,.. i llt
·t· - .- _ ,.- -' .- _ _ ,.- .- _ - _..- , _. - _ _ - _ ·

o
o
o
~)

o
(.)

o
o
o
(.)

o
o
o
o
o
A

o
o
(.)

o
o
o
o
o

Figure 7A Screen Colors and Highlighting Screen

o
o

CC) Lor,S· o lOt high L i 9h t i r19 ca11 be se lee: ted for' any of the
fol.l.owi11g:

o
e
o
o
o

I rlP u t Ar'ea The field at the lower left of the
5C: r' eE~\'l wh er' e C Oftlfllel l1d ~~ are ell t er' ed A I t
includes one entire Line above the
status area and all of the next tine
before the status area A

o
o

StcltU5 Area The field at the lower right of the
screen where one of six system status

lIs i 1'19 the USEF< Sub C ()flllilel nd 2S
v



o

o
o

o
~)

o

(,)

o
o
o
(.)

o
o
o

e

~)

o

o

(.)

o

~)

o
o
o

o

o

o

Messages displays: RUNNING, VM READ,
NOT ACCEI:'TED I MORE A .... ) ~'IO'_D I NG J ()l" eFt
RE::AD A

eFt Output Irlforl'lat ion d isp I.ayed as' the '('esuLt of
a CF' c: 0 til Ctl and I !> Uc: h a !~ t h €~ ,- e j> P () n !~etc)
a QUERY USERS COMMand.

VM Output InforMation displayed by an operating
systeM (such as eMS) that is running
i 11 YOlll- vir t ua I. IIlach i n€~ ~ such as the
,"es'p011se to a QlJl::RY DISI< COflllllal'\d A

I n put Red i S'pta y It" f C) ,- 'Il a t i 011 e \1 t e r' e d i 11 the i r1 P II tal" eel
t hat i s r' e cl i .S· p l ~l )1 €~ cI i nthe up P €oJ 1­

portion of the screen after ENTER is
pres.s-ed.

Procedure:

1,. To sef.ect cator's 0\" highl.ighti119f tclb to the
desired fields and type the selected options.

Not ... :

Co tors ava i f.ab le f01- d i S'P I.ay at-e ShOWl1 011 the
oS c r- e e n i \1 Fig U l- e 7 0 " p a 9 e 25,. l'h e fll i n i 0\ U f.,
abbreviations are shown in uppercase.

YC) 11 c: a rl 1- e '.10 V e h i g h I. i g h t oS' 0 ,- ~} e t d e fall r. teo r. 0 ,.. ~~

by cLear' i 119 the fie I. d,S' ,.

24 Press ENTER to verify field entries,.

3. Press ENTER dgain to initiate the update or press
F'F' 3 t 0 '"I. u i t ( c a 11 c: e t. the c: h a \1 9 e!; ) ,.

26 Ref. €~ a 1~e 2 h 1



o

o
e 2.1.j._.._.DEEltlIN(i .._a_LINK .... IO ....AtfDltlER ....USE8~.S. ....MINIDISK

o
o
o
o
o
o
(.)

lJ S'e Se Lee: t jon 7 IDe f i 11 e~ <:1 l. i )1 k t 0 A ri () the tOO lJ 05: e r' • .':>

Millidisk, to add to YC)Ul- dil"ector'y elltr'y a ti11k te) a
minidisk thdt beLongs to another user A When this
fU11Ctioll is s£~f.ect€~d, the vi,.. tucll. addr'£~ss of the r.ink
tC) be def i ned ,.lust b-:' s'pee: i f i eel i 11 the F'OR DEVICE fie ld
Ol1 the "lenU,. VM pel"fc)\-,,\S the I.illk Clutofl\aticaf.I.y at
Logon. The screen associated with this selection is
shown betow:

L. i ri k Acid res' s :

Def i n€~ a L.. i ilk to Anothel- lJ~)er '!) Mi i1 i disk

Note: Press PA2 to reverse password display Mode A

Sel.ectiol17:

Owru:n- i d :

L. i \1 k M()de;

·t· .... ....

I
I,
J,
·f·

+ _ _ - _ oo _ ••_ _ .

I Release 2A1 86/03/03 VMS E CUR E (c) 1986, VM SO'
J

f,
r
J

f
I
t,
I
I
f,
I
r
r
I
f -_ -.. - oo _ - - _ - _ ~

, PA1: Cancel PF1: Help PF3: Quit PF10: Print
+ - _.. - - _ - - oo __ _ _ _ ..

o
o
o
o
o

o
~)

o
~)

o
o
o
~)

o
(.)

o
o
o
~)

o
(.)

o

Procedure:

(0) Te) i::pec: i fy a f. ink, COfilP I.€~te the fo I. tow i rlq 5t€~pS':

o
o

1 A Irl 1"he~ L)WNr::RID fie led} type the U.S:E~r· i d that C)Wri.5' the
"liriidis'k tC) whic:h yC)U want to I.inkle

o
~)

24 11') the ADDRESS field J type th€·~ C)Wrler·ls vil-tual
d evic e add ro e !> s f () r e the ~i i 11 i cI i s k (f (] l" €~ X c\ III P Le, 1 91 ) A

o
~)

o
o

310 The LINK ADDRESS field displays the virtual address
you e11tered Oll the Itl€~nU h Th is' i!): the vir' t l1~i I.
address at wh i c:h yC)U Well'it to l i )elk the .S"p(:~c if i E~d

XlJJAN85 Using the USER SubcoMmand 27
'\1



o

f;)

o

o
(=)

o
~)

o
o

o
~)

o
f)

o
f)

o
f)

o
f)

o
t\

~)

o
o

o

o

o

~)

o

II} i l·t i cI i s kAY 0 U C i:lll C: h a rl9 e the t. i 11 k ~l d cI r' e .S" S' 1 i f you
d €~S i r· (~,.

4. Il~l the~ I...INJ< MODE fiel.d J type the t'lc)cI~~ irl which you
wish to Link this Minidisk,. Link modes are
explained in the section ·Changing Minidisk Link
Mode and Passwords· on page 16,.

5 of> It' th~! F'A.S'SlaJORD fie Ld 1 type the owrle~r' 1 S t. i \1k

pclsswor·d fc~r the fll i r\ i disk A

Notes:

A r' e~acI P if .S" s· wC) ).. cI i S \.. e I~. u i t" e d f 0 \.. R ~) rl cI RR t. i 11 k
modes; a write password is required for Wand
WR Link Modes; a ffiuLtipt.e password is re1uired
for M, MR, and MW Link Modes,.

If the password for the desired minidisk is
Al..l_ 1 110 pas' s wC) 1- d 11 €~ €~ d b E:~ S pee i f i €~ d ,.

If the userid whose roinidisk is being Linked
hi:l~; 110'1: !~pec: i f i ed a passwc)rd, the l i 11k ca11not
be cOMpLeted. If the RuLes faci Litv is
illstaI. l.ed.1 cl l"ute ftlU.!}1" exist that af.l.c)ws you to
Link to the other user's Minidisk. If no rule
is fC)Ul1d, the i\1.!~taL'.ation"-defirled defauf.t i.!)"

app I. i ed •

6,. F'r·e.!)"s ENTER to illitiate the updat€~ 01" pl~'es'S F'F:':~ tc)
'=LU i t (canceL the cha ...t9E~.S-) A
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f)

o
e 2.•. 1.2 REYIEWIHti_.Q8_BEMDYINf.i LINKS IY OIHER USEBS

o
o
f)

Use SeLection 8, Review/Remove Links by Other Users, to
r'ev i ew 0'- relllC)Ve l i 11ks to your' fll i \1 i cI i sl< tha t have b£~en

specified in other directory entrieSA The screen
associated with this selection is shown beLow:

Vcldd'

c: I.ear·

M j l"l i cf ; so k: 1 9 1

Vaddr'tJs'€~r' i dVaddr'

lJser i d: "IONES

Sel.ectiol18:

T0 l·' e til 0 V e a l"\ 0 the l- l1.S €~ 1- f S I. i rl k t C) y () U \.. 'Il i rl i d i so k I

corresponding field and press the ENTER key A

AL ICE::

·t· .... .... .... .... .... .... .... .... .-. .... .... .... 'OO' .... .... ••• .... .... .... -' _. .... .... .... .... .... .... .... _. • ...

I
I
I
I
r,
+ -- .... -.. ..- - - - -- .... ..- .... .... .... .... ..- -- -- .... ..- .... .... _.. .... .... .... .... .... .... .... ....

·t· _. -' _ - - - _ - - - , ,

r Rel.ease 2A1 86/f)3/(')3 VMS f: ell R E (c) 1986~ VM SC)

I,
J

t
I
f
J,
J,
J
f
t
f
J

f,,
I _ _ - -..o.. _ o. o. _ ••o. - -- _. _ - _. _ .

, PA 1: C~) \"1 c: e I. F'F='1: H€~ I. p FtF3: Q 11 i t F'F' 1f): Ft r' i n t
·t· .- .- _. _ - o. o.' .o. o.' _ , o. _ , , .

o
~)

o
o
o
o
o
e
o
~)

o
o
o
o
o
H
o
o
o
(.)

(.)

o

Figure 9~ Review/Remove Links by Other Users Screen

o
o
o
o
o
~)

The lJS'ERID fie I.d abov~-:- the bc)x d i S'p lays your' U.5'E~l" idA
The IISf.: Rr I) fie I. d ~;- w; t h i 11 t h E:~ b 0 )( disp I. a y t h t~ ti ~> e r· i d !}'

having a Link to the Minidisk shown in the MINIDISK
fie f.t1 A The VAI)I)R fie I.d.!;, d i s·p I.ay the v i \.. t ua f. clddl"e~~se~;-

ass'i -;It"led to the '11;"1"1 j ct i .sk whe~r) L i 11kecl by the spec: if i ed
U.!i~er· ids ...

Procedure:

o To reMove a Link) COMpLete the following steps:

o
o

1 A Posit i 0 11 the c til- SOl"" a t t h f~ ~) e t (~c: ted U 5" e r' i cI and
press the ERASE EOF key A

(-)

o
2A Repeat st€~P 1, as neces~;:ary, to r'e{'iaV[~ C)thel- I. irik~~A

XlJ ...JAN8S lJsinq the lJ SEF< Sub c: () III fl1 a r1 d 29
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o

o
~)

o

o
o
o
o
o

o

o

~)

o

~)

o

o

3... F'r e1) 5 ENTEF< wh e"l a I. f. I. ink 5 t () be 1- E:~llloved have b e€~n

c Le ell" €'~ cI A

4 ... F'r'es's ENTEF< aga;)"l tC) di!;pf.ay clny adclitio\1<:ll. I.inks,.

Nates:

14 When you exit VMSECURE after reMoving a link to
YC)Ul" 01 i 11 i d i S'k ~ YOU "lay l"ece i ve th(~ i,lessclqe

DIRECTORY NOT CI-JANGED4 This is' be~c:aus'e relllC)vi11~1 a
I.ink does rlC)t update YOU1- dir'ectc)r'y elltr-Yi it
changes the directory entry of the userid that was
I. i r\ ked toy 0 t1 r' fll i 11 i d i s~ k ...

24 CFI l.i11ks es·tab I. ished with thE~ CP l.INK COllllllarld a,-e
not displayed... Only directory Links can be removed
via \lM.SEClJRE. To deter'lllil1e who i.'fi c:ur·1"€-~11tl.Y Linked
tOY() U ,- fll i 11 i d i ~> k 1 U 5 €~ the CF:' QlJ E F;: Y L.. I NI< S c: () flHI) and "

(0)
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o

(.)

e 2 .1.J CttAHCiINIi ACCDUNI NUMIE8 AND._DISIRIBUIIDN CODE

o
~)

o
(.)

I..J .5 e Se I. e c t i 0 r\ 9, Ac: c: 0 Un 1: NUillbera \1 d D i .~~ t r- i b u. t i 0 l'\ C: () cI f.~ .r

tc) cha11ge the ac:c:ourlt riUtilbel- tC) wh i c:h you,- usage is
c:hai-q€~d or' tC) chcl11ge th€~ di~)tributic)n c:od£~ cls'sociated
with yOU," SPC)O Led C)U tp utA The .s·Cl"e~el'" a.S'.<J'C)C i a ted IN i ttl
th is' se tee t i 0\"\ i 1> !;-hOWll be I.ow:

I
J

f
J

r
.J.

.... ..... ..... ._. .... .... .....

Ne x t L.c)g C) 11
2 TeftlPot"ary
3 I (11,,1 ~~CI i Cl t e

AC:C:<.lurlt NUillbe1'" arld D i str' i but ion Cc)de

Account: 12345678

Acc:ourlt CharlgE~:

Distributiol1 Code: C;I-IOF'IN

I
I
f
I
I

·t· .... .... _. .... .... ........

... .... .... .... ..... ....

Sel.ectiC)ll 9:

i· - .- , , _ - _ _ - .

I ReLease 2A1 86/03/03 VMS E CUR E (c) 1986 1 VM So
1
f
J

r,
I,,
J

f
I
I
J
f
I
I
I,, _ _ _ , _ - _ '

r FtA1: Callce r. F'F1: ~ie I.P PF3: Qu it FtF1 (.): F'r i l"lt
i· _ _ - " _ - .- _.." " -. _ _..'

o
~)

o

o
o
o
o
o
~)

o
~)

o
(.)

o
o
o
o
o
~)

o
~)

(:)

o

Procedure:

o
~)

o

1. To change your account nUMber} type the new one- to
eight-chal"ac:tel- account 11uillber il"l the ACCC}UNT
fiel.d ...

o
o
o

2" If YOU c:ha11<;Je the aCCOu11t 11uf'lbel", you 'Ilust type an
account change code in the CHANGE field. Valid
entries are as folLows:

e
~)

1 Il"ld j eel tes the c:ha11ge wi L I. be in (:o")ffec: t the
next time you log on ...

e
o
o

2 Indicat€~s the Cha11ge jj. irl eff€~ct i'lloledii:ltel.Y
a 11 cI 1- €~ til a i n .U· i n e f fee t t1 n til. y C) u r. 0 <:J C) f f ,.
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o

o
e 3 I 11 die a t €~ so t h t~ c: hall CJ e i .~} i rl e f f €~ c: t i ill (,1 t~ d i a t €~ I. y

cl r1 cf i s per· ttl ~l 1'1 £~ \1 t ,.

o
o

o
o
o
t)

o
(.)

o

e

o
o
o

o
~)

o

o
o
o

o

o

(.)

o

o

Notes:

Account nUMber changes may be LiMited depending
o n i n ~~ t ~1 I. I. ~l t i (J 11 .... ~) tJ P P f. i e cI e x i t 1- () uti 11 e S A

If VMAl:COl.INT is i11stalLeci at YC)Ul" i11stall.atioll}
t h €~ t·· e j S \1 C) C; ~1 ANGE-: fie ,. d 0 \1 t h ~~ s c: r' £~ e 11 a 11 cI the
account change is in effect iMmediately and is
perManent (change code 3),.

3. To change your distribution code, type a one- to
e i qht-.. c:harac:ter wor'd to be as!>"oc i at€~d with your
printer or punch QutputA

Notes:

Dis· t }"" i but i C) rl cod e ch a 11 9 e S ,,1 a y beL i fll i ted
d G~ P e 11d i 11 9 011 i lOlS' t.a L I. a t i 011·..· .S· up p lied (f~ x i t
tOO 0 uti \1 €~ S' A

If you delete your distribution code, your
u!;,el"id is supptied as the defaul.t distr"ibutioll
code.,.

4,. Press ENTER to verify fieLd entrieSA

5. Press ENTER again to initiate the update or press
F'f='3 to ·~.uit (Ci:ll1cef. the changes),.

\1
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o

(.)

2... 1.~ .... _.. DELEIING .... A....LIt.fK .... ID ....atfOIUEB....U~ER.~.S .... t..11NIDlSK

o
o
o
o
~)

o

Use Sf:~ lee: i' ion 10 I De tete .a L. i rlk to A11C)ther' lJs~~r' s
Mi 11 i d i ~;-k I to de tete the f. i 11k i rl YC)Ul- d i r"ec:tc)r">' e11tl"Y to
cl l"lO the 1- U .s'e)- '.S" fll i 11 i cI i s k ,. Wh e 11 t h i.~ 1: U 11 C t i 01'1 i.~

selected, the virtual address of the link to be deleted
Must be specified in the FOR DEVICE field on the ffienu.
The screen associated with this selection is shown
below:

.....f-

f,
I
I
r_. .- .... .... .- _. .... .- ....

lJse\- i d: ~JONES

Entel- YES or NO:

Do you wish to delete the statement?

L j n k S tel t ~~lli~~rl t: t. INK l:iEL.I._E 191 199 RR

·t· ....

t
I,
I,
·t· .... .... .... ....

.Sel.ec:t iOlt 10:

+-- - -- -- -- ..- ..- -.. -- _ - - -- - -- _ -- _ .
J Re Lea.s·e ;;.~. 1 8()/03/03 V M ,) 1:: C lJ R E (c) 1986.. VM SC)'

r
J,
J,,
I
I
f
J

r

I
I,
f,
r - - _ - - - - ..- -.. -- 00- - -- _ _ - ,

J PA1: Cancel PF1: HeLp PF3: Quit PF10: Print
+ - - _ _ -- _.. -- - _.. - _ - - -_ -- -- -- _ -..-_ - "

o
o
~)

~)

o
o
o
~)

o
o
o
~)

o
o
o
o
o
o
o
(.\

Figure 11,. Delete a Link to Another User's Minidisk Screen

Procedure:

(.)

o
1 ,. Tc) de tet£~ the t. i 11k spec i f i ed I e\lt(~l- YE::S Ie Spec: i fy

NO if you do not want to delete the Link.

2,. Press ENTER to verify field entries,.

o
o
o

3.. F')"'ess ENTER aga i 11 tC) i 11 it i ate th(;~ Updcl t~~ or Pi-i::1S.s

F'F'3 to ':luit (ca\lcef. the chal·lges),.

o

o

XlJ,JAN85 IIsing the USE::F~ S' ub c: ()ill fll a nd
v



o

o
e 2... 1.5_......8EVIEWINli ....YOUR_.DIRECIORY .._ENIRY

o
o
f)

lJs'e SeLe~ct;orl 11 1 Review the Dir'ec:tc)}-y E:~ntl"Y} to use
XEI)Il' tC) \/iew a fi I.e that COlltail1!l a COpy of your'
directory entry. The XEDIT screen associated with this
~>t~ I.€~ct i all is i I.l.ustr·at~~d be '.OW:

·t· o.' - _ , -.

SIZE::19 LrNE::=~) CC)L==1 ALl'TF~lINC::7~?A~) V 80DIF~ECT

.)(. -)(. ox, TOFI OF FILE: .)f .)(. .)(-

USER FINANCE ******** 1M 1M G 64
*PW= 85/12/13 FINANCE
*ED= 86/01/13 09:48:10 ACCTMGR MANAGE 85/12/13
*HS 01/24/86 10:49:27 Accepted Logon froM 513
*•.,S (·)1./~~3/86 ~)6:1~1:13 r~€~jected l .. ink by SNOOF' te) 191 (F~F<)

*HS 01/22/86 10:01 :15 Accepted Logon froM 513
*~i S (.) 1 /21 /86 i (.) : 23 : 18 Ac: c e F> ted L.. 0 g C) 11 f l- 0 III 5 1 ~~

·)fFI.._= *
*LL= 10:49:27 EST Wednesday 01/22/86 froM 5A2
* Userid = FINANCE; Ext = 2048; Dept = 107; M~i L Stop - 5E
ACCOlJNT 2(')~)(o)(,)~) 0~) RECE I VE::
IPL eMS PARM AUTOCR
OFar I ON ECMODe:~

CONSOLE 009 3215
SPOOL 00C 2540 READER *
.SIF'OOt.. 0~)D 2540 F'lJNCI..j A
SF'OOL.. 00E 140~~
LINK MAINT 190 190 RR
LINK MAINT f9E 19£ RR
MDISK 191 3375 312 1 VMPK99 MR ********
MDISK 192 3375 955 2 VMPK99 MR ********
0)(' * ~. END OF F'ILE o)f .)(. -~

FINANCE::

000(')0
~)0(0)01

00002
0(")~)~):~

00004
f) (.) (.) ~) ~)

00006
~)~)(')0 ..,

00008
(')f)~)09

00010
~)0f)11
0001 ~!

~)0(')1 3

00014
00~)1 5
(')001 t.>
00(-) 1 ..,
00018
(o)(.)~)19
00020
0(·)(·)21

0(~022

,,
I
I
f
J

I
J
f,
f
I
r
f
f
I,
I
f
J

r
I,
I,
J,
I
f
f ::::::::::=)

r X E:: D I T 1 FIL
of· , -- - oo _ - - - - - .-. _ ••- ••- - _ oo••- '

o
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o
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o
f)

o
o
o
o
o
o
o
(.)

o
(.)

(~

o
o
(.,

o
o
o
o
~)

o
o
o
o
o
o
o

o FigUl-e 12 ... SatllpI.e XE:I)IT !)ilooec:tor'y Entry F=-i I.(~

Procedure:

o
o
o
~)

o

1 10 Aft e r' 5 e Lee t i l1 9 f U 11 C t i 0 \1 1 1 I a S' c r" e en .5" i ill i LCll" t 0

the one shown above dispLaysA Review the
information. No changes can be made to this
5C l" eel'~.
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2,. To exit this XEI)IT fi I.e} type ~"IL..E:: 01- QlJIT aftel­
the cOMMand arrow (====}), or press PF3.

Notes:

The fir. e 11 a Itl e i s you 1- U S €~ 1" i d I the fir. e t y p e i~;:

DIRECT} and the fi Lemode is A0A

Bec:aus£~ the fil.e is wroitte11 to di.!~k, <:1
read/write Link to an A~disk is required. When
you alU it the f i I.e, it i ~> el-a!)"ed frOil) your"
minidisk4 The function overwrites any existing
f i lew i t h the s a file f i I. e j d A

A brief description of the special directory COMMents
u ~. €~ d b y VMS E: (~lJ F< E:: f C) I. I. 0 W.1:: ,. f" 0 r "10 y. e i 11 f C) ro "1 a t i 011 I so e e
yc)ur d i l'·ec toroy (,la11a-;tel-,.

*ED- Ed i t 5tat€~I'le11t A Recol-ds the date and t i fll€~ YOUl-

dil"ec:tor·y €~ntry wa.1) r.Cl.!;t upclat€~d, the userid that
p e~r f C) 1- filed the up d ate} a \"lcl t t\ (:~ VMSEClJRE .S" ub C <'1 IIl'11 a 11d
that wa!; issued A For u!~€~r' ids Cl·'eel t€~d after
VMSECURE Release 2,.1 was installed, the userid
creation time and date are Listed aLong with the
userid of the directory Manager who created the
use," idA For" usel" ids cll.l""eady €~X i st i 1'}g whe11
R(;~ L~~ a 5 e 2. 1 IN a s i l·l S tal led I the I. a s t .S" ub c: 0 ',l ,,) a 1'1d
i !)"sued f<.1r th£~ US"€~l" i d ar1d the t i rile and date the
us'er" i cI was ed i ted with VMSECURE Re-~ I.ease 2. 1
,.. U1111 i i1gareli 5 ted A

*FL- FLag statement. Specifies the status of your
Logon passwo .."cI to

*HS- Hi .r:: t 01"" Y !)" tat E:~lJlen t ... R€~c: Qt·· d j; oS ue c: essf u t. and
t1n~;-t1c:c:ess·ful. attefllPts to ac:ce!)s YOU1" vir·tual.
M~chine and Minidisks.

*LL- L.. ast Logon stat€~ltlentA Recol-d~;: the date. til'le,
and t e l- fll i rl a I. add 1" e S' s f C) 1- the I. ':1 S t t i fll e you l-

uS'er"ici was J,C)9ged 011,. The i11fo)-lIiatiol1 l"ecorded
is displayed at next Logon for your verificationA

*pw= Password History stateMent. Records the date
your Logon password was Last changed.

US· i i·lg the lJ,S'ER ,S' ub c C)(,lfll.:l r\cI 35
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J I USING_.ItJE ttAINI SUBCDtlttAHD

The MAINT S'UbCOfl)111anci erlab l.e.S' use-~r· s who do rlC)"t have :5270
dis'p I. a y t e t·· III i 11 a f..!> top e tOO f 0 tOO fll VMS E:: C; lJ F< E:: f t1 n c: t i 0 II oS ,. The
MAINT functions described in this chapter correspond to
the f u f. I. -.. S c: l- €~ e l'l IISE~R .!t" Ub C 0 III fit a \1 d ... lIs €~ the MAI NT
oS ub C 0 III fll a 11 d t C) 010 d j f y c e r t a i 11 C h a tOO act £~ t·· i s tic .!;. () 'f y C) 11 \-

vir t ua I. ttl achi 11 e~ .to

3 ... 1._..._tJAltfI_SUBCDHtJAHD

The MAINT SUbC:Of'lllla11d a L tC)WS yC)U to "lc)d i fy C:~~l-ta i rl

charactel-istic.!) of YOUl- vil-tual. IIl<:lchil·le,.

Each MAINT function is explained in the following
oS e c t i 0 11.!; ,. I !LS' U e the MAI NT 5 U b C 0 til fI\ a 11d bye 0 fI} p r. e t i 11g the
fo L low i ng s·teps:

1,. Log on to YOH}- US£~l" i d 4

2. Type ·VMSECURE MAINT function 8 and press ENTERA

3A Whe}·) F) \"' OfllP ted I type YOUl- I.OgC)l·l pa5~)wol"d Cll1d pl-e~;s

ENTER. For certain functions} you wi LL be prompted
f 0 \- f U1- the r" i n f C) l- '11 i:\ t i 011 ne C: e ~) ~> ell" y t () c: 0 III P r. e t e the
SUbCOll1fllclnd A

4,. If the syntax and information are correct, the
directory wi LL be updated and YOU wi LL receive the
tllessage:

DIRECTORY UPDATED ONLINE.
Rj

The general syntax of the MAINT SubcoMMand Line is
ShC)W11 bef.ow .. Each subful'lction is Stlflltnal"ized,.

The fClrillat of thE~ MAINT SUbc:olllllland Li11e is:

+ -_ - + ..- - ..-_ - _ -..- -- - ..- ..-_ _.. - _ - - ..- _ +

f t
, VMSECURE MAlnt I function
f t f

·f· -' .- _ _. - - _. + - _ _ _ - - - _ _. _. _ _ _ _.._.._. _..f-

Any of the following are valid for ·function-:

ACCOllNT 11ewac:c t (IMMEl> I NE~Xl·l.. OG I TE::MF' >

......,
XlJ ...JAN85 lJ.S" i llg the MAIN'r S'UbCOlllltlar}d 3'7
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II so e the AC(~O IINl' f lItl c: t i 0 rl t C) c: h a l"\ 9 €~ t h £~ a c c: C) 11 n t
rt U illbe r t C) INh j c h y C) U r' uS' a 9 €-~ j S' c: h.a r' 9 e~d -'"

DEFINE vaddr1 vaddr2

Use the DEFINE fUl'lction tC) s:::h~lr}ge the virtual.
addr"ess of 011e of your' Itl i '1 i d i !;ks to a llew addr"e.!)"S',.
·vaddr1· specifies the existing virtual address of
the til i r1 i dis k, a rl d If V ~l d d ,.. 2 • ~> P €~ c: i fie ~> the 11 e w
addr'ess a

Us'e the DELETE fU11C t i 011 to de I,ete your d i l-ec: tC)l"y
Link to another user's Minidisk4 "vaddr R specifies
the virtual address of the directory Link you wish
to 1" €~ fIlOV€~ "

DISTRIB l'lewd i st

Uj~e i:hf.~ nISTF~IB fU11ctiorl to c:hanq€~ the distl"ibution
code associated with your spooLed output A

HE::LF' r?

Use the t-IELF1 fur1ctio\1 te) dis·pLay a b'rief f.ist of
the MAI NT .1) t1 b c C) tl} (,\ a l'l d f U 11 C tic) n ~~ a 11 cI the i \.. 0 per' and s ,.

IPL (sysnamelvaddr <PARM paraMeters»

Use the IPL function to specify the system to be
IPLed at Logon and any paraMeters to be passed to
the IF:al.,ed 5yst€~I'lA

l.INK OWni::1r i d oW11er'v.c:1ddr· yc)urvaddr· <Illclde)

Use the L_INK function to j~et up a dil-€~c:tOl-Y l.i~lk to
another user's Minidisk. Directory links are
perforMed for you at Logan A

MDF'lLJ <vacldr >

lIse the MI>F'W t·U11C:t i t111 tel d i .1;P I.ay the pas'swol-ds for'
your Minidisksa If a virtuaL address is not
spec if i ed I pclS~)WC)l"dj) fo,·' a 1.1. YOl1l- ill in i disks ar·€~

displayed. Your installation May choose to Mask
Minidisk passwords,.

3Et VMSEC;lIF<E-: LJ~)el- r s Gt1 i de Rel.ease 2A1
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MGRII)

lJ's'e thG~ M(~RID fUilc:tioll tC) deter'"lil1e who YOU1­

directory roanager iSh

MINIDISK vaddro

II!; e t h (~ MIN I !) I SK f Ul1 C tic)n t C) 1110 d i f y the I. ink fll Q d e
and read , write l or multiple passwords for your
III i 1"1 i d i !} k ~;- A II V add r" M .5 pee i f i f:~~; the \1 i 1- t U c1 Lad d r' €~ B' S

o f l") 11 €-~ 0 f y C) Ur" til i )"1 i d i .s: k oS' •

OPTION optnaMe ONIOFF

Use the llF' l' I (IN f U )"lC t j 011 t C) see I. €-~C t ( ON) <'11- }.. e-~{110Ve

( 0 F-
Oo

f: ) v a 1- i 0 U oS a t t rib t1 t e s as!)" 0 c: i i:l t €~ d wit h y tl U 1­

userid: REALTIMER , ECMODE, BMX, SVCOFF} VMSAVE,
ISAM J a11d CF'lJIIJA NOlle of the~.e attr'ibutes is
necessary for normal eMS operation.

F'ASSWOF~D

Use the PASSWORD function to change your Logon
p a 5 !)' WC) r' d ...

RF.:~VIEW

Use the r<E::VIE::W fUlle t i 011 to r'ev i f.~W a I. I. d i ,-ec tOl-Y

control statements in your directory entry~ The
REVIEW fUlolctiorl Pl-c)vide~~ irlfol"lllatiol1 about existinq
directory Links and all virtual addresses
a~)soc i a ted with your" user' idA Th i 1)" i nforfllCl t i orl is'
n~~eded for' thE~ DEFoINE J DEL.ETE, I... INJ(} MINIDISI(J
MI)F'W, RL.. INK, Cllld S(~RATC." fU\lCtiorlj},..

RL.INK vaddl-

U~~e the f<looINK fUl"lC:tioll to r'€~view ar1d optio,olat.l.y
1- (;~ Itl () V €-~ a 11 y d irec tor y J. i r\ k s t h <:1 tot h E~ r· u.s' eroS" (fl a y
have def i 11ed to Q\l€~ of your' '1\ i rl i d i s'ks h Ttl i .s:
function is particul.arLy useful when you deterMine
t hat d a t a C) 11 you l" fit i n i d i .1. k s h 0 11 I. d 11 () f. 0 r1 g £~ 1- b e
shared with other users.

Use the S·CRATCI..I f U\OlC t i or\ to .5°C: ro at c:h c) rld fel}" fila tone
of YClur· 'llirlidisksA ·vadd\-" spec:ifif.~s the Vii-tUelf.
acid ro e oS" .S" 0 f t h ~~ (tl i Yl i cI i s k ~

l.ls· i n 9 the MAI NT Sub c; () III tll.el rid :~9
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(.)
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STORAGE sizeK'sizeM

LJ ~) e t h E:~ ST() F;~ AGE~ fUll C -I: i 0 r) t Q c: h f.} 11 q e the a ill C) Url t 0 f
virtual storage your userid is set up with at
I. 0 g C) 11 A \1 i }'. t ua I, 5 tor age c a fl b €~ ill 0 cI i f i ~~ d a f i: t:~ 1- I. 0 9 0 n
with the CP DEFINE STORAGE COMMand A

TERMINAL.. k£~ywor'cI ON f OFF I C:hcll"- f hex

lJ's'e t h €-~ 'rr::Ft~M I NAL. f U11C t i 011 to 'Ilc)d i fy· the t €-~l" fll i ll,a L
lc)q ; eel I. I. i )"le ed it i r1g SYf'lbo to!; s:et fo)- YOU1- user' ida t
log C) 1'\ • The s y (,1b 0 LS' t hat c a 1-. b e-~ til C)d i fied a )'. e : I. i 11 e
elld, I.irle del.ete, c:harac'l'el- d€~I.£~t€~, and £~sc:ap(~

charac:tel- A

The foLLowing sections describe each of the MAINT
functions in detai L.

'\1

40 R(~ J. e a 5' e 2 A f
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3.tt.2.... _..MDDIfYING .... YDUR_ACCDUNI ....NUt..18EB

Use the AC;COUNT fU11Ctic)11 to a I. tel" yc)ur' vir·tual.
III achi 11e •sac c: 0 t1 n t n U ftl be'" A

The f01"f.lat of the ACCOlJN1' fU11c:tiC)1'1 i.5':

+..- _.. -- - - + --- _.. _ - -- _ - _ - - -- - - - +

f
1++

, VMSF~(~lJF~F~ MA r 11 t Ac C 0 U 11 t newa c: c t I IMMEl) f
f JNEXILCGf
I ITEMP f

, + +
I I ,
+ -- _ _ _ - + - _ - -- _ _ _.. - _ _ - -- _ - -.. -_ _ _ _.. -- _ -_ _.. -- -- -- _ _ _ - - _.. - -- +

wher'e:

o
o
o
o

o
(.)

(.)

o

~)

o
o
o

rlewacc t

IMMED

NEx·rl.OG

TE::Mf'

specifies the new account number you wish to
h a ve ,. You \- i \1 oS t a I. t c1 t i 0 \1 fll ~) y h a ve
r·€-~s·tl-ictio11S· 011 what accoul'lt nUfllbe1-S you call

usell

specifies that the new account nUMber is
effective iMMediateLy and is perManentA

specifies that the new account nUMber wi lL
bec:Oltle effect i ve tht.~ rlext t i file you tOg ort a11d

wi LI. be pel-ftlal·le11t .. NEX·fl.Ol; is the default ...

5 P e c: if; e ~> t hat the \1 e wac c: C) U 11 t 11 U fll b e ,- i s

effective iMMediately) but only unti L YOU log
off A Whel' YCll! 1.09 on agel in, YC)Ul" 0 I.d acc:c)unt
11ul,lbel" \II i I. L be i 11 effec t ...

o
(~

o
(-)

o

(.)

o
~)

o

1 ... If VMACCOUNT is installed at your installation,
teMPorary (TEMP) and next Logon (NEXTLOG) accQunt
nUMber changes are disabled... The only valid
aCCOu1lt 11 uftlbe1- change wherl VMA(:(~OlJNT i~. i n~)ta I. I.ed
i.S: e f fee: t i v <:~ i fll f'l e d i .:l t (;~ Ly a 11dis' p e \- til a ne n t (IMMED) ..

2 " Ac: C 0 U 11 t l1 U III b e \- c h i:\ 11 g e .S t.l a y b €~ r. i ell i t ~~d d €~ P £~ 11dingO\"l

i 11 S taL L.a t i Ol·)·..·.S' up p Lied e x i t r 0 uti rl e .S· A

...1
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(.)
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~)

f)
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~)
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e
~)

o

E:: x a IIIpte s :

1. Toe: h a 119 e Y (J Ul" ace 0 url t \1 U illb e r' p (;~ )'. til a 11 e rl t I. y t 0

~j 15~)5 (.) ~) (.) a 11 d t C) h a vet h e c: h ci r19 e bee Q ill e e f f e c: t i v ~~

ifllltlediate1.y, e11tel- the 1"01.I.O",i119:

+ ..- - - -- -.. -.. -- - _ -- ..- - --- - +,
VII\!;e c U1" e ,na i 1·\ t a c: C 0 un t f) 1 555f)(')~) i (Il,ned ,

ENTER YOUR LOGON PASSWORD: ,
I

DIRE:CTORY lJF'DA'fED ONt.INE. ,
R; f

J r
+- - - - - -- - - +

2. To change your account nUMber to 01555002,
e f fee t i v e i 'I) fll e d i ate Ly a \.\ d 1" e IIIa i 11 i ngin e f f e c: tun til.
Logoff, enter the foLlowing:

+ _ _ -- ..-_.. -- - - _ _ - +

I
VMsecure maint account 01555002 teMP ,
ENTER YOUR L.()GON F·AS.s·WOr~I): J

I
Ri I

I f
·t· _ - _ _ _ .

3 A TC) c: hal") g e yo Ul" a c: C 0 un t n \1 1t1 b £~ 1" t C) ~) 2 f) ~) 3 ~)~) i p

effective when you next log on, enter the
fol.Lowi11g:

-t. '-' _ _ - , - _. _ _..- _ - 'f'

I
VMsecure Maint account 02003001 f

ENTER YOUR LOGON PASSWORD: I
I

DI F<E C;rORY UFII)ATE I) ONL.. I NE:: A ,

R; f
I r
·t· _ - _ - " , - _ _ _ _ - _ ...

Nat.: You do 11C)t have te) spec: i fy NEXTL.. OG on the
C C) ill 01 a 11 d l i r1 e b €~ C .cl use i tis t h €~ d e fall t. t A

o

"
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3...3_ ....Ct.fetl'lHCi_.IHE_.Y.IRIUAL_ADDRESS._..QE~ ..YDU8 .._ttIHIDISK

Use the DEFINE function to change the virtual address
of 011e of YC)l1\- 11\ in i d i s'k!)" " !); rectol-Y I. inks to ttl is'
minidisk are updated to refLect the new virtual
a d cI r' e ~;- ~~ ,. Min i dis k p a !; S \II 0 tOO d !; f C) 1" t h €~ (.1 i n i dis k r £~ il\ a i n
u\1cha\1ged A

The for Itl a t 0 f the I) Eo: F' I NE fun c: t i 0 \1 i S' :

.•" _..- - - - + _ _. - - _. - _ - -- _ _ -..- _. _··to

J' t
I VMSE::ClJF<E MAlrlt r DE::f." i l"le vaddr 1 vaddl-2 (
J I f
+ - - oo oo _ + _ _ - - - - - __ _ - - " .._ _.. +

where:

o
f)

o

vadclr2

Exaf1lP I.e:

specifies the oLd virtual address of the
Itl i rl i d i !)" k

.spec:ifies· the 11ew vit.. tuaL addl"e.s-.s- ()f th€~

Cit i \1 i dis k A

(.)

(.)

~)

o
o
~)

~)

o
o
o
o

o

o

o

(.)

To change the Vi\.. tuclJ. addl"e!;,~) elf orle c)f yOU\-

III in i disks f:r'ofll 194 to 242 1 e-~l")ter the fc) I. I.ow i l'lg :

+ _ - - - - _ - _ - oo .._ _ .. - - +,
f V flll;- e c: til" e '11 iii i 11 t d e f i 11 e 194 24 2
J E:NTER YOUR I...()GON F'ASSWORD:,
I DIF~E::CTOR)/ lIF'DATEI) ONL.. INE: ...
I R;
I f

.... _ _ -- _. _ _ __• __ - _ __• - .-••- _ - _ 0.' _ _ _ _ +
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~ ... 4.... _.. DELEIIN'.... a._LIHK .... ID....aNOlt:lEB....USER.~.S .... MINIDISK

lJs~e t he I)E~l.. E:'fE:: f 11 l"lC: t i or, to )- £~1J10Ve a I. i 1'1 k to a nc) theY'
user's minidisk froM your directory entry.

The f C) tOO '11 a t 0 f the DE:: l.. E~ TE~ f U 11 C t i 0 1'1 is:

·t· , - _..- + _ _ - 'f'

J ,

f VMSECURE MAlnt f Delete vaddr
I J ,
+ - - + -- - - -_ - --- _ - - -- ..-- +

vaddl"

E~ x a fllP I.e :

s pee: i fie s t h e~ vir t u. a t ':1 cI cJ r' e .s: .5' () f 1" h (f~ ill i ri i ct i $ k
r. i )1 kyo u a1- e deL e t ; 1"1 9 f 1- 0 '11 Y() 11 r' d i \- e etc) r' y
erl t r' y •

o
o
o

o
(.)

o
~)

o
~)

o
o
o

o

o

o

(-)

To delete virtual address 205, which is a Link in
yOU)" d; rec: tOl-Y to allclther' user" S' fll i \"1 i disk, €~nt£~r'

the fo L tow i 119 :

+ - _ - _.. - - -- - -- - - - - _.. _ +

J r
, v 'Il.!) e c: U y' e ,,\a i \1 t del. e t e 2 (.) 5 t
J EN1'ER YOlJF.: l.()C~ON F'ASSWORD: I
f (
, DIRE:CTORY lJF'DATED ONt.INE", I
I R j I
, I

of· - - _ - - - - _.. _ - - -eo +
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J ... 5.~ ..... t1DDIEYIN' __.lDUR....DISIRIBUIIDN.~.CDDE

lJ .!) e the DIS TRIB f U 11 c: t ion t 0 i:l I. t €~ j'" Y C) U r' V i l" t U c1 I.
machine's distribution code A This change does not take
effect lint i I. the nt:~xt ses,Siol'l I.C)gOl1A

The forMat of the DISTRIB function is:

+ oo oo oo.. oo OO" + ..-- , - - oo oo- _ -- - - oo _ of·

f t
, VMSECURE MAlnt , DIstrib newdist
f I I

.+..- , - ._.+._ _..- oo _ _ _ +.

o
o
o

l1ewd i s·t specifies: the llew Qlle .... tC) €~ight .... c:har·acter·
distribution code being assigned to your
vir' t ua r. 11\ a c: h i \1 e ...

o

o
o

~)

o

o
e
o
~)

o
~)

o
o
o
o

o

o

Usage Nc)te:

D i j;: t 1- i b u. tic)ncodec: h a l'l g e S III a y bel. i fll i t e cI d e p e IIdillg
on installation-suppLied exit routinesA

EXaftlP r.e:

To change your distribution code to JSBACH} enter
the fo I. I.ow i ),l<:J :

.f - _ _..- _.._._.- - - _. 4 _ _ - _ _. _ _ - _ ••_ ...

r
I VMsecure roaint distrib jsbach
f ENTf~r< YOllR LOGON F'ASSWORD:,
I DIRECTORY UPDATED ONLINEA
, R;
r I

............................- _ - ._ oo - oo _ - , .- - - _. _ _ -t.

o
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o
e

v

f)

o

o
(.)

o
(.)

o
(~

o
o

o
o
o
~)

o

(.)

o

(.)

o

o

~)

3At.6 .... _DISeLA'f.lt.lG ....tfELP_.IHEDRHAIIDtf

U.s·e ttle HEl.F1 fU'1c:tioll te) view a br'ief I.ist of thE~ MJ~,INT

oS ub c: Ofll(.la 11d f U 11C t i 0115 d 11d the i too OF> €~l" a ncl s ,.

The f () too tl\ a l' 0 f the 11E1_ F1 func t i t111 i.S':

+ - - + oo _ oo __ .._ __ _ _ _ - _ _ +

I
I + ·t·

VMSE::(;lIF~E-: MA 1l"1 t I (He I. p r
'J? I
r + +

I I I
+ - - _ + -- _ -- - - -oo - _ - _ _oo _ _ +

US'age Note:

Ei"lter VMS'r::ClJRE MAINT J VMSE:Cl.IRE: MAINT I"IEL.F'} 01­

VMSf:ClIF~E:: MA I NT ? to d i sp f. c1 Y the MA rNl' r; ub c: o ill fllcl nel
f unc: t i 011.5: A

(.)

"
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f)

o
(.)

o
(.)

o
o
o
f)

o
(.)

o
(.)

o
~)

o
o
o
o
o
~)

o
(.)

(.)

o
~)

(.)

o
o

o

o

o

(.)

o

EXClltlP I.e:

TC) cI i S'p 1. a y t h ~~ MI~ I NT 1..1E1... F' sc: r' eE~rl .. E~r) t er' the
f C) f. f. () w i i1 9 ;

·t· '-' - - -.._ t·

I f
J VMsecure maint heLp ,
t ENTER YOUR LOGON PASSWORD: f

J ,

I THE VMSECURE MAINT SUBCOMMAND PARAMETERS ARE: f

J I
I ACC:OUl1t newacct <NE:XTl..OGITE~MF'fIMMEI» I
J DEFine vaddr1 vaddr2 ,
I DeLete vaddr I
I DIstrib newdist I
, (Help'?) ,
J I p l (.s· y S 1'1 a III e J v add r ( F' ARM pal" a III e t e r' s ... A A >> I
I L i rl k 0 w11 €~ r' i d V (:1 d d r' 1 v a cf cI r" 2 <III C) de) (
J MDpw <vaddr> I
I MGrid f
J Mlnidisk vaddr f
I Option keyword ONIOFF f
I Password I
, Review f

, RLink vaddr ,
I SCratch vaddr I
f Storage sizeKfsizeM I
, Ter'ftl i nel r. keywor'd ON I OF'F t char' f hex (
, J

I f-: j t
t J
+ _.. -- - -- - - _ - -.. - ..- -- - - -_ +

XLJ~JAN8~) II s~ i l1 g the MAI NT Suh c C) fIt til a 11d



o
f)

f)

o
o

o
E)
(.)

o
(~

o

o

3 7 tJDDIEYINCi IPL SlSIEtt tlAttE.H,AND eABAttEIEBS

lJs'e the IF'L furlctic)n to add, l-eillove, C)l"" charlge the IF'L.
SysteM naMe (or device address) and the paraMeters
p ~l 5' sed toth e s y 5' t e III Whell i t i oS' i rl v C) k e cI d u too i ll-;t I. C) ~J (,1 n

t i file A

The fOl-"lot of the IF't. fUl1Ctiol"1 is:

+-.. -- -- -- -.. -- -- -- -- - - --+-.. - ..- -- _ -_ -- -- - - - -- -- -- ..- --- _ -..-- _.. _ -.. -- _ +

f f
, VMSECURE MAInt , IpL (sysnamervaddr <PARM paraMeters)>
I I I

.+ , _ - _..- +_..- _..- _ _ - .- ...

o
o
o
o

o
o

vaddr

spec: i f i es the l1Clitle of th€~ saved Systeftl you
wish to IF'L autofilaticalLy at Logoli,. If rlot
specified, no systeM wi tL be IPLed
autolllaticalLy at logon ..

~)P(~C: i f i e!~ the vir f Uel I. addr'eS'!) of the dev i c:e
you wish to IPL at Logon ..

o
o

o

(.)

o
f)

o

o

o

~)

o

F'Ar~M par·alileter·.!;,
specifies the parameters you wish to pass to
the IF'L_ed s~ystef'lA Arl eXatllp I.e i!> the AlITC}CR
parameter for eMS .. If not specified, no
parameters are passed at IPL timeh

If you e11t€~l- VMSE::CURE~ MAIN1' IF'L_ with 110 opfio1le11.
parameters} the IPL statement in your directory
entry is deLetedA

o
48 VMSECURE User's Guide



o

~)

o

o

o
o
~)

o
~)

o
(.)

o
o
o

o

(.)

o

o

o

o

(.)

o

(.)

<:>

Exar'lp I.e:

To charlge the 5YSt€~"1 IF'L_ed elt t.ogan, ente\"" the
f 0 I. l C)w i l-, 9 :

+ - - - -- _ -- -- -- -- -- -- - _.. - ..- ..- _ _.. -- - -- -+
I

V filS E:~ cur" e 11\ a i n tip I. C fll !)' par 01 aut 0 c tOO f
ENTER YOUR LOGON PASSWORD: I

f
!) I RE:CTC)RY lJF'DATED (JNt. I NE A t
F~ i ,

f I
+ -..-- - -- - _ -- "oo __ __ ..oo - - oo _ .. __ ..oo oo.. oo__.. __ - __.. - _ - +

...,
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(.)

o
e

o
~)

o

e
o
(~

f)

o
~)

e

o

;5A8 ADDIHG_A._DIRECTOBY LINK._.IO_ANDIHER USE8.~..S._ttINIDISK

lJ $ t~ the L.. INK f U11 C tic) \1 t 0 add a d i i- e c: t C) ,- y I. ink t C)

another user's minidiskA VM perforMs the Link
aut 0 ...1a tic: cl t I. y a t I. 0 gO\'1 A

The f 0 1- IIIa t 0 f the l. INK furl c: t i 0 11 is:

+ + - "Oo "Oo "Oo _ "" - - +

f r
" .f- ·f·

r VMSEC;lJREMAl11tILirlkowr\£~1.. iclowrlei- va d d i- yo Ul" Vel cI cI r' , t'lad f~ t
'I + +

'f r·t· - , - 'Oo' .- 'Oo' .- + 'Oo' _ - 'Oo' 'Oo' f.

wher'e:

~)

o
spec i f i es' the use}- i d tha t OWllS th[~ 1ft i 11 i d i 5k
to whieh y t1 U ell" eLi rtf< i 119 A

o
o
(1

o
(.~

(.)

o
(.)

o
o
o
e
o

o

(.)

o

ownel-vadd\"
specifies the owner's virtual address for the
fll i Yl j d i ~) k towhie h yo t1 a tOO e I. i l'l k i Yl q 4

yourvaddr specifies the virtual address for the Linked
fit i '1 i d i j)' k <:1 S' i t i ~}' d e f i 11edt 0 you 1- vir t Uc1 I.
"tach i ne A

SP€~C if i es the IflOdE~ i)1 wh i c:h yC)U wish to I. i 11k

the minidiskA Valid Link modes are R, RR, W,
WR, M, MR, and MW~ If no mode is specified,
the default Link Mode is RA For More
i 11 foro fll a t i 0 rl aboutI. i 11 k In 0 d £~ S, l- €~ f €~ 1" t C) t tl €~

s'ec t i Ol' • Ch ell")';1 i 1'19 Mi 11 i d i .S: k L. j rll< Mc)d e~ "':11,d

Passwords· on page 164

v
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~)

o

o
~)

o

~)

o
(~

o
o
o
o
o
~)

o
(.)

o

e
o
o
o

o
o
~)

o
o
o
~)

(:)

o

o

o

Exa l,lP Le :

T0 add a d i \- €~ c: t 0 1- Y I. ink t 0 \1 !; €~ y' i d F-- I NAN c; E~ .!} 19 1
Minidisk and give it a virtuaL address of 195 on
yc)ur l1\ach i ne with a I. i 11k fI\ode of RR, enter- the
fo Llow i ng :

+ - ..- -- - - - _.. - - - ..- ..oo oo.. oo- - - - - - - i.

I f
, V 11\5 e cur" e IIIa i )1 t l i i1 k f i )1 cl n c: £~ 191 19~) r r r

I ENTER YOUR LOGON PASSWORD: ,
I r
, ENTER THE READ LINK PASSWORD: I
I ,
I DIRECTORY UPDATED ONLINE A ,

f F~; f
I ,
+ - - - ..- -oo _ _ _ _ __ "" _._ .._ _ __ +

U_,age Nc)tes:

1,. A read passwor-d i.!; l"e~u; r·ed fo\- R alold RF~ I.; nk
Modes; a write password is re~uired for Wand WR
I. i )1 k III 0 des; a III U f. tip r. €~ p a 5 so WC) 1- d i.!:: r e q. t1 i 1- £~ d f () 1" M,

MR .. and MW lil·lk Illc)des.

2 ... If the p~1~~1)WC)l°'d tOl- tht.~ des i r-ed III i n i disk i 5 AL.. L.., l10

P <:1 S' .s'INC>}'· d p r' ()fnp t j sci; .S· p I. a yed A

3... If the llserojd whos·e ftlinidisk is being linked has
not specified a password! the Link cannot be
cOMpLetedA If the RuLes faci Lity is jnstaLted, a
rule must exist that allows you to link to the
other user's minidiskA If no ruLe is found, the
ills:tall.atioYlo-defined defauLt is applied ..

v
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e

(.)

o

o

(-)

o
(-)

o
e

~)

o
~)

o

o

o
o

o
A

o

o

o
o

o
o
o
o
o
o
o
o
f)

o

(:)

o

3...!_.....DISPLAYIHCi ....LINK __eaSSWQBDS

lJs-e the MDF'W fUl"lC t i 011 to d i sp Lay the link passwo\-ds ft1r

<:1 !r p £~ c: i fie ttl i 11 i cI i S' k 0 y' for' <:1 I. I. fll i n i dis k sow Yl E~ d t> y yo lIt­

v i 1- t ua L Itla chi r1e .to

The format of the MDPW function is:

·t· - _. _..- - +_ - - - _ -_.._ , .

I' J, VMSECURE MAlnt I MDpw (vaddr) f
J j I
+ _.. _ - - - + _.. _ _.. -- - -_ -- ..- - -_ - - - oO" .. _ _ .. _ +

specifies the optional virtual device address
() f a til i n i dis k ,. I f n C) t ~~pee: i f i t.~ d, p a ~> ~~ wC) r' d s
f <'11- .c1 I. L II} i n i cI i .S· k.5" a r' e d i 5" P I. ayed ..

14 The minidisk passwords are displayed in the
fo L tow i 11g order': r'ead, wr i te I i:lnd Jiltl f. tip f.€~,.

2 .. If password suppression or the Password Encryption
f a c i I. i t y i.!) i '11 P I. e en e r\ ted <:1 t y () 11 r' !. i t €~, Y() tl C Cl 11 not
view p .a ssw 0 1" dsat a t (;~ 1" III i 11a L.to The 0 ut put C) f MAI NT
MDPW is asterisks,.

Exa 111P l e :

Te) d i sp I.ay the I. i l"lk pas.!;:wc)l-d.!> fOl- YC)Ul- 191
minidisk, enter the folLowing:

+oO_ ..oO _ .. _ .._ oO _ - _ _ _ - - _ .. _ - _ oO .. oO - __ _ oO oO oOoO _ +

I
V 'Il S" e c: u r" e fI\ a i rl t ill d p w 191 f
ENTER YOUR LOGON PASSWORD: I

f
MINIDISK 1191' HAS PASSWORDS: ALL FIN307 MGRBGT t
Ri r

t J
+ "oO oO" ..__ "_ _ oO_ - oO" _ .. - oO" "oO _ oO" - _ _ _ .. - _ _ - +

v
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e
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o
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o
~)

o
o
o
~)

A

o
~)

o

o

o

o

o

3 1ft DEIE8ttININCi YOUB __DIRECI08Y tJANAGEB

lJ .S· e the M(;RID f U '11 c: t i 0)1 t C) cI ~~ t e 1" ill i rl e YOU 1" d i r' e c: t () r y
"1 a nag e l- A

The format of the MGRID function is:

+ - - + - - - -- - - - - +

" ,
f VMSECURE MAInt I MGrid t

f' f·t· _. _ + _ _ - ·f·

There are no pararoetersA

Ex i:l fllP f. e :

For' userid FINANCE to dG~ter'('li11e hi.s· dil-ectt11"y
i.li:l11clger·, the te) I. f.ow i ng wau I.d be erlt£~r'ed:

·t· - _ _ _ _ _..- 4_ - _ - , t-

f I
, V"l.S·€-~C: Ur e (Ild i rl t 1,1~ll" i d I
f f:NTE::f< Y'OlJR L.. OGON F'Asswor~D: f
, I
I USER 'FINANCE' ASSIGNED TO DIRECTORY MANAGER 'FINEMGRfA r

I R; I
I f

·f· , _ _ _. _. _. _ -t.
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o
e
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o

o
~)

o
~)

e

o

J 1.1. MDDIEYlH(i YQUR t1INIDISK LlHK t.10DE OR PASSWORDS

U.S"e." t h (.~ MIN I DI S'I( f u r~c t i (»)-, t C) c: h cl Yi9 €-~ C)~- tOO eHI)OVE~ the L i rl k
ill 0 d £~ a 11 d p a .!~ B' WC) r' d son 0 rl €~ 0 f yo H tOO ,.) i r1 i dis k 5 A

The format of the MINIDISK function is:

+ -- - -+ - - _ - -..- - - _ - - .
f ,
, VMSECURE MAlnt I MInidisk vaddr
r I f

·t· , + _ - _. '-' .- _ _ - - - _ _..- .

vaddr .spec:ifies the virtual. addl-es5 of the
ttl i 11 i d i .S" k ...

o
o
o
~)

o

o
~)

o

f)

o
(.)

o
o
o
~)

o
f)
o
o
o
o
o
o
o
(.)

o

I..Jsage Note:

Th e .soy.s· t el.\ p r' C)itlP t 5 for" a flew I. i \'j k Illc)d e <:1 rid t h \- ee
pcl.!;.!>wol-d.!)A If you do not wish to change thE:~

i \", dieated p ':1 \- a til e t e r' I e r1 t e tOO a 11 e q. u a I. .S i 9 11 (::::) A T0
r e '110vethepa r i:l '11 e t €~ 1" J pre .5 5 ENTEF~ ... The \- €~ ,.\ ~\ i n i n 9
p .c\.S" 5' W() 1" d S J i f .a 11 y ~ ll.1 i l t b e 1- e~ III 0 V e cI ,.

EXClOlP I.e:

TC) c h a l19 e the l i 11 k "10 cI e 0 f YOU 1'" 191 til i rl i dis k t C) R
a \1 d k €~e p the p a .5 ~~ IN C) 1- d ~} t h £~ ~) a ltle Jell t t~ r' t h €~

foLlowing:

+ _.. - " - - -- - -- -- -- -- -- _ - - -- - -- -- - -- - +

I
V '11 S' e c U ,... e 01 if i \1 t Itl i 11 i d i .!)" k 19 1 r
ENTER YOUR LOGON PASSWORD: I,
EN'rER Nf:~W I...INK MODE: VAI...UE: I
r t
ENTER "fl--lE READ l. I NK F'ASSWORD: I
.... f

ENTER THE WRITE LINK PASSWORD: ,
- I
e:NTER TI-IE MUL. T L. I NK F'A,~ S'("JORD : I
- f
DIRECTOR'( l.fF·DATED ONt.INE A I
R; I

I J
+ _ - - ..- -- - - - -.. -- -- - _ +
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(.)

o
e

o

o

o
~)

o
~)

e

o

3..,i.2_.. _.MQDIEYINCi ....DIRECIOBY ....OPJXDNS

lJ ,s. e the 0 F' T ION f uri c: t i 01'1 t C) .a d d 1 ,- E~ Iii () V e J 0 r c han9 e-~ a
dir'ectory optic)l1 fClr' yc)ur vil.. tuaf. fI\ac:hin£~~

The forMat of the OPTION function is:

+ - - - - --+ -- _ -- _ - _ _ - -- +
(t I
f VMS'EClJRE MAI11t f Op t ion op tl1ailie ON 1OF'F ,

f' f................_ + - _ _.._ _ , .

~)

o
o
o
o

o
o
o

ON J OF'F

spec: j f i e.r; the na'ile of the OP t ; on be i nq
fllOd if i ad 0\ l'he va I. i d ''"tat,les ar'e: Rr::AL.TIMER}
E(~MOI)E, BMX, SVC;OF=-F-", VMSAVE-:, ISAM, Cl11c1 CF'lJID ...
Refer to the section ·Setting Virtual Machine
Options· on page 19 ...

specifies whether the option should be added
( ON) too i" l- e 0\ C) V e d ( 0 F:- F' ) f r' 0 III Y Ci Ur' vir' t ua I.
roachinets directory entrYA

o

~)

o

(.)

o

o
o
o
~)

e
o
o

f)

lIs-age Note~~;

1. Option naMes can be abbreviated. The minimuM
abbl"eviatic)l1s" al"e i11dic:at€~d b£~l.ow with capital.
let t e," S' :

[fMX
CF'lJ ID
Er.: tllcd €~

I .S" .a "l

Rea I. t i (.ler"
Svcoff
VMs.c~v€~

2. If CPUID ON is 5pecified l YOU are proMpted to enter
the s;x .... digit hexadecifl\al. CF'lJID vcll.ue ...

3. None of the options is necessary for normal eMS
operationA Use of some of these options May
i nc r' e.el.se .s:y 5' t elll OV~)l"h ea d '" F0\- tilt")}'" e i i1 f (H" fila t i t111}

refe r" tot h e doc U '11 e n tat i C) 1'1 ()nthe Cf:' SE: T c: 0 (11 (11 a l"ldin
I ElM .Y.t1LS.f~ ..~..,.. .c;f~ .... C.QmlJ).~ .n.d ....Be.fer .t;~l)!;;e .....f.elI: .._G ellergJ. ~4.U~er:s
tll00 check with your' VMSECURE~ diroec:tolooy flla11c\g€~l-,"

\I
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~)
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(.)

o
f)

o
~)

o
~

(.)

o
~)

o
o
e
o

o

o

o

o

4 j\ YC) ur' nt:-1W v i 1- t ua L'lla c: h i i1~~ l")P t ; C)11.S" b e~c: DIlle yc) U1-

def~lt1f.t val.ues the next tiftle you 1.<.1<;j on" The CF'
SET cOMMand can be used to change any of these
val. ue 1~ f 0 1- you \- c: U 1- \- e l"l t s e ~;~; i C) l"l A

E x.a (Ii P I. e.S' :

1" To activat€~ the REAL_TIME:R of>tion for yoU\- vir·tuat.
Machine, enter the foLlowing:

+- ..--.. -- _ _ -.. _ - _ -- -- -- ..- - -- -- - +

J J

t VfllseClll-e tllairlt option l-eal.ti'ller on f

I ENTER YOUR l.()C;C)N F'ASSWC)RD : I
I f
I Dlr';:El~T()RY lJFtD~,TED ONl.INE... I
f R; I
f t
+ - -- - "" _oo oo _ _ - __ _ _ - __ _ "'oo _ _ - +

2. To spec i fy a 11ew Cr':'lJ I D of 12345t) J erlt el- the
fol.r.owing:

·t· _ oo _ _ 'OO' - 'OO' -. 'f'

f
, Vfflsecure maint option cpuid on
, ENTER YOUR LOGON PASSWORD:
t
f ENTER SECOND PARAMETER FOR CPUID=
, 123456
I DIF~EC1'ORY lJF='I)ATEI) ONl..INEo\
I Ri
I f
·t· _ -. _ - .- - oo - _ 'OO' oo- _ ••f.

v
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o

~)

o
o
o
(.)

o
(.)

o
o
o
(.)

o
o
o

(.)

;5 ... i.3 .._....CHAHGIHIi._YOUR_YIRluaL_..t.tacHltlE.~.S_.LD'DN_ ..eASSWDBD

LJ !~ e the F:' ASSW0 f;~ I) f U 11 c: t ; ())1 t C) c h Cl 11 9 e Y C) u ,- vir' t u a I.
machinets L090n password.

The f () 1- III a t 0 f t h ..~ F'ASS W0 F(D f U 11 c: t ion is:

·f· _. _ - _.•- .- - - - +_..- - .-._ ,.-_ - _ - - _ - _ _..- - ...
J J
, VMSECURE MAlnt , Password
J' I+ - -_ -..- ..-+ ..-- .- - - _ --- ..- - - - -- _ --- - OO" _ .._ _ .._ - ,. oo +

lJ.s-age Notes':

1 A \IMSEC; lJ F;: E profll p t s for' you r' c U 1- r' f.~ rl t r. 0 9 C) l"\ pas .5 W01" d ,
then proMPts for your new password.

2,. You ca"lnot c:ha11ge your' I.Ogorl pclS~)WOl-d to NOL.. tiG;
NOLOG is a special password that prevents a userid
f'-Ofll be i nq LClgged onA NOl.. OG s~hou I.d b£~ u5~:~d on ty by
directory adMinistrators to deactivate a userid}
but sti 1.1. af.l.ow acc:e.!;:s to its~ fllillidisks,.

3 • YC) U r" i flo5' taL La t i 011 f'l a y h a vee 0 n t r· () Ls toe115' U 1" e t hat
your· 11ew passwc)\-d i ~~ l'lot O\'l€~ you have used in the
past.

E:: x ahlP r. e :

To change your logon password) enter the following:

+ - - - -- - - _.. _ - - - -- ..- _ - _oo - __ - __ oo oo _ - .._ "oo "oo - oo - +

I
Vfll.!>ec u r' e fila i \1 t p a.!> SW01" d ,
ENTER YCJlJR l...l1GON F'ASSWORD: I

t
E:~NTER A NEW L.OGON F'ASS'WORD: I

f
REENTER YOUR NEW LOGON PASSWORD FOR VERIFICATION: J

f
DI REel'ORY 1.IFtDATED t1NL. I NE 10 f
R; I,

+_ -- -- - "oo - - - _ _ oo_ _ - .._ - _ _" _ __ ..__ _ .._ +

\I
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e
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~)
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o

e
o
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o
o

o

o
o
o

o
o
(.)

o
o
o

o

o

o

~ ....1.~_.~.REYIEWIN'_.YDUB.~.DI8ECIDRY._.ENIR:Y

lJ,i)'e the RE::VIE::W func: t i Clr\ to c:at1s£~ a copy of your
directory entry with passwords removed to be sent to
y C) U l"' \1 i ,- t ua I. III a c: h i 1"1 e ABe f (l l- e us i \19 1: he fun c: t ion, y C) U

Ifl us t h a ve a \- G~ a cI / W1" i t e til i )"1 i dis k ace: e~ S' S' e cI -::) s: y C) Ur
A.... d i ~;- k A

The fC)l"fllat of the REVIEW furlctiorl is:

+ _ - - ~ - - + - _ - - - - - ..- - - - - - oo - _ +

f f
J VM.s·E:~ClJRE MA I rl t J r~ev i ew
f I I

-t· oo _ 'OO' - - + _ - _ _..oo ·f·

1. The XEDIT comMand is automatically invoked to view
the f i I.e that has bee" C:C1P i ed to you," A.... d i sk '" No
changes can be Made to this screen A

2 10 l'h e fit e "(1 a fll e i~; you r t1 S' e y' i d I the fit. €~ t y p e i s
DIRECT, and the fi lemode is A0. This function
overwrites any existing fi Le with the saMe fi I.eid~

3 • Toe x itth i.S' XED I T f i Le J t y p e F 1LEo r Q lJ I l' <:1 f t E~ 1"

the COli' III cl rl d a l" tOO 0 W (::: :::: ::::: >) A
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o

~)

o ExafllP Le:

"o
R€~view a copy of your· dir'ectol-Y elltr'y b)l enter'ing
the fo ll.ow i 1*19 :

+..oo ..oo oooo - oo _ .. - _ .. _ __ __ _ _ - - - _ _ .. _ _ +

I I
f vm~)ec:ur'e itl<:lint r'eview f
J ENTER YOlJR LC)GC)N r-"'ASSW()RD: I
I ,
·t· _..- _ _ .- _ _ _ _ -.._ - - oo - _ - , - +

o The following fi Le is dispLayed:

+ - -- -- - - _ -- -- _ - -- - - -oo __ oo_ - ..__ - oo _ _ _ .

XE:DIT

SIZE:::::19 L.INE=0 COt... =1 Al..T=0TRur",c::::72A0 V 80

* * * TOP OF FILE * * *
USER FINANCE ******** 1M 1M G 64
*PW= 85/12/13 FINANCE
*£D= 86/01/13 09:48:10 ACCTMGR MANAGE 85/12/13
*HS 01/24/86 10:49:27 Accepted Logon froM 513
i(·I-IS 01/23/86 06:18:13 Rejected Lillk by SNOOF' te) 191 (RR)
*HS 01/22/86 10:01 :15 Accepted Logon froM 513
*HS (·)1/21/8/.) 10:23:1~1 Ac:ceptecl l.ogon f\-Ohl ~)13

~fF--L= *
·*LL.= 10: 49: 27 E:ST Wed\1es'day 01 /::'~2/86 fr'oftl 5A2
* Userid = FINANCE; Ext = 2048; Dept = 107; Mai L Stop - 5E
ACCOUNT 20000000 RECEIVE
IPl.. eMS F'ARM AlJTC)CR
()F'l' I ON EC;MC)I)E
CONS()L.. E: (')~)9 321~)

SPOOL 00C 2540 READER *
Sf'OOL ~)~)I) 2540 F'UNC~" A
l~r':IOOI... 0(·)E 1403
LINK MAIN1' 19~) 190 r~R

LINK MAINT 19E 19E RR
MDISK 191 3375 312 1 VMPK99 MR ********
MDISK 192 3375 955 2 VMPK99 MR ********
* if * E~ NI) () F:" F:" I LE: * * *

f) ~) ~) (~ (.)

0(')001
(.) (.) (.) ~) ~2

00003
~)0~)04

00005
e(')~)~}6

00007
0f)(')08
(')(')009
00~)1(.)
00011
e0f) 1 ~!

00013
0~)(')1 4

00015
E)0(')1l)
00017
00~)18

00019
(.) ~) (.) 2 ~)

00021
(')0(')2~~

....- '-' - _..- - _ _ _. _ - _ ..

r
t FINANCE DIRECT
f
f I A • .. ·t·,. A • .. 1 .. A. .. A''',. A A ,. 2 A A .. ,.... A A A .. 3 A .. A .. of· A .. .\ 4 4 '" A"'" ·f· A .. A " 5 A A " ,. ·t· 4 ,. A ,. (.) A A ,'I. ,. ••'.'1. A •

f,
I,
r

J

f
I
I
I
r
I
I
I
t,
(,
f
J

f,,
J
I =:::::::::)

J

o
o
o
o
o
o
e
f)

o
(1

o
~)

A

o
(.)

o
o
o
o
o
o
o
o
<:>

o
o
(-)

o
o
o
o
o
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o
o

e
o
o
~)

o
o
(~

~)

o
(-)

o
o

e
o

e
~)

(0)

e
o
e

o

o

o

o

o

o

A brief description of the speciaL directory COMMents
us €~ d b y VMSEC; lJ F~ E:: f 0 t. I. 0 WS A f=" 0 \.. il\ 0 Y' e i 11 f 0 y' III a t ion 1 l;" e £~

your directory manager.

*ED= Ed it statel'lent" Recor"cfs th€~ date ar\d t i (Ile YC)Ul"

d i 1"" €~ c: t C) )- yen t )"' y Wcl !~ r. ~l !)" t 11 p d i:) ted I t h €~ II !; e r' i d t h d t
perforMed the update} and the VMSECURE SubcoMMand
that was is~>ued" Fot.. u5£~r·id.!~ c\-eatE~d aftel-
VMSECURE: Re Leas'€-~ 2" 1 was i ns·ti:ll. I. eel I the u.s~er· i cI
creation tiMe and date are Listed along with the
userid of the user who created the userid. For
tlser'ido!) elf.ready existi11g when r<el.ea!~e 2,,1 was
installed} the Last SubcoMMand issued for the
use\- i d Cl\ld the t i f,le anel date the t1s€~r' i d We)!;

edited with VMSECURE ReLease 2,,' running are
list€~d"

*FL- Flag statement~ Specifies the status of your
logor. passwol-d to

*HS= Hi stOl-Y s~ta telllerlt" R£~cord5 ~;:u<::c:e!)5f\1l. a11d
U11SUC:C€~s~.fur. att€~fllPt.!) to acc:ess your' vil.. tual.
Machine and minidisks.

*L L= l .. a s t L_ 0 go 11 S tat e III e 11 tARe C 01- d ~;: the date., t i i.le ,
a 11 d t e l- tl) i n <:1 l acid ,- e ~) so f 0 lO. t h €~ I. a so t t i til £~ you r
uS'er9 icl was Logged 011. The ;llfor"llatiol1 rec:ol-ded
i s disp I. cl y e d a t 11ext t () g t) n f 0 ,- you 1" V (~\- i "f i c: cl t i () n A

*pw= F'Clssworci f-listc)l""Y stateillent .. RC~C:<'jl-d.; the date
YOU1- LC)-;I011 pass"wc)\-cI was las·t c:hanged ..

"
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o

(.)

e

o
(-)

o

o
f)

o
~)

E)

o

;i ....1.:s._.._REMOYIN'._.DIBECIDRY._.LINKS.~.ID .... YOU8._.Y.IBIUltL.... tlACtfINE

II s~ e the ~:LINK f u r~ c tic) 11 tor e v i t.~ W i:1 n d C) P t i (»)"1 <:1 I. I. y t C)

remove directory links established by other users to
on£~ 0 f yo II l" fll i rl i dis: k S A

The f () r III a t C) f the R1... INK f U11 c: t i (,11'1 i.S":

+ + - _ - - -- -.. - of·

f f
I VMSECURE MAlnt , RLink vaddr
'I f
·t· _ _ _. _..- + - _..- _ - _ ,·f·

whel"e:

~)

o
specifies the vi\-tuaf. device addlOO€~S!) elf yc)ur'
,,1 i n i disk A

o

o
~)

o

o

o
o
o

o
o
(.)

o

~)

o

o

1. For each existing directory minidisk link you are
prompted with the following Message:

F~E:~MOVE 'user' i cI vaddr' l.INK?

whe\-e Huser i d \faddlOO H i~) the us~el- i d who ha.S' a
dil-ectol"y J.irlk to yC)U at the vil-tuaL acldl-e.5'S
indicatedl>

Reply YES if you wish to reMove the Link froM the
usel-id J

,5 di,oot~ctor'Y erltiooy or' NO if yC)U wi!~h tC) I.eave
the l i 11 k i 11 P L.a c e A

2,. If you do l10t wish to be pY'C)ftlpt€~d for arlY other'
Links that may exist, reply ENDA

o
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o

o
(.)

v

o
o
o
o
o
(-)

o
o
o
(-)

o
(.)

o
~)

o
o

o

o

(.)

o

o

(.)

o

E x a "lP I.e :

Tor e view but r} C) t cI E~ l E~ -t €-:' () t h €~ ,.' U$" e r' .s" l i Yl k .S" t C) YC) Ur
i 9 1 11\; n i cI i s k, e r\ i: e r' the f 0 I. I. 0 winq :

·t· _ _ - , -.. _ , , _ _ _. ·t·

f f
f vmsecure roaint rLink 191 f
( ENTER YOUR LOGON PASSWORD: f

f ,

t REFtl.. Y I YE~S f (}F< I NO J TO T~"E:: F:OLLOWING F'F<OMF:'TS A t
I TERMINATE F'ROMF"TIN(~ BY REF'L.YING •E:ND I A f

, R£::MOVE 'f=-INANCE 205' LINK? I
, \10 ,

r REMOVE 'ADMIN f92 1 LINK? f
I no J

f THERE WERE 0 LINKS REMOVED~ f

f R i r

f I
·t· _..- _ - , - .- _ _ - - _ - - J-
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o

o
e

o
~)

o
o
o
~)

o

o

<:>
o
o
o
o

o

;5 .1.6 SC8AICt:tING DNE Df_.YDUR._.l1INIDISKS

lJ~;,f:.~ the S(;f<ATC~i functic)n to ~)c\"atch ont~ of YOU1­

Minidisks. When you scratch a Minidisk, VMSECURE
a t1 t 0 (.1 cl tic: a I. I. y for' '11 a t s the 5 C: )"' ate: h e d ,,1 i 11 i dis k 1 e \*. a.!)" i \1 9
all fi Les alld data e)y} the i.\i11idisk. 'T'he space~ ()cc:upied
b y the f 0 l" ,.1 a t ted III i n i d i !; k 'i!; 1" e t ur' ned tot h €~ P 0 C) I. 0 f
ava i tab Le disk s'pace A D i l"e~c: tOl"Y l i l'lks' to the III i l'l i disk
bei'ng sCl"'atched Cll"e ClutC)f.laticatJ.y ref'lOVf:~d f)-Oftl other'
user's' dil"ectory elltries'"

The fO\"'lla t of the SCf<ATC•., fUlle t ion is:

i' .- - .- .- - - _ - - + _. _ - .- _ - _ '-' - _..- - _ ,_ - ._ _..- - - , ·t·

I I
I VMSECURE MAlnt f SCratch vaddr
I' I+ -- - -+ --. - -- ~ - - _ - - - _ - +

o
o

vaddr'

Exa'11P I.e:

specifies the virtual address of the roinidisk
you a 1- €~ del. e tin9 f r' 0 'Il Y C) U 1- d i 1" eeta r y €~ \1 t ).. y "

(.)

o
o
o
~)

o
o
o
(.)

o
(~

o
o
o
o
o
o
o
o

o

To .!;cl-atc:h YOU1- 242 flli11idi!~k, E~nt€~l" the fotl.owing:

·f· - - - '-' .- -. _ '-' '-' _ - _ 'i-

f
J VMsecure Maint scratch 242
I ENTER YOUR LOGON PASSWORD:,
f SCRATCHING MINIDISK '242'~

J MINIDISK ON VOl.UME '\lMF'K 11 f.. DEVICe: T'y'r-"tE '3375' A

r AT LOCA1'ION '599', SIj~E:: '4', l.. AI)E:t.EI) 'I)SK194' A

J MINIDISK IS 1% UTILIZED WITH 8 FILESA
f
J DO YOU WISH TO SCRATCH THE MINIDISK?
I ENTER YES OR NO:
J yes
f I)IF<ECTORY lIF'I)ATEI) ONLINE: ...
f R;
r r

·f· .- _..- - _ - - .- .-..- _ _ - ._ _.._ " - ..

(.)
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o

(.)

o

"o
o

o

e
o
o
~)

o

o

J... .1.1_._tlDDIEY.INIi....SIORAIiE._SIZE

lJse the Sl'C)RAGE:: fU11ction to char\qe the togorl sten-age
oS i ze of yc)ur' vir t ua I. 'I\ac:h i l1e A l'h i Si c:ha11ge dc)e.s- not
tak~~ eff€~ct unti I. the next I.c)gc)n se.i>.!.ior,.

The format of the STORAGE function is:

+ + - - - - _ - -- -- -- - - -eo +
r I I
f VMSECURE MAlnt I Storage sizeK , sizeM I
f r ,

·f· - + , - - _ - ·t·

(.)

o
o

j) i Z(~ !)pec: i f i es the 11ew I.ogc)n stC)l"'clqt~ s i Z€~

eXPl··essed i11 U11it.S" of K (1024 bytes) or' M
(1~)24K bytes),.

i· _.._.- _. - - _. _. -. -' - - _ _ - - - _ - ·f·

vmsecure roaint storage 2m
ENTER YOUR LOGON PASSWORD:

o

o
(7)

~)

o
A

o

o
(.)

o
f)

o

o

o
o

o
o
o
~)

o
o
o
o
o

lJ.s;age Notes:

1" The new vir·tual. storage size 1l1UJ;:t be in mul.tipt.£~s

of 4Ko'o The til i 11 i ',lUlll .S" i ze is 8K Cl11d the fila x i (ilUff} i.5'
16M,. The I.a~}t Chal"ac:tel" IIlust be K or M (1 M::1 ~)24K)"

If the size you specify is Less than 8K, the
d i looec tOlooy el1try wi I. I. conta i Y1 the j~tc)\OOage .5 i ze you
sp ec i f i ed J but it CF' QUERY VI RTlJAL .S'TOf':AGE: C()(IH,la l"ld

wi lL show a storage size of 8KA

2.. You Cell1flOt s·pec: i fy a storage size gr'ea te-~r tharl the
i 11.5 t a I. I. a t i () f\ .... S pee i f i €~ d (Il a )( i fll Uill f C) l" you r v i l" t lJ ~l f.
Machine.. Your directory adMinistrator must Make
the Chcl11ge to irlclooeas'e YOU1" stolooage si ze above the
c: ur r' e \1 t {I} a x i ,.l U III A

Ex af.iP I.e :

To increase your Logon storage size to 2M, enter
the fo r. I.ow i ng :

I
I
f
J

DIRECTORY UPDATED ONLINEA ,
Ri J

I ,
+ - _ - _ -- -' _ _ - .
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"

0

(.)

0

~)

0

0

0

A

0

(:)

0

~)

0

0

0

(.)
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o

(.)

e

f)

o
o

o

e
~)

(.)

~)

o
(.)

o
o

3...1.S........ ttODIEYltfG_..LDtiICAL ....LINE ....EDlIINCi ....SYtJBDL~

US'e the TE~~MINAL. t"urlc t i ()\"l tC) c:harlg.:~ Ql- l-el1l0Ve the
op t i ana I. f.og i C:c) t. f. i Y)t~ ed i t j )'9 5Yfllbo I.s aj)~) i gnecl to YOUl-

vir' t ua L IIIa c: h i 11eat LC) 9 011 t i f.l e ... The S' G~ c: h ':l rl9 e s d C) rlO t
t a k €~ e f of e c i: II n til. the 11 £~ X t .5 £~ S!> i 011 I. 0 g 011 A

The fOl"'llat of the ·T'ERMINAL. furlctiol"l i.5:

+-- - - -_.. -..+ _ _ -- _ - -.. -.. _ - - -- - -- - +

'I fI VMSECURE MAlnt I TerMinal keyword ON r

f 'OF="F-" r
1 , char' I
, r hex r

'f f+"M _ .._ _ - + ..- -- _ _ - _ __ _-- +

wher'e:

o
o
o

(.)

o

o

(.)

e

o
o
~)

o

o

f)

o

(}N

OF'F

hex

specifies which of the line editing symbols
i 1; b e i 11 g .5 €~ t a l"ldill t1 S t beon €~ C) f the f C) I. I. C) Wi i1 q
vaL ues: Cf..tAf-\:DEL.., L. I NEDEI...} L. I NE:ND J 0'" E:S'(;AF'E A

!)p£~c:ifie5 that the defaul.t tine editirlg
symboL should be used.

s: pee: i fie s t hat no I. i 11 €~ e d i t i 11 9 S' Y til b 0 l s h Q U l d
be uS'ed""

specifies the c:harcl(:tE:~l- to be used ilS' the
Line editing symboL4

specifies the two .... digit hexcld£~cill)6ll. \i<:ll.ue tC)

be used as the Line editing sYMbol.

v
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(.)

(.)

~)

o
o
o
o
o
~)

o
~)

o
o

o

o

(0)

o

(.)

o

o

o

E: x a III p I. e :

To activate the defauLt Line delete character for
y C) U 1- vir' t ua I. III ~l c: h i n e ~ e r1 t e r' the f C) f. I. 0 win g :

·t· - - _ ·t·

f
Vffisecure Maint terM LinedeL on f
ENTER YOUR LOGON PASSWORD: ,,
I) I F< EC; TC) F:: Y lJ Fa I) ATE !) 0 NL.. I NE~ A I
R; r

, I
·t· _ , _ _ " _ _ -..- _ _ .
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o

o

o

o
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o
e

o
o
o
o
o
o

e
~)

o
~)

o
~)

o
o
o
o
f)

o
~)

o
A

o
o
(.)

o
(.)

o
(.)

o
~)

o
~)

o
(.)

o
(.)

o
~)

o

o

4...f)-......USING ....IHE .... QUERY .... SUBCDMMAHD

Th e QlJERY .S" ub C o flllll a lief p r' OV i d (~~.s' yo u wit h i 11 f c)r' t11~1 t i or1

abc)ut the fal-towing:

Ac: c: 0 url t 11 U lilt> £~l" 0 f yo H 1" u~;~~r' i d

:4.*-.1. ._.....QUERy.... SUBCOMMAND

Use the QUERY subcomMand to display directory entry
i 11 f C) 1- IIIa tic) 11 cl b 0 u t y C) U 1" V i 1- t u a r. fll a chi l1 e ~

The for' fila t of the QI..JERY sUbCOIIHI1Cllld is:

..............- oo + - .- 'OO' _ _ ••t.

1
\lMSE(;lJF~E:: QUEF;:Y t AC;c 0 \111 t (U~)€~ r' i d >( (op t i ()11 <) >)

J CLass (userid>«option(»>,
I Op t i 011 :

r STACK(FIFOfLIFO)
J' ,
+ - -- + oo _ - - oo _ _ _ +

ACCOllNT (t1~;-€~r' i d >
specifies that your account number) as it
appei:lr'~; i Tl yc)ur' d i l-ectC)roy entry, i 5'

d i S'p layed,.

Cf...ASS (useq" i d)
s pee i f i €~~:: t h c\ t y C) UreF:' p r i v i I. (~g eel. ~l .5 j> ( t.~ so ) ,
a oS" I. i .S- t E~d i 11 you 1- cI i r' €-~ c: t tH- Y €-~ 11 t 1- Y .' i s
d i !;-P I.ayed r.

Option:

s pee i fie s t hat the ,~, t1 e 1- Y C) II t put is.!;: t aeke cI i n
y C) U1" P 1" 0 9 1- a III s t a c: k i li r.:· I FO 0 C) r 1... I F' 0 C) r cI e r' A

The clefi:\ul.t !;:tclck order' is: FOIF:-O~

o
lJ S' i 11 g t h €~ QUER)' Sub C 0 III fll a rl cI 69



+ oo - __ - _ _ _ _ .. _ - - _ +

V Itl sec Ul- e .~. ue 1- y c I. a oS ~}

G
Ri

(.)

o
(.)

o
o
o
~}

o
o
o
~)

o

o
o
(.)

(.)

(.)

o
o

o

o
o
~)

A

o
~)

o

o

o

~)

o

l/s'age Notej~:

1 .'. S i )1 C: e y C) U c: a 11 que r' y 0 1"1 I. yin f 0 1- 0\ ~l t i Q r\ abo u i: you r'
u.s'e r' i d J t h <:~ H u S E~ t·· i cI· par a (Il E~ t ~~ \- can b €~ OOi itt e d A

24 Dyrlalilic c:ha11ges (ll.:)dE: to YOUl" ac:count l"lUfJlbel" are i10t
r·efl.ec:ted in the QlIEF;:Y Qutputl.

Exa fllP r. e S' :

1" TC) '~. ue r' y t h £~ a c: C 0 t1 rl t n Htllb e r' I. i !> ted i 11 Y C) U tOO

directory entry} enter:

+ - _ - _ __ _ _.. _ 00 .. _ __ __ .. _ __ 00_ _ _ " +

I
V ftl !; e c: u'" e .~. uer' y ace 0 II 1'1 t I
38104400 I
R; t

I ,
+ - -..- - - - -_.. "oo _ oo - - oo.. _ .. - - - oo .. oo" - _ .. _ - - _ .. - __ - oo +

,
r

I
f
I

+- -- - - - - - -_ - - - - - - +

o
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o

o
e

~)

o
~)

o

o
o
e
o
f)
o
o

o
o
o
~)

o

e

o
(.)

o
o
o
o

(.)

o
o
o

o

o

5...1_.._.ENCBYPIIDN....CAPABILITIES

VMS~:Cllr\E~ Py'OV i d€~.!> a software j fl1P 1.€~"le11tat i ()11 of the
National Bureau of Standards (NBS) Data Encryption
Stall d a 1ft d (D Eo:s ) t C) P 1- () tee: t p }" 0 P 1" i e tal" y 01- Se \1sit i ve d a t a
f }"' 0 fll .a c: c j d e )'1 tal 0 )'. i rl t €-~ l"l t i 011 a L d i .5' c: I. 0 S' U 1" e "

VMSEClIRE's e11C\")'ptioYl and dec:y·yptio11 capabi f.ities
pr'ovicle a cost'-E~ffec:tive illeanS' of pr'ot~~cti119 vatuabt.e
data" Wheth£~l'" thi~) data is s·to\··ed 011 a (Ilillidisk or
tape, or transmitted across public teleCOMMunications
l i Yles., it c:all be pr'otected aga i llSt th€~ft 0\" disc: r.OSul-e
through the use of cryptogr~phic techniques eMployed by
VMSE::CL1F:E A

Nc) eM.S' <'1\" eFt ftlCld i fie: a t ions a 1" e 1" eq. u i f' ~~d t C) uS'e a 11Y

p C) t.. t i 011 0 f VMS E~ CIIRE:: • s e 11 C 1- YP t i 011 a \.. dec 1" y P tiC) 1'1

capabi LitiesA In addition l many existing applications
p 1- 0 CJ r' a ftl !; c: a rl U oS e \IMSEo: CII F~E- e )'1 C 1- Ypted d ci t ':1 wit h 0 u t
Itlc)d if i cat i 01'"

5... t_ ....IHE.._NBS ....Dt'JIA_ENC8YPIION....SIAtfDASD

The National Bureau of Standards Data Encryption
Standard (DES) is an encryption algorithm that can
prod t1 c: e url i 11 t e J. I. i 9 i b Led a t a f 1- 0 "1 11 Q tOO fI\ a I. d a t cl el11 cI r. ate \..
restore the data to original forM" In VMSECURE J the
VMCIF'~if::R COftltll<31·1d per·forills erlc:1"yptioll i:llld decl-yptiol'l of
fi Les (see the chapter ·VMCIPHER COMMand Reference- on
page "15)~.

DES is the encryption of a 64-bit (8-byte) piece of
d~lt~14 Thi~) datel Cl11d a ciphel- key ar'e sel'lt thl"ough thf.~

DES ·bl.ack box,· ger1er'atiY19 erlcr'yp1"ed 1.>4·..·bit data" The
ciphe\" key i~~ a ehal"acter' strirlg that i~) the basil" ()n
which the e11cr'yp1'ed data is' gel.... el... <:lte-~d. ThEo~ erlcl"ypted
d a t cl, i l' put b ~l C k t h 1" C) t1 g h the a I. 9 0 1" i t hIll wit h the s a III e
key, produces the originaL 64~bit data.

Fat.. {llOre ;nfOl"fllcltion 0\1 the fllethods' tls~~~d in the DE~S

a I.g01- i thlO, r'e~fel- to the D(f~pal.. t"le11t of COfllfI1el"ce/NBS' F'IF'S
pub I. ; eel t ; on #46, D$l.:t:.a .... Ell~r:~P.:tj.O.tl ....S.t.a11.d~r:.d A
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·t· .oo _ - •._ _ _ - _ " - ·f·

(
C;AlJTION f

f
F' i I.es E~rlCl-YP ted by VMt:IF'tooIER cal'll1C)t be dec:r'yp ted w i thc)u t the ,

original ,
cipher key. If the key is Lost, VMCIPHER cannot decrypt the ,

f i I.e... f
I I
+ oo __ oo.. __ - - _oo .._ _oo - __.. _ _ - _ oo _ __.. - __ +

5...2 .... _.. EHCRYPIIDN_.AtlD.... DECRYPIIDH ....COttPONENIS

The VMSr:~CURE cr'yp1"o9l"<:lPhy p\-Qvides thr'ee c1 i ffE~l"el... t
cOMPonents for employing DES to protect sensitive data,.
Each of these follows the same algorithm and is
CC)f.lpatibl.e with the output of the other'!)',.

The VMCIPHER comMand encrypts or decrypts eMS
III ; \1 j disk f f t. e ~~ A

Th e VMXI)EF C O/'lRla 11c1 a f. I. OW.5' OS .f5 i fll U l.cl t i e)l") p r C)-;J l" a 11l.S" to

read Cll'ld wr i te e11cl"ypted data to d i s'k i:l11d tclPe with
no Modiflc.tians to the existing prograMS.

VMXSUBS is a set of calLabLe subroutines provided
for prograMmers who wish to deveLop their own DES
a p p lie: a t i () 11 S •

5... 3.._....YtJCIPtJER ....PSOCESSIHG

VMCIPHER offers two processing Modes: RECORD Mode and
FILE Mode~ In RECORD mode, the encryption of a record
is based on the unciphered text (the cLear text) and
the ciphel- key,. Each l-eco\-d is' handl.ed as ~l s'epal"ate
encryption process. Preceding records have no effect
or, the e11C\-ypt i on at· t.~ltel- )"ecol"ds~; j \1 REcor~D 1I1clde
identical records of cLear text produce identical
enciphered records (the cipher text)~ RECORD mode
alL 0 W05' the us €~ 0 f 1"' a 11d 0 hl f i Lea c c e S Sille t h C) d s (BDAM) ...

In FILE mode, the encryption of a record is based on
the clear text, the cipher key, and the previous
record's cipher text A Therefore, two identical records
of cLear text in the saMe fi Le produce different
l-€~C:Ol"d!;: of cipher text A FILf:: Illode encrypt ion obsc: Ul-ej)

the form of the data as well as its contents ... Only

VMSEC;lIF:E US'er"~) Gu i de Re '.£~a.!>e 2 ... 1
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XlJJAN8S

~~efluent i c) I. f i r.€~ acc:€~ss~ fllethods ca11 be u!;-ed to read
fi tes encrypted in FILE mode A

Mu I. t ; p I.e enCl"YP t i c)n~:: i 11 e i thel- ()r' bc)th fllodt~.!> enhance
the seC:Ul" i ty of any f i I.e, as does: the f)"'e'~,u€~nt c:hange
of cipher' keys ...
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6 ...i .... _.VtlClruEB.-.COMttAHD ....8EEE8ENCE

Th ~~ VMel f=1 1--,ERe 0 fJ) I,) c) Yl cI i.s· d e .fi i <:'111 e cI t () p e)"' of () r' fI) €:' rl c: ).. YP t ion
and d€~c:r·yptiol1 of eMS fi f.ej~ ac:col"·dirl~J to the Ncltiollat
Bur'eau c)f S·t~lrlcJar·d5 Data El1c:rypt i 01'\ Starlclar·d (DES') A

Th e VMC I F'.iEF< c C)(I'fll~1 l"ld i~;: s i fll; I. a r' t C) the s t ci nd a r' d eMS'
C()F'YF·l LE c: o tJl t'la 11c1 i 11 f C)l-,tl.:l t <:111d op €-~r·.ct t ; C)i1 A

The forMat of the VMCIPHER cOMMand is:

·t· - + - _ _ _..- 'OO' - ·t·

t , ,

, VMCIF'~"Er~ f fi 1.t.~icJf <fi l.eid2> «OPtiOl1S (») r
, , r

t , QE.tj.Q1JJ1.~. f
f I + + + + + + f
j J IEN'.L.~E?..tl JE:lle2 I JREF'l.ac:el ,
, 'IDEc:r'yptl IREC01-dl'" ·t· t
, r + + + + f
, t ,
+ - - + - - - - ..--- "oo - _ ooOo _" +

o
o

~)

o
o
o
o
o
~)

o
o
o
o

o

o

(.)

fi Leid1

f; I.e i d2

specifies the fi Lename, fi Letype, and
fi l.e(llode of the il1PUt fi I.e for" e11C:l"yptic)n 01­
decryption~ Pattern matching is not allowed.

spec i f i e.s the f i 1.€~r\c\fI\€~ " f i r.€~type, arId
fj Lemode of the output (eMS Minidisk) fi Le to
l-ec:eive the looe.1;ul.ts of th€~ e11cl"yptic)n or
cJecr'yptiofl pl-oceSSA afiLeid2 8 i.5" optiC)l1aL
and, if 110t specifiecl, defauf.ts to the i)lPUt

f i I. G! (. f i Lei d 1 • )} des t 1- oy i ng the t1r i 9 i \1a L
c: 01'1 t e \1 t 5 0 f • f i I. e i d 1 n A A\1 e ·t ua f. !;" i q \1 (::) i r\
a 11 y f i €-~ l c1 C) l' .. f i I. e i d 2 • i rl die: ate.S· t hat i tis
the saMe as the corresponding fietd in
Ifi leicl1·A
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Options:

sopee i fie s t hat e rl c: r' y p t i 0 \"1 i s t C) b e pel" f C) 1" fit e cI
on the irlput fi teA This' is the defc1ul.t
value.

f)

o

o
o
(.)

o
(.)

F I I.€~

RECor'd

REF'l.ace

specifies that decryption is to be perforMed
on the input fi LeA

specifies thclt erlc:r'yptio\1 0\- dec:ryptic)n is to
be per·fC)l-i.leci iri F'ILE It1c)de. This is the
defau I. t va t\le ...

sPE~c:if;~'!s' that E-~11(:ryptio11 or dec:l"yptic>l"l is' to
be perforMed in RECORD Mode ...

ove1OOr ides· the plo'otec: t i 011 c)f a11 ex j s·t i 119 C;MS
f i r.e wi th thf:~ ~)altle f i I.e i dent if i er 5 a~)

·fj Leid2·. If not specified, an existing
f i I. €~ C a nno t b f:~ a I. t er' eel "' REF:'L.. AC£.: i 5 1" €~,~, U i r' eel
when Ifi Leid2· is spec:ified arld al.r'(f~ad""

exjst~;: on the Itliilidi~~k ...

o

o
(.)

o
o
o
~)

e
o
e
o
~)

(~

o
o
o

o
o

USclge Notes:

1,. VMCIF'~"E::R checks the C:01150 I.€~ a11d P\"ogl-alll stac:k~> for'

data. If anything other than blanks exists in
e;th€~r' stack, that 'data i!;" uS'ed as the cipher kE:~Y,.

If both s·tac:k.s .c}\"·e ettlptYJ the uS'er' i.5: prc)(llpted fOl­
a ciphel- key that is 5Upp\-e1)sed or' ftlaj)"ked 011 input,.
The key can be any character string froM 1 to 40
character's i \1 t€~rlgth A

2. The cipher key is used by VMSECURE ex.ctly as
entered unless there is a eMS user input
transl.atic)l"\ tabteh (See the IBM YMLS[~.';..,.. CMS' .... UJi.er.~.,a
1l.u.1dt~ for' fur t h t~ r' i i1 'f ...., ~- itlat; 0 rl 0 Yl U.5 f.~ 1- i 11put
transLate tables,.)

3. A cipher key entered in all uppercase letters
p ,.. 0 cI uc e ~r d iffe 1" €~ 1"1 t 0 \l t put fro fll the S' a tilekeyin
upper and Lowercase or in all lowercase.

4 ... Mul,tipte ellcl-yptic)rlS call be pel"folooilled 01'1 e1ny fi I.e,.
To decrypt a fi Le created by Multiple encryptions,
decl··YP t us i nq the c i phe,·· key~;: i 11 l"evel- se
or·de1-·..··..·that is, Last ()rle fil"stA

5~ Do not lose the cipher keYa l'he fi I.e CClllnot be
decl-ypted without j t '"

VMSECURE Userls Guide ReLeas'e 2~1
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(-)

Exa Itl p I. e.S" :

1A Encrypt a fi Le containing confidentiaL saLary data
i11 I::Il.E Illc)de using the i11PUt fi Leid as' the output
fi Leid and the word "cash" <aLL Lowercase) as the
c: i phel- key.

+ "oo 00" _ "Oo _ _ __ __ _ _ +,
, vMcipher salary data a
, ENTER ENCRYF'l*ION I<E:Y FOR F'II_E:,
, R .•
I I

........... -* - - -. _ * - ._ _. _.- _ _ _ _ _ _ ...

The fi r.e SALARY DATA A )10W CCl11ti:lirlj) erlc:rypt£~d date) ...
To decrypt the fj Lei enter the following:

+ - _ _ _ __ _ - 00- _ .. _ _ _ +

J

vMcipher salary data a (decrypt I
ENTER ENCRYPTION KEY FOR FILE: J

I
R; I

I I
·f· - * _ - - .- ~ _. _ ·t·

2A Enc .... ypt SAL.. Af<Y DATA A il1 FILE~ R1C)de uS'ing the 11ew
fi le GARBLED DATA A for output and the word ·mixup·
as the cipher key:

·t· _ _. _ , _ - _ _ _ _ _ _ _ ·t·

I
, vmc:ipher s'aLal"Y elata a gal"bl.ed data a
I £~NTEF< E::NCRYF'TION KE~Y FOf~ FILE:::
I
I R;
I I
+ _ - ._ - - _.. 00 _ _ 00 _ _ +

"
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~)
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~)
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~)

o

T0 dec: )- y p t t h e~ f i l (;~ C; Afi: f< t. r:: D !)ATA A e 11 t e r' the
sub c: C) til (11 a n cI S' h C) Wn bel. C) W A Th €~ 1- €~ sur. t 0 f t his e l" try
is' twC) idel1tic:aL clecr'ypted fi Les··..··..·SAI_ARY DATA A a11d
GAr<BL.. EI> DATA AA

·t· _ _ -- - _. _ -.._ _ , ·f·

f

vrocipher garbled data a (de ,
ENTEF~ ENCRYF:'TION KE~Y FOR F·Il.. E: f

f
r~ ; ,

, 1
+ - - - _ - _ -- - ..- - _ - - - - +

This cOMMand puts the decrypted data into the fi le
GARBL.. ED DATA A,.

3.. El1cr'ypt S'AL.ARY DATA A i 11 r~E:(~ORD fllC)de Cl11c1 rep L':lc:e
the ol.eI GAF(BL.. EI) DATA A f i I.e with the erlCl-YP ted
file:

+ - -- - - - -- - - - - _ -" - +
, J

r VIlle i pher' 5~ll.~11-Y data a gar'b ted ::: :: (r'eco\"d r'ep I.ace I
I ENTER ENCRYPTION KEY FOR FILE: I
f f
J R; I
r f

.jo _. _ _ _ _ _ _. _ ••- - _ _ - _ - ••_•••••- - - _ - ._••- -. _. '-' _ _. ·to

Next, clec:)-ypt th£~ GAF;:ljLED DATA A fi I.€~ and r·epl.ace
the oLd SALARY DATA A with decrypted data by
entering the following:

·t· _ - _ _.._ - - _ - - - - ·f·

f
J vlIlcipher' 9Cll"bLed data a .s:.alar·y :::::::: (de l-ec l"e.~p

I ENTER ENCRYPTION KEY FOR FILE:
r
, R j

, I
+ - -- - - -- -- - +

o
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e 1...e.... _. VtlXDEE .... COMMaND ....REFERENCE

(.)

o
f)

o
o
o
~)

The VMX!) EF' c C) II) (I)':l l'i c1 <:'1 I. I. C) W.!~ 0 S 5 i fll U I. a t i 01'1 P l"" Q q 1- a ill .1~

running under eMS to use VMCIPHER on their input and
output fi 1.f:~5 without P 1"" C)g 1" Clfl1 'llodificatiol1A VMXI)EF do€~s

th is by i nter'cept i 119 a I. L i 11PUt cl11c1 output (I/O) alld
perforMing encryption and decryption as part of the
l101-fllaL I/O. There.'J is' al..S"o a VMXI)EF option th.clt ref,\OVeS
the 110 interceptsA

o
o
o
e
o
~)

After' iss'uir19 the appLicatiol1'S F·IL.EDEFs·, i~>sue VMXI)EF
once for each data set (FILEDEF) to be encrypted or
decrypted and then run the user prograM. On each read
froM a data set, the data is decrypted before it is
passed to the user prograM and encrypted before being
w1-itt€~11 back out ....

o The format of the VMXDEF cOMMand is:

, f::.IL.E I
I F<E::CORD t
'C;L.EAR ,
+ +

+-- ..- -- ..-_ -+ -- -- ..- ..-_ - - - -- -- -.. "" _.. - --.. - _ - - -- ..- - -..- - - - _ -- -- -- oo __ .._ +

....f.
r,

VM XDEf.- I d d n Clllle

f,,
J

I '* Cl..E~AR, , ,
+ - -- oo ..oo + _ _.. - oo _ __ __ .._ _ _ - .. "oo oo _ _ _ _ _ .. _ .. +

<:>
o
o
o
(.)

o
t:)

(.)

o
e

o where:

e
o
o

ddnal'le specifies the Iddname a of the data set to be
encrypted or decrypted~ Specifying
• VMC;IF'I..IER t as the cldnalile cau.5'f:~.S· all err~or 4

(.)

o
~)

FIL_E s~F>ecifie~;: that encl"yptic)ll or dec:i-yptiol1 is to
be performed in FILE Mode. This is the
d e f a u I. t e )"1 C 1- YP t ion <:1 11 d d £~ c: \.. y P t ion 01 C) de A

o
o

r~ E: C0 r-< D specifies that encryption or decryption is to
be performed in RECORD ModeA

o
(-)

o
o

* specifies that all ddnaMes are to be cleared.
This operand is valid onLy if the CLEAR
oper"and is" .al.so specified.

o
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o
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(,)

\-eflloves' the IIO illter·C€~pt.!~~, If Hddnafl\e" is
specified, the I/O intercept is reMoved for
thclt ddl1clilleA If an lUi is sP£~c:ified, atl. 1/'0
intercepts are removed, all VMXDEF user
star'age is" l-etU\-lled to eMS 1 Cllld the VMt~IF'~~EF~

ddname is cLeared.

16 This techniiue can onLy be used under eMS for
pro9 1- a fll s t hat u ~. e 0 S s i (I' lJ I. a t ion I/O (F I L.. EI) E:: F, 0 F) EN,
CI_OSE} GE:T, F'lJT, etc A ) A It C(:1111101" be u.s'eel fc)\"
prograMs that use eMS I/O (FSREAD, FSWRITE , RDTAPE,
etc.) or DOS siMulation I/O (DTF, ASSIGN, etc.).

2,. The FIl.. EI)EF's i,}Ust be issued pric)\- tC) us~ing th£~

VMX I)EF c: 0111 fila 11d A

3 A B£~ l'C) 1- e i!;- sui ng t h €~ VMXI)E~F:- c: o fll(,lCl 11d.. lila ke s u \- ~~ c1

C~l,OBAI... i.5: r"un O}l the VM(~IF'HER text l ibl-al-Y by
i j> sui '11 g t h f:~ f 0 t. t. 0 win 9 c: () frl (11 a rl d :

GL.OBAL TXTl,IB VMCIF'I-IER

5 • VMX I)EI= i s.s: ueLS" .i:l d 1I.11lltlY F' I L.E:DEF for" t h e-~ cI d 11Cl ft~e

VMel F' HE:: R d 1l1- i 11 q i t~; 0 p e)- a t i 011 '"

6~ VMXDEF supports I/O to the following devices:
DlIMMY, TAF·E~, ar\d DISK,. Any othel" d€~\/ic:e c:aU5£~5 a
usel" abend A

...1

Ret. E~.a .S'e 2 A 1



o

~)

o ExafllP Les:

.1

o
o
o
~)

o
o
o
o

1 Iw I s~ S' t1 e F-- I L.. f~ !) E~ r" ~i' f () l" the 11 e IN I.'>, €~ )1 c: )- Ypted (i r\ F' I LE::
ffiode) Minidisk fi le and the standard output fi Le
for· the .!>Cl I.ary updclte pr'ogr'clrtllw Next i .!)'sue \/MXI)E::F
fOl" the E~rlC:)"YP t€~d i rlP u t f i L€-~ ., i v i 119 the c: i pher key
SEC LJ r~EAThis e 11 ci b I. e oS t h €~ oS a La l- Y u p d ate proq l- cl til t 0

read the encrypted data. The program output is not
e rl c r' y p t €~ cI ... Aft €~ Y· i 5 S tl i 11 9 t h (~ F I L_ EI) E:: F~ S' a l1 d 1- U n rl i 11 <.=J

VMXDEF} run the program. These steps are outLined
i n th€~ te) I. I.ow i ng €~Xaltlp I.€~:

·t· _ _ _. _..- '-' , " _ '''' _ - ..

fi r.edef 6 disk update output a
Rj

fi Ledef 5 disk salary data a
f\ i

Vf'lxclef 5 fiLe
EN1'ER ENCr~)'F'TIC)N KE::Y F:-OR I ~7T05F(')(')1' ID:
.s-ec Ul-e
R;

r
J

f
I,
f

f
J,
J

r

J

r. 0 cl d S' a I. t1 P d a t ( c f. ear .1) t <:11" t ) f

R; ,
I ,

·to - - - , - - -.._ _ _ ..

o
o
o
o
o
f)

o
o
o
o
o
o
o
o
(.)

o
o

o

o

o

o

(.)

(.)

o
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e
o
o
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~)

o
o
o
o
o
(~

o
~)

o
o
o

(.)

(0)

o
o
~)

(0)

o

o

o

o

2~ Have a hi LLing program read a newly encrypted (in
RECORD Mode) data fi Le and write encrypted output
tot h e f i I. €~ ENBI L.. L.. !) AT ~, A1 A F:" i 1- S t i~) s U €~ t h €~

FILEDEFs} then run VMXDEF twice} once for each
erlc:rypt€~d fi I.e u5€~dA l'he cipher' key is MC)NE::Y,.
After running the bi LLing prograM, cLear all
il,terOC€~pts USillq the 1* CL_E~AF=~' parOClftletel-S,. Thes'e
steps are outLined in the following example:

+- - - _ _ - _ - _ _ +

I r
I fi I.edef 5 di.!;k bi rol.irl~J data a f
f R; ,
I f

f fiLedef 6 disk el'ibiLL dataa'
I R; r
, f

f vMxdef 5 record f
, ENTER ENCRYPTION KEY FOR IFT05F001 lID: J

t Money f
, R; I
t ,
J vMxdef 6 record I
I ENTER ENCRYPTION KEY FOR 'FT06F001' ID: f

, Money ,
r Rj f
I f
( Loa d b i '0 I. i \"1 g (c: f. e a lOO ~) tell" t ) ,
I R j 1
f (
I vMxdef * cLear ,
, R; f

I r
+ -- - _ - - - _.. -- _ -..- -- ..-..- - -- -- _ _ -- _.. - - _ - +
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lJoS'age Notes:

VMXSUBS Subroutines 83

8.11.I VtJXSUBS __SUBRDUIINES

initializes the cipher key used for data
e1"lC 1- yp t i 011 a lld dec: r' yp t i t1lol4

encrypts and decrypts bLocks of data in
FILE or RECORD mode A

VHXCRYPT

VHXKINIT

V"XKREAD

GLOBAL TXTLIB VMCIPHER

Th e VMXS'lJBS .so ub ,.. 0 uti 11es a ro e usoeel t 0 e-~r1C: r yp t 01- cI ec: 1" yp t
b tacks of data us; 119 the Nat i C}rli:\ f. Bureclu of Starldarods
Da t if r:: n c: r y P t i 0 rl S talld a 1" c1 ( 1)E: S') .cl I. 9 () 1" i t h III A The
~) t1 b r' 0 uti 11 €.~ ~~ a 1- €~ cl S f 0 t I. 0 W5' :

14 These subroutines reside in the VMCIPHER text
LibrarYA A GLOBAL Must be run on the text Library
beforoe toad i 119 the user proogrClfll... I!;:sue the
following command:

These subroutines are designed for eMS and OS
appl.icatiol1 progrOat.ll.leros who wi!;h to do encl"yptio\1
withil") thE~iro pl"ogral.1S ... For' sec:ul-itYI this package
i11Croudeso a eMS 5ubl-outi11e to \-ei:ld the ciphe}- key f'-Olll

the console and Masks or suppresses the dispLaYA ALL
sub r' 0 11 t i \1 e !; a 1" f:~ W}·o j t ten i n cl $ S £~ illb I. era \1 d U ~) t~ S t el11 d a rod
OS 5' Ub r C) uti rleli \11< age... F' l" 0 -:t }.. a til ille ro sus i rl9 a 5 5 e ,,1b I. €~ \..

shot! td c:a f. I. th£~~)e \"C)t! tines- us i ng the ()S CALL.. '11<3C:'''0 with
the VLo ()p tiC»)1 •

The 5ubl""outilles carl be u~;ed to enc:roypt diffel"ent
portions of a data record using different keys A Thus,
US€~r05 can acc:e~;~> data fiel.d!)" bas€~d on the cipher' key,.

2. ALL subroutines have ~ six-byte synonYM to allow
va I. i d FOF~Tr<AN cat I. i ng set~.,uerlCe!~A

(0)

~}

f)

0
0
0
0

0
0

0
0

e

0
(.)

0
(0)

0
0
0
0
0

I.,

f)

0

0
0
0
0

0

0
~)

0

~)

0

t)
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o

(-)

e

~)

o
o

o

~)

o
~)

o
o

o

B 1 _.vtlXCRYeI SUBROUIIHE

The VMXCRYPT subroutine encrypts and decrypts blocks of
d a t <:1 i n e i t h E~ 1" F I Loo E 0 1- F~ E-: C; 0 F~ I) til Q de... S' e €~ t h £~ sec: t i 0 rl

• VMel F'I"IEf\~ F'l" 0 eELS" S' i II9 H 0 l') P <:1 9 e 72 for' a 11 &~ Xpta l1a t i () 11 () f
FILE Cll1d RE::C;ORI) fllode~~ ...

The format of the VMXCRYPT subroutine is=

+oooo _.. 00- _ .._ _ __ _ _ _ _ _ 00 _ +

f J
f CALL VMXCRYF:'T (i d J buffer' I I.eng th, type) r
I J
+ - - - oo oo.. _oo .._ _oo _ - _ oo _.. oo_ - __ +

o
o
~)

o
o
o
~)

o

o
o

o
o
(-)

o

id

l.el1Q th

type

l)'pecifies th£~ ul"li·:l.ue doubl.ewol'·d ider\tifif:~r' of
the d a t a .S-e t b e i l19 P 1" () c: e S' s e~d • 1 h i.s- p a i" a (Ii E) t €'~ l­

cOl-l-es'pol1d~~ to the • icl" pasi;:ecl to the
VMXKINIT routine and determines which cipher
key i.!; u~~ed,. If VMXKINlor has 11C)t b€~erl cal.ted
to initialize the key for the ID, a user
cl b e11c1 oc Cu ro s ... Th e • i d II X' F:'F:F:'F=-f"f:oF='F-'" i s
.... ~~se1" ved; i f us"ed J i t c: a usoes a U.S·e-~l" ab €-~l...d •

specifies the area in MeMory containing the
tex t tC) be erlC1-YP tecl or dec:royp ted.

spec if i eo!; a fu I. I.wc))"od contel in i Ylg the nUfllbel" of
bytes in "buffer" to encrypt or decrypt.

~;pec if i e5 a 1''1 I. I.wol"d c)f c:hal-ac: ter ~~ de~~cl·· i b i )"lq
the operation to be perforMed. If the type
p a j~ ~r €~dis i \1 val. i d, a use 1- abe l"l d () c c: \1 r oS "-

Valid entries are as follows:

(.)

o
o
o

(.)

E::NF'M
DEFM
ENF<M
DERM

ErlC: r" yp t i 11 F r L.. E: R10d €~

Decrypt in FILE mode
Encrypt in RECORD Mode
Decrypt in RECORD Mode

o
o
o

o

F' 01" FCJRTRAN C OfilP cl t i bit i t y} u s'e t h t~~ 05'; x ·..·b y t €~ .s·Yllt")\iY(tl

VMXC;RY,.
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o

~J

o
o
o
o
o

f)

o
(.)

o
~)

o

S...2.... _.VMXKIHII .... SUB8DUIINE

The VMXKINIT SUbl"C)utin(~ jrlit;Clf.iz€~s the ciphel" key t1s£~d

for ddt a e 11c r- y p t i 0 l1 and dec )"' y p t i 011 A VMX1< I NIT '1\ U .s' t b e
called at Least once for each fj te to be encrypted or
cJ e-~ c: ).. y p t E~d A Sub 5' e .~. ue 11 t C CI l l s wit h the s a ill e f i I. (;~ j d
r·einitial.ile the ciph€~\" key as.!~c)c:;clt€~d wi·th thclt
f i I.e i d.

The format of the VMXKINIT subroutine is:

·t· 'OO' 'OO' ••• - - - _ _ ••" _ 'OO' .- _ - .- _. - - J.,
, CALL VMXKINIT (jd1key)

I I
·t· -..oo , 'OO' 'oo' oo _ - ._ , - ••- ••oo' 'OO' oo , t.

where:

o
(-)

o
(.)

o
~)

o

o
~)

icl

key

spec i f i es the Ul1 i '=t.ue cloub LG~wc>'rd i clerlt i fie)" <:>f
the data set as~;oc:iclt€~d with thi~~ key,. This
doubleword can be any binary value, but the
d d n c) (11-::~ i j) ro e C 0 (1\ (11 e l1 t1 e d ... Th i so a I. I. () W5 f C) r
handLing of muLtiple data sets with different
c: i pher' keys A The· i d" X' F--f:f"FF'f=°r'F=- lis
1" esoel" ved ; if u.sed, it c:a u.ses a US€~l- abe.\Yld A

s pee ; fie 5 a 4 0 .... c: hal" act e r' f i €~ I. d con t a i 1'1 i '°1 g the
c i phel" key ~ The key is llot fJlc)cI if i eel by ttl is
sub'OOc)ut i ne ...

o

o
o
f)

o

o

o

US'age Note:

For FORTRAN COl'lpa t i b i L i ty, US€~ the 5 i x ....byte synorlYfll
VMXKIN ..

VMXSlJBS SUbl"out i n€~s as



(.)

o
e

~)

o
(:)

o
f)

o
o

o

f)

t)

o
~)

o

e....3........Y"XKBEAD ....SUBBOUI INE

The VMXKREAD subroutine reads in the cipher key from
the C011.!>C) 1.t.~A If ther'e is an erlti-Y i i'l e i the," th€~

CC)rLS'O I.e' s·tac:k or the Pl"ogl-alll .s·tac:k I the key i.s r'€-~ad

fro ft' the s t a c k h I f the tOO e a 1" £~ 11 0 !~ t cl eked t. i 11 e ~~ and
the~r'e is a va I. i d r'ea I. terfli i 11a L} the C011.fiO I.e i .~:: prOflip ted
fel)- a Pi:lssword w; th R1ClSk i 11g or S'UPP1"e~>s' i <.1n depe'nd i nq c)n
t h ~~ t y P €-~ C) f t e 1- ttl i 11a L #0 I f rl () c: i ph e 1" key 0 \.. <:1 c: i p h E~ tOO key
of blanks is entered, the read process is repeated,.

The forMat of the VMXKREAD subroutine is:

+ _.. -- - ..- - - - -- -- -- ..- - - ..,.

f f
, CALL VMXKREAD (id,key) I
f I
·t· .- _ _. ·t

o
(.)

o
(.)

o
(.)

(.)

o

id specifies the uni~ue doubteword identifier of
the data ~)et a~}soc:iat€~d with the pa~~5wol-d tC)

be read A This doubleword can be any binary
v a r. ue, but the d d 11 a '1\ e ; ~r .... e C 0 til fl\ e rl cI e d 4 Th i 1;

aLLows for handling of Multiple data sets
with dif·t"el-ent c:;phel- keY!)4 This Rid" ;.!)

displayed as part of the cipher key proMPting
IIIe s sageAThe· i d· X' f=- F:' F=- F-oo FF=- F=- F:' I i ~i' r €~ 5 €~ 1- V e d ;
i f u.S"ed J i t c:a us"es a u.s-er· abend ..

s pee i fie s: a 4 ~) 00- c: h a ,- a c: t €~ r' fie l d t hat ; j) f i I. l. €~ d
i \1 W i ttl the cipher key by VMXI(RE:AD fl-Olll

consol.e input al1d padded wi th b f.ar1ks~" The
key is translated using the existing eMS
input tl-ansl.ate tab I.e ...

o

~)

e
(.)

o

o

lJs'age Note:

For F()r~TRAN c:ofllpat i b i I. i ty, use th€~ ~) ix-byte synC)nYfll
VMXKRE"
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()

o
e 8A.4 .._....USING ....Vt.1XSUBi ....SUB8DUIltfE ....CALLS .... IH ....EDRIBAN_PROGBAMS

o
o

The folLowing is an exaropLe of a FORTRAN prograM using
the VMXSlJBS 5ub}"c)util1e~; to l"ead cl.ea}- text data al1d
encrypt it in FILE Mode to an output fi Le:

CAL.l. VMXI< RE ( I DJ 1< EY )
(~ALL.. VMXKIN(ID,KEY)

DATA ID/'VMTEST tl
DATA TYPE/'ENFM'I
DATA Lf::N(;TI..I/E)01

INTEGER KEYBUF(10),BUFFER(20),TYPE(1),LENGTH
RJ::Al.~·8 ID

F< E~ A1) ( 5 J 2~)~) , t: NI> ::: 2 (.) ) [f lJ F: F E~ F~

CAL.L VMX(~RY ( I D} BlJI=-F'f::R J I...E:NC; TI..I} TYF'E)
WF~ I TE:: ( 4 I ~! ~j~) ) BII F' FE:: F~
(;01'0 10
STOF:'

+- - _.. _ --- ..- - - - - _ -- "" - +

J,
f
f C
I
r,
I C
I
f

I C
, 1(.),
I
J
f 2~)

I C;
I 200 FORMAT(20A4)
, END
r f

..........................-_ -_ - - - - -' ...

e
o
o
o
o
o
(~

o
~)

o
o
o
~)

o
o
o
o
o
~)

o
(.)

Figure 13A ExaMPle Using VMXSUBS in a FORTRAN PrograM

The prograM calLs VMXKREAD to read the cipher key and
calls VMXKINIT to initiaLize the key buffer with the
i11PUt c:iphel" key before the t-1l'lcr'yptiori pl-C)Cess' begi11.S'Ao
Aftel- l"ead i \1g a buffer" of text I VMXCF~YF:IT is cal. ted to
erlclo'ypt the data in FILE "lC)cle (ENFM) A Chal19 i ng the
defillitio11 of the val"i~}br.€~ TYF'E:: i\"l th£~ DATA stc)t~~I'lerlt

changes the Mode or aLlows the saMe prograM to decrypt
del t i:l A

o
~)

After encryption, the buffer is written to a new fi LeA

o

o

VMXStJBS SUbl-out i 11€~S



o
f) S..., .... _.USIMG_.YtlXSUBSoo..SUB8DUIIHE ....CALLSoo.. ltf....ASSEMBLER....PRDGBAMS

(-)

o
~)

o
(.)

The fc) I. Low i n9 is all exafllp le of the as'settlb Ler Lal19 U<:lge

5 tat e (.l e n t so 11 (~ c: €~ S so cl r' y tOll !:: €~ t h ~~ VMXSlJ BS 5 Ub r' 0 uti l1 e s: "
I 11 t his ~~ X.:l itlpte J t h €-~ e rl c: 1" y p t ion key i S' r' €~ a cI f )- 0 (Ii the
terlllil1al. and is used to encl"ypt a 2~)(')""character' buffer
i11 F'ILE lllt1c1e. The CAL.t. i11str'uctiol1 is the .~tal,clal-cJ OS
CAl.. t.. "laC:l-OIo Note that th i!)" is 110t a CO/'lP tete pr'ogr'C"ftlA

.+ _ _ - - - - - .- _ _ 'OO' 'oo' _ .

ENcr';':YFtT TI..IE: II):

r<E~AI) KEY FF(()M T~iE:: TE:F~M I NAL..
INIT KEY WITH OUR ID

ENCRYF'TIC)N ID
ENt:RYF:'rrC)N KE::V
SELECT ENCRYF'TION IN F·IL.r:: MODE
l_ENG T~i OF:" BlIF'F:"EF~

DATA BUFFER TO ENCRYPT

VMXKF<EAI), (ID, KE:''') , VL
VMXKINITJ(IDJKEY),VL

Cl.8 f VMTE:ST I

CL_40
CL.4 f ENF"M •
F f 2~)0 I

CL20(')

t~ALI...

CALL..
CALI...

DC
OS
DC
DC
DS

t,,
J

I
J

t *
J

I *,,
, ID
I KEYBl/F
I TYFtE
I LENGTH
I I{UF'FER
f

r

I
·f· - _ 'oo. _ _ _ _ - _ _ _ _ , oo - ,

o
o

o
~)

o
o
o
f)
o
(.)

o
o
o
o
~)

H
o
o
o
(.)

~)

o
Fig U l" e 1 "1 A Eo: )( a IIIp Le lJsin ~J VMXSillBSin an A~)" !~ e IIIb f. e r" F'r 0 9 1" a III

f)

o

(.)

o

~)
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o
e

~)

e

e
o
o

o

e

o
(.)

e
o

o

o
~)

o
o
o
o
o
o
o
o

o

~ •. f>. ........USI~'_ItfE ....CHS .... t.:tELe .._EACILIIY

~.. .1. t:fEL~ CDt1l1AHD

The eMS ~-I E~ t.. F' C 011\ (I". a 11 d P 1" C) \1 ides i ,., f 0 '" i.l a tic) \1 0 11 the
VMSECURE user subcoffimands and system Messages A The
i l"lfal-Itla t i 011 pr'ej)e11t€~d by th[~ HE~l..F· f i f.e.i> is the SClftle

text as the documentation provided in this book} the
~MS'ECLI£<E....B.u.l~s .._E$lt.iJ,J..!Y _G.u.ige I cl ncl ~MSECUBE ....t1£~S,5~g£~~
alld .....cQtl~s A

S!.2.... _.Y.IEWING ..hIHE_VtJSECURE_MELf_.tJENU

To d j sp I. a y t h -:! C: 011 t el1 t.S" 0 f the VMSEClJRE I..IELF' Illerl U J

enter the following eMS command:

he I.p Vi.lsec Ul-e

2...3........ tfELe ....AtfD_YtlSECURE_.USER.._SUBCDtJttAHDS

It is possible to bypass the Menus entirely and 90
directly to the information on the specific topic in
which you are interested.

F01- the des:cl-iptiol'l of a particutal" VMSE::C;lJRE::
.5' ub c: Oftli,lCl nd) elO

) t el- :

h e I. p v III j) e eli}" e .5 t1 befitd

wher'e • .S-UbC:llld· is the 5ubCOl'litlCi11d you w i .soh tC) see. I-le Lp
i rl for III a t ion i!~ a v a i I. <:1 b '0 e f 0 10

• the f 0 f. r. 0 W i l1 g sub C CH,lil} a \1 d!; :

GRC)UF'
HISTOr~Y

MAINT
MANAGE
RlJLEMAF'
r~lILES

US'ER

XU.JAN85 l.ls i 119 the CM.S' tiEl.F' Fac i L i ty 89



o

o
e

o
o

o
(-)

o

o
o
~)

o

()

o

o

o
e
~)

o

o

f)

o

o

o

~ ... 4........ t:tELP.... AND.... YMSECURE_.Sy.srElt._.ttESSeliES

HEL..F' f i I.es descl- i bing VMSE::CllRE .5YSt€~/I\ OleS~tage.!~ can be
viewed by issuing a HELP cOMMand Line and specifying
the desired SysteM message numberA

For exaMPle, to get a description of a particular
VMSECURE system message, enter:

he l P Vfll X l1l1l1C

where ·vmxnnnc" is a system message identifier
C01'lS i st i r)g of the J.et t(;~r S • V III X I I the three d i 9 i t
'Ilessage 11ulllbel" (;llcl.uding I.eclding zer'os), <':lnd the one
Letter severity code A

Fo\- exal.lp I.e:

he LP VII} X 106 i

Additional detai ls on using the HELP faei Lity can be
found i 11 the I!:fM Y.t1LSE:..=..".. Ctfs. .... U~er:.~.~" .. G.uj.d.e I SC;19 .... 621~)~.

(.)
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~)

o
e

e
o
o
o
e
e
(0)

e
o
~)

e
o
e
(-)

o

e
o
~)

e
o
o
A

(-)

o
e
e
o
o
e
o
(.)

e
(0)

o
o
o

e
o
(.)

o
o
e
o

Cipher Key: A char"ac:tel" stl"il19
used by VMSEClJRE wh elOl erlC: ,- yp t i ng
and decrypting data.

Cipher Text: llnir\tel.l.igibl.£~1

encrypted data,.

Clear Text: ReadabLe,
rlOr)"-C~l1Cr yp ted d a t.a A

Canfigur.tlon File: A fi Le
maintained by the VMSECURE
5 Y ~; t e il) a d (I'. i n i !~ t l- a t C) 1- t h cl t
i n die ate .!)" c e r" t cl i 11 SO YS t e III

defaults and authorizations.

DASD: Direct access storage
dev i c:e oro disk uosed fOl- ~~tol""age

of usel-s· fi I.es,.

Decrypt: To restore encrypted
data to its original, readable
for°ft) ,.

Defau Lt : The va I. ue j;UPP tied by
VMSECURE if one is not entered
by the user.

Directory: A fi I.e that d€~fil1e~)

each virtual Machine's
configuration. Userid, virtual
storage, and password are
defined in the directorYA

Directory Ad.inistr.tor: A use1"
with AI)MIN autht1r-ization in the
VMSECURE configuration fi Le who
can Modify the directory entries
of alL the userids at the siteA

Directory Entry: A group of
stateMents in the directory that
defirle a pal"ticul.ar virotual.
Itl.a c: h i ne A

Directory Hanager: A user with
MANAGE authorization in the

GLOSSARY

VMSECURE configuration fi Le who
can modify the directory entries
oft h e us €~ \.. i d 1)' ; )°1 his' ~~e c: U 1" i t y
gr'oup It

Directory StateMent ... : Special.
purpose sti:lte,,}ellts that det"ine
virtual Machine attributes (such
as userid and password) and
configuration (such as unit
record devices and roinidisks).

Encrypt: The process of
converting cLear text into
cipher tE~X t •

Field: An area on a selection
SCr"eell in wh i ch you call eloltel·o
data ...

HELP F41Cltity: A eMS fac:i Lity
that allows users to obtain
on I. i ne i llfor'Hlat i on about
comMands} SubcoMMands, and
j;ysteil\ IIlesosages I i rlC loud i ng those
foro VMSE~CUF<E,.

Henu : A s c: 1'0 e e r\ d j s p I. a y t hat
I. i 5 t s VMSE-:ClJF~E f 1111C t i <'1 n~)

ava i tab I.f:~ to the usel-",

PassNord Encryption Facility:
An optional VMSECURE feature
that alLows a site to encrypt
Logon and Link passwords and
Maintain theM in an encrypted
form in the onLine directory and
in the VMSEClJRE d i r'ec: tory
databaseA

Product Interface: A feature of
VMSECURE: tha t a J. Lc)w,S' C)thel" VM
SoftwCll"e, IncA pr"oduct~> to use
tht?~ Ru Leos' f-::1C:; L i ty to el1hance
their data security,.
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e
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e
(.)

o
o
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o
o
o
e
o
o
~)

o
(.)

e
o
o
~)

o
o
o
e
I:'J

(:)

e
o
o
o
e
o
o
o
e
~)

o
e
o
e
o
~)

o

e
~)

o

Rule: It1 VMSEClJF<E::, ell-ute put
i nt<'1 a ru I.es f i I.e to corltr'O I.
access to virtual machines and
01 i 11 i d i ~~ k $ a n cI toe 0 n t r' Q f. t h E:~

t ran ~; fer 0 fda t cl A The lOO t1 I. e
specifies the action to be
t a ke 11 f the u ~) e 1" j cI fll a k i 119 the
reqUe5t~ and the command or
SUbcof.lnlCl11d affecti11g the
r-el=Lue.st A

Rules Database:
In.fi"t-:1ll.atiol1·"·defil"led rules that
control access to virtual
machines and minidisks and the
transfer of data between virtuaL
fll cl chi n e so A

Rul•• Facility: Fi Les residing
on the VMSECURE rules Minidisk
that aLlow an instalLation to
C 011 t )" 0 I. a c: c: €~ S' 5 t C) vir t ua I.
Machines and minidisks and the
t)"-a\1s~fer' c)f da ta A

Rules File: A fi Le of rule
statements created by users,
~) e c u ,- i t y g r 0 up ill el11 age 1- oS, a IId
security adMinistrators to
c C) n t r" 0 I. a c t~ e S" .5 t 0 v i to. t t1 a t.
machines and minidisks and the
transfer of dataA These fi Les
res i de on the Ru f.es fll i rl i d i s:k of
VMSECUREA RuLes created at the
.Systefl) leve l evel··l- i de~ alL c)ther
\"ul.esA F~u'.e~) created by
security group managers override
the rules of users in their
l"'espec: t i va ~;£~c ur i ty gl-OUP.!; ...

Scratch: When a disk is
s c r' a t c: h e d J a I. I. d a t .cl i 1; e tOO c1 s: e d
and the disk space is
1" e f 0 l" til a t ted " 'rh e~ c1 i s k s P ~1 C e i.S"
then added back to the <iva i I.ab I.e
space for reaLLocationA

Service Virtual Hachine: A
virtual Machine running a

p1"ogl-af'l that pr'ovides
systeM-wide servicesA

SysteM AdMinistrator: A user
with al.1. t.€~Ve',5 of allthor'ization
in the VMSECURE configuration
fi Le who is designated by the
sit e t 0 a cI fll i 11 i s t €o~ r· a I. L
directories at the siteA May
aLso be the security
a d III i 1'1 i 5' t rat 0 1" A

User Exit: Same as ·exit
routineA" A point in the
op er a t i t1rl 0 f V~1SE::ClJF<E:: a t wh i c h C\

usel-'-'Wl" i tten y'C)ut i rie can be
g i verI C:O\1tr'C) I. A

V.ddr: Virtual device address A

Virtual H.chine: A functional
sifllul.ation of a COlllput€~r' and it~)

associ~ted devicesA

VHACCOUNT: An accounting,
reporting} and capacity
'Ilel )"la 9 ernel' t .soy S' t eOl } a V.cl i I. <:1 b l e
fr'ol'\ VM Sc)ftwar·e, Inc A

VHBACKUP: A ftl i 11 i dis k d Uf,lP and
l"estcll"e ~)ystell) ~ elva i f.ab I.e fr·al.)
VM Software, InCA

VHCIPHER: A C:Ofl1f.,arld tha t 6) t tows'
users to encrypt and decrypt
data in eMS fi LesA

VMSCHEDUlE: A sch£~clul.ing j}y~~t€~(I)

designed for the eMS
e-~ i1 vir' C) 11 (Il €~ 11 t I .(:1 V.cl i L.c:1 b I. E~ f .... (1 iii VM
Softwar'€~, IllC,.

VHTAPE: A system for managing
any number of tape voLumes and
tape drives, avai table frOM VM
Sc)ftwar·e, I11C"
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keys f 2
F'F 12
specicll12
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last Logon stateMent 35, 60
I...INK fUYlc:tiol1 38, 50
I. ink P cl ~~ S IN C) \"' cI !)' 17
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50

logical Line editing sYMbols 6,
22, 61.)

Logon password 14, 57
Logon storage size 5 J 14, 64
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MAINT subcommand 37
ACCOUNT function 37} 41
DEf-INE func:ticJn :iB, 43
DELETE function 38} 44
DISTRIB fUl1CtiQll 3E~, 4~)

1..IEl.F- of u rlC 1" i 011 38 J 4t>
IF'l_ func t ion 38 ~ 4~t

LINK function 38 J 50
MDPW function 38, 52
MGRID function 39, 53
MINIDISK tUlle t i 011 39, ~)4

OPTION function 39) 55
F'ASSWOF,I) func: -t i 0\1 :~9, S7
REVIEW function 39, 58
Rl..J:NK function 39, 61
SCRATC~i f tl11C t i (,1rl :~9 1 63
STORAGE function 40} 64
.s: U01 n\a r' y 0 f f U \1 c: t ; C) n ~:: 3 "1
TERMINAL (TERM) function 40 ,

61.)
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'Ilen u
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tile ~~ 5 c\ g e so 9 (.)
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minidisk Link mode 5, 16) 54
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54
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READER •S COHt1EN-

You r' vie W.5' abo u t t h i oS pub l i c: a t i 0 rl c: a rl h E~ Lp i fll P ro () ve its use f u I. 11e S S' A r': l

het.p US' hy fi I. I. irlg out and r·etu\··nirl9 thi.!;" for-til,. If you inc:l.ude your' 1

and address} we wi lL respond.

VM Software, Inc.
l' €~ C h 11 i c a I. F' u. b r. i cat i a 11 ~)

2070 Chain Bridge Road
Suite 355
V i el111a I VA 22180

Did yo t1 f; rl d e r" l·· 0 \- oS 0 r ftl i s r. €~ ad i rl g i l1 f 0 1- III ~1 t i 0 rl i 11 t his boo k? I f s: 0 J 5' J
by p<:1ge A

Did YOU find any part(s) of the book hard to understand? If so} whict
part(s) and how can we iMprove them?

Is the dOCUMentation cOMplete on all facets of the SysteM? If not, wt
Material is Missing and where should it be placed?

How can we change this book to Make it More useful to you? (If you ne
More rOOM, pLease write on the backA)
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