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This document was prepaved to assist lLlicensed usery of
V4 Software, Inc.'s VMSECURE system; its contents may
not be used for any other puwrpose without priov writte
permission. The material contained herein is supplied
without representation or warvanty of any kind., VM
Software, Inc., therefore, assumes no vesponsibility
and shall have no lLiability of any kind arisinag from
the supply or use of this document or the material
contained herein.

Copyright (c) 1982, 1984, VM Software, Iunc.

Frinted in the United States of Amevica.

AlLL rights vesevved, including the right to reproduce
this document ov any portion thereof in any form.
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SUMMARY OF CHANGES

The YMSEDURE User'!s Guide has been updated to provide
information about new features included in VMSECURE
Release 2.14. It includes detailed information on using
the GUERY subcommand.

Changes and new material in this book are identified by
vertical barvs in the left mavgin.

VMSECURE Usey's Guide iii
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PREEACE

The ¥MSECURE User's. Guide is intended primarily for the
individual who has limited data processing experience;
however, some VM/SF experience is requived.

This boak contains nine chapters describing the
procedures and subcommands available to the general
VMSECURE user, a glossary, and an index.

Chapter {1, "Overview,” containg an overview of the
VMSECURE capabilities and authorization levels.

Chapter 2, "Using the USER Subcommand, " describes how
to issue the USER subcommand and perform the functions
available through the User Selection Menu.

Chapter 3, "Using the MAINT Subcommand, " describes the
capabilities of the MAINT subcommand, for usevs who do
not have X270 display terminals.

Chapter 4, "Using the BUERY Subcommand,® describes the
pses of the QUERY subcommand available to users.

Chapter 5, "Encryption Capabilities," contains an
overview of the NRS Data Encryption Standard and the
VMSECURE encryption and decryption components.

Chapter 6, "VMUIFHER Command Reference,® describes the
VMCIPHER command, which encrypts and decrypts data.

Chapter 7, "VMXDEF Command Reference," describes the
VMXDEF command, which allows 08 simulation application
programs running undev CMS to use VMUIFHER on input orv
output files without program modification.

Chapter 8, *VYMXSURS Subroutines," describes the three
subvroutines that encrypt or decrvpt blocks of data.

Chapter 9, *Using the OCMS HELF Facility," explains how

to use the online HELF facility to obtain information
on subcommands and system messages.

Freface v
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NOTATIONAL . CONYENTIONS

The following conventions ave used in this book to

define the VMSECURE subcommand syntax:

i. When truncation of a parameter name is permitted,
the shortest acceptable vevrsion of the name is
represented by uppercase letters. For examnple:

Ruery

indicates that Q, QU, QUE, QUER, and QUERY are all
valid specifications for the QUERY subcommand.

2. Uppercase letters, asterisks (%), and parventheses

must be entered exactly as shown.

3. Lowercase letters rvepresent information that must

be supplied by the user.

4, Information contained within brackets represents an

option that can be included or omitted.

5. Vertical Lists that are enclosed in brackets
represent alternatives, at least one of which may

be given. For example:

+ +
I A
I B |
+ +

6. Vertical lLists that are not enclosed in brackets
represent alternatives, at least one of which must

be given. For example:

X
Y

The following additional conventions are used
book:

in this

7. Examples ave shown with user entries in lowercase
and system entries in uppevcase. System messages
are shown in uppercase, even though they may appeay

in mixed case on vour terminal screen.

8. Messages in this book were generated with

a setting

of TEXT for the CF SET EMSG command. Only the

VMSECURE User's Guide Release 2.1
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message text (not the message code) is displayved.
For examnple:

USERID NOT SPECIFIED.
R(OOO24);

vather than:

VMXSYS3446E USERID NOT SFECIFIED.
RCOQO24) ;

When you use a setting of TEXT, you can rvefer to
the "Message Cross-—-Reference” section in the
VMSEQURE Messages. and . Codes for an alphabetical
cross-reference of the messages.

RELATED PUBLICATIONS

For the general usev:
IBM Virtual Machine/System Froduct:

CE_Connand. _Reference. for. General lUsers.
SC19-62114

COMMENTS..AND_SUGGESTIONS

XUJANBS

¥M Softwavre, Inc. welcomes comments and suggestions for

improving this book. For this purpose, a Readev's
Comment form is provided at the end of the book. If
the form is missing, please send vour comments to:

VM Software, Inc.

Technical FPublications

2070 Chain Bridge Road, Suite 355
Vienna, Virginia 22180

Freface Vil
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1.9 .OVERVIEM

The basis of any VM security product is sound dirvectory
management. Toward this end, VMSECURE, a directory and
disk space management and security system for the VM
environment, provides the following:

fivthorization levels that allow different classes
of users to perform specific levels of directory
modification

Customizing the validation of data modifications
such as account numbers, passwords, and
distvribution codes through user exits

Monitoring password violations within VYMSECURE
functions

Enforcing peviodic Logon password changes

Froviding last Logon information that displays at
logon time

Ferfaorming mass changes of logon and link passwords
Monitoring Links to minidisks

Frotecting against overlapping minidisks

Audit reports.

VMSECURE also provides a database of
instatlation-defined rules that controls access to
virvtual machines and minidisks and the transfev of data
between virtual machines. The Rules facility performs
the following functions:

Intercepts the following CF commands and determines
whether the command request should be accepted ov
rejected based on an applicable rule found in the
rules database: AUTOLOG, LINK, LOGON, SFOOL, TAG,
and TRANSFER.

Intercepts the VMSECURE GROUP subcommand; the
VMSCHEDULE CANCEL, GQUERY, and SCHEDULE subcommands;
and the VMTAFE CATALOG, LIST, and MOUNT
subcommands. Determines whethevy the above
subcommands should be accepted or rejected based on
an applicable rule in the rules database.

Overviow 1
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VMSECURE

Creates vules dynamically when invalid passwovds
for the AUTOLOG and LINK commands reach the maximum
defined by your installation.

ALlows vyouy site to determine how to handle
excessive invalid logon attempts.

Maintaing rules at three levels: systemn, security
group, and usev.

Frovides Last logon information that displays at
togon time and provides information as to when a
userid was last logged on .

Frovides histovy information by vivtual machine
about successful and unsuccessful attempts to
access vyouy viviual machine or ity minidisks.

Allows vyou to specify time of day and dates that
vivtual machines and minidisks can be accessed.

Coordinates divectory maintenance and rules
modifications by vremaving rules for userids that
are deleted from the directory and changina rule
references when the userid changes.

The three authorization levels available with VMSECURE
are divectory administrator, directory manager, and
aeneral user. A VMSECURE divectory administrator can
modify any field in any userid's divectory entry. Most
instatlations establish one divectory administrator,
but there iz no restriction on the number of directory
administrators allowed., The divectory administrator
can also perform divectory manager and general user
functions for other usevrs.

A VMSECURE directory manager can create and modify
userids assiagned to him and manipulate minidisks
belonging to those userids. The abiility to modify
statements in the directory entry is limited to editing
comment statements in the directory. A typical
insgtallation may authorize the managey of each useyr
deparitment to modify the userids in his department. A
particular userid can be assigned to only one divectary
manager. A directory manaaer may also perform general
user functions for users.

6 VMSECURE general user can perform lLimited

madifications on his own directory entry and can remove
Links made by other userids to his minidisks.

User's Guide Kelease 2.1
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Information in this book is based on typical use. Any
unusuval use of this system may produce unpredictable
results. If vou have unusual civcumstances, have vour
VMSECURE system administrator contact your Technical
Support Representative at VM Software, Inc.

Overview
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2,9, USING. THE USER. SUBCOMMAND

When you loga on to VM, a virvtual machine is created for
you. This vivtual machine is the fTunctional equivalent
of a computer with ity associated devices. The
chavacteristics of youvy vivtual machine ave defined in
your directory entry. These characteristics include
such attributes as your userid, logon password,
minidisk passwords, size and location of your
minidisks, and links to other minidisks.

Use the USER subcommand to modify certain
characteristics of vour virtual machine. The USER
subcommand vequires a 3279 display terminal. ALl USER
subcommand functions are presented to yvyou with a
full-screen display: vyou fill in the necessary data
fields without concern for command syntax. Use the
MAINT subcommand, documented in "Using the MAINT
Subcommand® on page 37, ta perform the same functions
with a line mode terminal.

The following sections describe how to issue the USER
subcommand, use the full-screen displays, and use the
special function kevs.

2.5 USER._SUBCOMMAND

XUJANES

To modify characteristics of vour vivtual machine using
a 3270 display terminal, issue the following command:

vmsaecure usey

A full-screen menu displays the 11 user functions
available with the USER subcommand.

The remainder of this section provides an overview of
the 11 functions available with the USER subcommand.

Setlection 1: lLogon Storage Size and Fassword

Use Selection 1 to change the amount of virtual
stovage your usevid is allocated at logon. Virtual
storage can be modified after logon with the CP
DEFINE STORAGE command.

Use Selection {1 to change youvr lLogon password.

Selection 2: Minidisk Link Mode and Fasswords

Using the USER Subcommand 5



PR R o

fod

&

Lo o]

el oo ROl o R o Lo Lol ool

Lo R0 B o

Use Selection 2 to wmodify the {ink mode and read,
write, or multiple passwords for your minidisks.

Selection 3: Virtual HMachine Options

Use Selection 3 to select or remove vavious
attributes associated with vour usevid: REALTIMER,
ECHMODE, BMX, SVCOFF, VYMSAVE, IS5AM, and CFUID. None
of these attributes is necessary for normal TMS
operation.

Selection 4: Logical Line Editing Symbols

Use Selection 4 to modify the terminal logical Line
editing symbols set far vyour userid at logon. The
symbols that can be modified are: Line end, line
delete, character delete, and escape character.

Selection 5: IFL System Name and Farvameters

Use Selection 5 to specify the system to be IFLed
at ltogon.

Selection 6: Screen Colors and Highlighting

Use Selection & to modify the color and
highlighting features set for youv userid at logon.
Color and highlighting settings affect only IRM
3279 colay display terminals.

Selection 7: Define a Link to Another User's
Minidisk

Use Selection 7 to set up a directory Link to
another usey's minidisk., Divectory lLinks ave
performed for you at logon.

Selection 8: Review/Remove Links By Other Users

Use Selection 8 to review and optionally remove any
divectory links that other usevs may have defined
to one of your minidisks., This selection is
particularly useful when vou determine that data on
your minidisk should no longey be shared with other
users.

Selection 9: Account Number and Distvibution Code

Use Selection 9 to change the account number to
which your usage is chavaed or to change the

VMSECURE User's Guide Release 2.1
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digtribution code associated with vouvy spooled
output.

Selection 10: Delete a Link to Anothey User's
Minidisk

Use Selection 10 to delete vour divectory Link to
another user's minidisk.

Sajlection 11: Review the Directory Entry

Use Selection 11 to review all directory control
statements in vour divectory entry. Selection {1
provides information about existing directory links
and all virtual addresses associated with your
virtual machine. This information is needed for
Selections 2, 7, 8, and 10.

tUlsing the USER Subcommand T
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Rad. . ACCESSING THE USER_SELECTION._MENU

The USER subcommand enables the usev to display the
Ugser Selection Menu and select a function to be
executed. To access the menu, vou need the full-screen
capability of an IRBM 3270 display terminal. To invoke
the USER subcommand, complete the following steps:

1. Log on to your userid.
2. Tvpe VMSECURE USER and press ENTER.

3. When prompted, type your Logon password and press
ENTER to display the Usey Selection Menu shown in
Figure 1. The menu enables you to select a
function. Each function is explained in detail in
this chapter.

The screen that is displaved follows:

o S0b seen cies snet 0ut ies bean dmen soet SE Eeed bob £s See dmms Ged Sme SR ems Bt 40T B4 BBUS Gees BEST FALF SY ISE GRS Seen A4 KeRE VI4S St SES FANL FAme Suer S0sT THEY SO0 (e Sme UM Sl Gasd Shes SMVS SS FeLS Leus GPAG SO S0E SeSe Sews SiC Sy S4es SR ebt 4ted Bass bme Rewe Sies sese soen

| Release 2.1 86/903/03 VMSECURE (c) 1984, VM So
i

| # ¥ ® Usevr Selection Menu % ® %

|

| Usevid: JONES Manager: CSMGR

]

| F e wm e mm e e wn e an an e e me e e e e o e e e o

] ] J

{ | Selection: For Device: 171 |

! | ]

| e me me e e em e en e e e e o e e e o e w4

]

| Selectionsg:

|

I 1 Logon Storage Size and Password 7 Define a Link to Anothey Use
] 2 Minidisk Link Mode and Fasswords 8 Review/Remove Links By Other
I 3 Vivtual Machine Options ? Account Numbey and Distribut
| 4 Logical Line Editing Symbols 19 Delete a Link to Another Use
I 5 IFL System Name and Farameters 11 Review the Directory Entry

| & Screen Colors anwd Highlighting

' aacs 0re Sesm SIS S9te RS bu Swes S0te FRLe Sase SIS WP W e et (0% S000 SIS S00r Wee SaiE WIS e es Sece Sesk WS Wess e Fese feBe Seie ey Ssbe Sets des dte W Sese esu B Sece iaes SPie Ees WM W mor R SsE SN FIS 10S0 e Sury SIS PEN S0rE R AN 4006 %000 FeE seve wes W
| FAt: Cancel FFi: Help FF3: Quit FFi@: Frint

+-. e e P S4ss 1ere mes Mus ees MAl MRS Seee sers Seas M ME Pabe Nsy WES S Win M4 Wie seie bers inte iein e sese Wil sede Hie dper miv Mds beid File bevs sede uR Mire Mie se FeRe eve Wie fous bse Grre Mabe PR b M4e Sov ST eir Gere i s WeGe MHeE eee WS MSe Sese WIe Sied e

Figure 1. User Selection Menu

8 VMSECURE Userv's Guide Release 2,1
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In the SELECTION fieid, type the numbey that
corresponds to vour selection.

VMSECURE displays the default vivtual device
address, 191, in the FOR DEVICE field. A vivtual
device address is vequivred for Selections 2, 7, 8,
and 10, If a virtual device address other than {91
is desired, type that addvess in the field.

Fress ENTER to display the screen associated with
the specified function.

Using the USER Subcommand K4
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When a screen is initially displaved, the cursor is
positioned at the first non-blank data entry field. To
pevform a function, enter the data requested on the
ECTeen.

Some fields on the screen may already have a value;
these are default values provided when VMSECURE can
anticipate the values vou might want to enter. Default
values can be overridden by placing the cursor at the
fielid and entering the desired value.

Some fields on the screen are Lleft blank., In most
cases, you do not have to fill in each field since
VMSECURE can calculate the necessary values from data
vou have already provided.

Most of the screens requive that you enter at least one
value. If VMSECURE determines that no fields were
modified, the function is not pevformed and the menu is
redisplayed.

When vyou have finished entering data, press ENTER., If
VMSECURE determines that you have left an essential
field blank (that is, remaining values canmot be
determined until a value is supplied for that field),
the cuvsor is vepositioned at that field., You must do
one of the following:

Enter a value to continue.
Fress FA1 to cancel the USER subcommand.

Fress FF3 to quit the screen without performing the
function.

At the bottom of each screen igs a List of the special
function keys available to that screen and their
neaninas.

Some USER subcommand functions rvequive a virtual
address specification., If a virtual address is not
specified, 191 iIs5 assumed. If you wish to specify a
virtual address other than 191, specify the address in
the FOR DEVICE field on the menu.

It is important to note that the functions performed
with the USER subcommand ave made to a copy of your
divectory entry. Therefore, should you decide that vou

VMSECURE User's Guide Release 2.1
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do not want to save any changes, you can use FPAY from

the menu to cancel all

changes. PFPAf indicates that a

changes made to the copy of vyour divectory entry ave

he discarded.

Uging the USER Subcommand

L1
to

i1
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2.4, SPECIAL_EUNCTION _KEYS

Within the VMSECURE user screens, the following kevs
perform special functions:

————— 21 Forward tab kev. Moves the cursov to the
beginning of the next data entry field.

| {=mmmmeeme Reverse tab key. Moves the cuvrsor back to
the bedginning of your current field or, if
the cursor is alveady at the start of a
field, to the beginming of the previous
field.

ENTER Sends screen data to VMSECURE. If changes to
the screen data ave valid, VYMSECURE modifies
a copy of vyour divectory entry. If no
changes ave made to the selected screen, the
menuy is vedisplaved., If a field is
incomplete or invalid when ENTER is pressed,
the cursor is repositioned in that field and
the system may display a status message at
the bottom of the screen. When ENTER is
pressed from the User Selection Menu, your
directory entry is updated online.

PA1 Cancels the VMIECURE session and returns the
user to the CMS envivonment. The FAT key
restoves the usev's directory entry to its
original contents at the beginning of the
VMSECURE session. Since Selection 8,
Review/Remove Links by Other Usevs, modifies
divectory entries other than the requesting
usevid, the FA1 key ends the VMSECURE session
but does nat cancel any changes made from
this screen.

FA2 Changes the passwovrd display mode on screeng
containing a password field., Fressing PAZ2
initially makes the curvent password visible
to the usery. FA2 may be digsabled at vour
site by the VMSECURE system administrator.
Note:

Any data keved but not ENTERed is lost
when FA2 is pressed.

CLEAR Refreshes the screen to its initial values.

12 VMSECURE User's Guide Release 2.1
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PF1

PF3

PFi©

PFt2

Displays online help information for the
current screen.

Guits the curvent screen without performing
any updates. If vou have made changes during
the current VMSECURE session and press FF3
while the User Selection Menu is displaved,
YOUu receive a message instvucting you to
press FA{ to cancel changes made during this
VMSECURE session or to press ENTER to
complete the changes.

Frints the curvent screen and sends screen
data to VMSECURE. Fields in non-display mode
are not printed.

Ends the VMSECURE session after pevforming

any updates on the current screen. The User
Selection Menu is not redisplaved.

Using the USER Subcommand 13
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- GHANGING. LOGON. STORAGE_SIZE_AND_EPASSWORD

Use Selection 1, Logon Storage Size and Fassword, to
change the logon passward and the default lLogon storage

5i

ze for

your virtual machine. The screen associated

with this selection is shown below:
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Sel

03 ¥MSECURE (c) 1984, VM So
sction §: LLaogon Stovage Size and Fassword

Usevid: JONES

d mm e mm me e am e e e we am me me ae e e an e e e e a4
| |
| Storage Size: M Fasswoyd: |
| !
+ —_e oy - - e s e v - - - - o, - v - woe oee - - - - v +

Note:

FF

Fress FA2 to reverse password display mode.

{: Help FF3: Qu|t FFi©: Frint
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Figure 2. Logon Storage Size and Fassword Screen

Procedure:

10

To ¢
stor

hangae your Logon storage size, type the desived
age in the STORAGE SIZE field.

Notes:

CF will round the specified storage size to a
multiple of 4K. The divectory entry will
contain the storage size you specified, but a
CF QUERY VIRTUAL STORAGE command will show the
sgtorage size as a multiple of 4K.

The last chavacter wmust be K or M (iM=1024K).

Minimum size is 8K; maximum size is 16M. The
directory entry for your userid may define your
maximum size as less than 16M. If the size you
specify is less than 8K, the directory entry

VMSECURE User's Guide Release 2.1



ool

g

will contain the storage size you specified,
but a CF QUERY VIRTUAL STORAGE command will
show a storage size of BK.

2. To change yvour logon password, type a one- 1o
eight~character password in the FASSWORD field.

Notes:

(ol ool ool S S S

Lo lic R oo Ro ol o

fod oo oo’

< oo o

Lo oo

9]

o

XU.JANES

3.

4A

When the Logon Stovrage Size and Fassword screen
is displayved, the password is in non-display
mode. To view the password, press FPAZ. Any
change to the screen that has not been
processed by ENTER is Lost when FPA2 is pressed.

If your site has implemented password
suppression, or the Fasswovrd Encryption
facility, vou canmmot view your password at a
terminal, and the scveen is slightly different
from the one shown in Figure 2 on page 14,
When vyou change vour Logon password, you are
prompted to reenter it for verification.

You cannot change vour Logon passwovrd to NOLOG;
NOLOG is a special password that prevents a
userid from being logged on. NOLOG should be
used only by directory administrators to
deactivate a userid but still allow access to
its minidisks.

Your installation may have contvrols to ensure
that your new password is not one you have used
in the past.

Fress ENTER to verify field entvies.

Fress ENTER again to initiate the update or press
FFX to quit (cancel the chanaes).

Using the USER Subcommand 15
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Rab. CHANGING MINIDISK . .LINK MODE._ AND PASSWORDS

Use Selection 2, Minidisk Link Mode and Fasswovds, to
change the Link mode for the minidisk specified on the
User Selection Menu and to change the read, write, and
multiple passwords associated with the minidisk. Ry
specifying a password for a minidisk, you make it
possible to shave your CMS files with other users. The
screen associated with this selection is shown below:

+ St e Sete mes Pews wru beie Mes N Hbu wer ames elw Him bese SAS ShHS Was bess eim Teld busw seds Smbe HIM ases M Seet SHin Safs Gt TS e aeee sebe betv Tem M eAS ST St MR TR Wi ety Fbs Yees Ses Sees mel MOD ANeh Aabe mine ST oM A0ce MR SHM MEe Med TS Sess Seie MM MAs tele S0

Release 2.1 86/03/03 VMSISECURE (c) 198646, VM So

Selection 2: Minidisk Link Mode and Fasswovrds

Userid: JONES Minidisk Address: 191 Device Type:
Volume: VMPKO1 Minidisk Location: 804 Minidisk Size:
f§ S e e eme e e e e e see eme e e YV R SR &
| |
{ Link Mode: MK Read Fasgssg: |
| {
| Write Fass: Mult FPass: |
| |
e e eme emi em ewr e e s e e e e e e e e e ame e wme e e ae eme e o

Note: Fress FAZ 1o reverse password display mode.

orer sheu haas 2est Ci UMD haue Seet S4st GG BeeY SRl Bses 4848 Ses Anes SeiE bree Sres vees HORd Shed G00S G040 $E0S et SEos S04 ies SevE G440 NNV Seel SIS 1000 PIUN eme Semd £0S0 Sees Bas Bi0s S04 PWH Yeee SHA HSUS Gees Bies Bear 4RO SEeR Ses Seh Ghee Nees Bame Buer Fesh CRE ML G6re Aok beas 0ee Sobe sae

FAaf: Cancel FFi: Help FF3: Quit FF1i6: Print

I
i
|
|
I
{
I
{
I
|
!
|
!
{
|
|
|
!
]
l
EY

Figure 3. Minidisk Link Mode and FPasswords Screen
Procedure:

i. To change the lLink mode, one of the followinag codes
is required in the LINK MODE field:

R Read~only lLink. The read-only lLink is
established as long as no other usevy has the
minidisk in write mode. If thevre is an
existing write lLlink to the minidisk, no [Link
is aranted.

RR Read-only Link. The read-only Link is

established even if another user has the
minidisk lLinked in read or wvite mode.

i6 VMSECURE User's Guide Relevase 2.1
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W Write Link. The write link is egstablished
only if there are no other current links to
the minidisk. If there is an existing read or
write Link, no tink is aranted.

WR Write and read Link. A write Link is
established if available. Othevwise a
read-only Link is granted.

M Multiple Link., A write Link is established if
no user already has a write Link to the
minidisk. If a usevr has a write Link, no Link
iz aranted.

MR Multipie read Link. A write Link is
established if no user already has a write
Link to the minidisk. If a user has a write
Link, a read lLink is granted. (Unpredictable
results can occur if a user has a vead link to
a minidisk that is being updated by a user who
has a write Link.?

MW Multiple write Link, A write Link is granted
in all cases. (More than one user writing to
the same minidisk can result in a permanent
Lloss of data.)

\'} Yirtual reserve release. This specifies use
of CF virtual reserve/release support in I/0
operations when it is appended to the right of
the access mode, ag in MWY.

2. To change any or all of the passwovrds appearing on
the screen, type changes in the READ FASS, WRITE
FASS, and MULT PASS fields.

Notes:

i valid password entry is one to eight
chavacters in length and containg no blanks,
left parentheses, or rvight parentheses.

A vead password must exist before a write
password can be entered; both read and write
passwords must exist before a multiple password
can be entered.

When the screen displavs, the password is in

non~display mode. To view the password, press
Fa2. daAny change to the screen that bhas not

XU JANES Using the USER Subcommand 17
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3. FPres
4. Fres
FF3

VMSECURE User's

been processed by ENTER is lost when FAZ is
pressed. If your site has implemented password
suppression or the Fassword Encryption
facility, vou cannot view passwovds at vour
terminal.

When vou ave in non-display mode and enter a
password with fewer characters than the
axisting password, press ERASE EOF to clear the
remainder of the old password.

s ENTER to verify field entries.

5 ENTER again to initiate the update or press
to quit {cancel the changes).

Guide Release 2.1
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2.7. . . SETTING..

VIRTUAL _MACHINE _OPTIONS

Use Selection 3, Virtual Machine Options, to select
CONY ov remove (OFF) options associated with your
userid and to enter a virtual CFUID to be associated
with your vivtual machine. The screen associated with
this selection is shown below:

+..-.....-..-..n-u--»---....—.-n-..-n—un-.unm--«-—--n---.---u---‘-----»--n-..-o.....-.-.-.-—----—‘-—---n-~.-a.-.‘~.--.-.-n-----------n..--..--...»--.-.--u-nm---—-»-..-...

Relevase 2.1

|
|
}
|
]
|
!
|
i
|
I
|
]
|
I
|
]
]
]
|
| FPAT: Cancel
+

Figure 4.

XUJANBS

8&/03/703 VMIECDCURE (o) 1986, VM So
Selection 3: Virtual Machine Options

Userid: JONES

T R N R
I I
{ REAL TIMER: OFF ECMODE: OFF BMX: OFF |
J I
] SVCOFF: OFF VYMSAVE: OFF ISaM: OFF !
| |
| CPUID: ]
] |
T I SR R P PP

Note: Specify ON or OFF or enter the desived CFUID value in hexa

v e Laet wee coss 0h Beas Arts Mas Sosy Men MU Mis M4 mas Sote Seis WP bebe Ses Wae A Min Tes Sere W is Mebs Wis nby ep dese ceiw MMos WOu Ms bt Gele N4e PS4 MOs Mmde M WEs i Mss b Wl i MM Wi4 G0h seee Seer s Sese e Mas el M Bets M bl S SR s e tese o

FF{: Help FF3: Quit FFi0: Print

Virtual Machine Options Screen

None of these options is necessary for novrmal OMS
operation. Some of the options result in increased
system ovevhead. For more information, vefer to the
documentation on the CFP SET command in IBM VM/SF:.. . CE
Coonmand. Reference for _General Users or check with your
VMSECURE dirvectory manager.

The options and their definitions are listed below:

REAL TIMER When this option is ON, the timevr for the
vivtual machine i updated during virtual
processor vun time and wait time. When
the option is OFF, the timer vreflects
only virtual processor run time.

Using the USER Subcommand i9
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ECMODE When this option is ON, the vivtual
machine is allowed to run in extended
control mode. The option is requived for
certain operating systems and vivtual
machines. When the option is OFF, the
virtual machine runs in basic control
mode .

BMX When this option is ON, virtual machine
I/70 chawmels ave simulated as block
multiplexer chanmels instead of as
selector chanmels.

SVCOFF When this option is ON, CF handles all
SVD interrupts for the vivtual machine.

VMSAVE When this option is ON, virtual machine
registers and real stovage contents arve
saved on DASD space if the virtual
machine is terainated.

ISAaM When this option is ON, special chamel
command word translation routines arve
provided to permit OS/FCF, MFT, and MVT
ISAM opervation.

CFUID With the previous vivtual machine
options, valid entries on the VMSECURE
screen are ON or OFF. For the CFUID
field, only one~ to six-chavacter
hexadecimal entries are valid., This
value is reflected in the information
stored by the STIDF instruction. See the
SET command in the CF_Cowmmand._ Beference
for . Geveral Users or check with your
VYMSECURE divectory manager for further
information.

Procedure:
1. To activate an option, tab to the desived field,
clear the field, and type ON. To deactivate, type

OFF or sieply clear the field.

2. To change the CPUID, type the new CFUID in the
CFUID field. To remove a CFUID, clear the field.

3. FPress ENTER to verify field entries.

20 VYMSECURE User's Guide Release 2.1
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4, FPress ENTER again to initiate the update, or press
FF3 to quit (cancel the changes).

Note:
Your new vivtual machine options becomne your default
values the next time vou Log on. The CF SET command

can be used to change any of these values for your
curvent session.

Using the USER Subcommand 2
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2.8 _SELECTING LOGICAL LINE_ERITING SYMBOLS

Use Selection 4, Logical Line Editing Symbols, to
change the terminal logical lLine editing symbols
established by default when you log on to VM. To
determine the defaults in effect at vour installation,
issue the CF QUERY TERMINAL command. The screen
associated with this selection is shown below.

4001 4mb Liu 4o shek ars hise g0l BeeS suss She Sgen Ses SERe BSS Sed VUMD vest S0us gRET S0ae BUPS SBIS Ssme AMve 4Mee its Seee VEes Srs Sees SeF G0ss SOl WeSt 4%4d Fibs Seed SRS Seee Sabs beES Star SWL H0re Sret £ess Sees Nmme SSed Soss Reuy Sees 4out hevr MAee Sery ST A simb sbve FSCH 40be Sbes Ted mevt Ten Homd ¢

Release 2.1 846/03/03 VyVMSESECURE (c) 19846, VM So
Selection 4: Logical Line Editing Symbols

Userid: JONES

[ T e e e sme e ame e e e O
| |
| Livne End: ON lLine Delete: ON |
| |
} Chavacter Delete: ON Escape Character: ON !
| |
.’. ey s - e anee e ey s e ey e oy e v po P P [N o peos . . .'.

Note: Specify symbols with a single character, a two~digit hexaded
value, or ON or OFF.

FAt1: Cancel FFt: Help FF3: Guit FF1O: Frint

Fiagure 5. Logical Line Editing Symbols Screen

Procedure:

. To change a symbol, tab to the desived field and
type one of the following for each symbol changed:

The desived symbol
The hexadecimal representation of the symbol
ON to select the system default svyaebol

OFF to disable a specific Line editing
funiction.

2. Press ENTER to verify field entries.

rJ
[2%]

VMSECURE User's Guide Release 2.1
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Fress ENTER again to initiate the update or press
FF3 to quit {(cancel the changes).

Note:
Your new selections become your default values the
next time vyou lLog on. The CF TERMINAL command can

be used to change any of these values for vyour
current session.

Using the USER Subcommand 23



ST

DT DL

bR ol oo o RoRoNololoRoNoRoRoRoRoRoloRol

OO SO S Lo Lo

Lodo B

2.%7. . SELECTING IPL _SYSTEM_ NAME _AND_PARAMETIERS

Use Selection 8, IFL System MName and Favameters, to
define, change, or remove the name of the svstem loaded
at logon as well as the parameters to be passed to that
system., The screen associated with this selection is
shown below:

+ B el e Gh0e Geis bede Seie b4 s Mens Gmle MG SN 006 Seie Wee teie e sete Weie M0e MSs fure Mie Sees Geer SIS Mece SMAS Wie Wi SbH ine Tele SNSs Tast ieid SMGe Gess Muse feed Sare ban Bess Seve Mese mes ese Sela sele ML Ul S Mt MO Stn Sese el tein WY imos Sfe Sse mrr el e aees s o

| Release 2.1 84&/03/03 vVMHMISECURE () 1986, ¥M So
|

| Selection 5: IFL System Name and Favameters

|

| Userid: JONES

|

|

] F s s e e e e e e o e e e e e e e e e e e e

| | |

| | System Name: (OMS |

| ] |

| { Farametevrs: AUTOCR |

] ] |

I T T T

]

|

|

' sote Tote sim Shew wuTe dune tove WM PES FBU IR WMEO BOP S0 Mie WAS BH05 Feie wese Gue ede TN le A0S SEie S0%h SRS sOU mBAE ese mfe Ae PEes BOTD S0re MENG SHR Sase i Sese eme fath ple Sure amie lete Senk Weam Ges SESH P RS SHAs SNAD SeSR deem Sube e SHis MIe M SHSL iy Lest imie e tvas o
} FAY: Cancel FFi: Help FF3: Quit FF{O: Print
+-..-..........n........-...-...--....-.....-...........-.....-......m..........----.-.-.-.-..-..-.--.-.-.-..-........,....-..-....................-....--.-.»........-.-....-..........--............-.‘-...........................

Figure 6. IFL System Name and Farameters Screen
Procedure:

1. To change the system lLoaded at lLogon, type a one-
to eight-character system name (CMS, for examnple)
or the thvee-digit virtual device address of the
system minidisk in the SYSTEM NAME field.

2. To specify or change associated system pavameters,
type up to 30 characters of data to be passed to
the system at IFL time in the FARAMETERS field.
For example, AUTOCR is the pavameter that pervyforms
an automatic "carvriage return® after IFL to allow
vour FROFILE EXEC to execute without intervention.

3. Presg ENTER to verify field entries.
4, FPress ENTER again to initiate the update or press

FF3 to quit (cancel the changes).

24 VMSECURE User's Guide Relevase 2.1
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2,19 CHANGING SCREEN.COLORS_AND. HIGHLIGHTING
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Release 2.1

Use Selection 6, Screen Colors and Highlighting, to
change the IEBM or installation-defined default colors
and highlighting on IBM 3279 color display terminals.
These changes ave effective when CF is managing the
screen formats., Non-colov tevminal display is not
affected by any changes made to yvour directory entry
via this screen. The screen associated with this
selection is shown below:

86/03/03 VHMSECURE (c) 1986, VM So
Selection 6: Screen Colors and Highlighting

Userid: JONES

we  xme  ame eme wme e sms aws aese  swe sme  wme see S . ame ame see

.’. - . - '.
| ~-Areas-—~ ~Color- -Highlight- |
| Input Area: DEFAULT NONE }
| Status Area: DEFAULT NONE {
] CF Qutput: DEFAULT NONE l
| VM Qutput: DEFAULT NONE |
| Input Redisplay: DEFAULT NONE ]
+ +

Lo RoloRol ol ool

o
~A

S DDH O Lol o

Lo o

Cotovrs - DEFault GREen Highlighting - NON
EBLUe TURquois(e) BLI
RED YEL Low REV
FINk WHIte UND
FAT: Cancel FF{: Help FF3: Quit FFi0: Frint

b eus use 4eas 4SS Biry bes Sins AS Bebs So0s Ges Rien Sib ead beps 4903 Ssee Sme PPOP GMe Bat ame $M4 MY wAs YO segs Gser SHSD SRAE UGS 400D SEM Serd S60s P08 ANL $HG bivs sems S06S Se0Y Ber sed siue baes some See GUNL Bers TAr Sees Sere SMSS Seu Seed SieS Siee YOFS HRLK SHve TMS 4ere sess PO RSV Aier eene

Figure 7. Scveen Colors and Highlighting Screen

Colors or highlighting can be selected for any of the
faollowing:

Input Area The field at the lLower left of the
screen where commands arve enteved., It
includes one entivre line above the
status area and all of the next line
before the status area.

Status Area The field at the lower right of the
screen where one of six system status

L]
8]
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messages displays: RUNNING, VM READ,
NOT ACCEFTED, MORE..., HOLDING, or CP
READ .

CF Qutput Information displayed as the result of
a CF command, sduch as the rvespongse to
a QUERY USERS command.

VM Output Information displayed by an operating
system (such as CMS)Y that is runnming
in vyour virtual machine, such as the
response to a RUERY DISK command.

Input Redisplay Information entered in the input area
that is redisplaved in the upper
portion of the screen after ENTER is
pressed.

Procedure:

i. To select colors or highlighting, tab to the
desired fields and type the selected options.

Notes:
Colors avaiilable for display are shown on the
screen in Figure 7 on page 25. The minimum

abbreviations ave shown in uppercase.

You can remove highlights or set defaultl colovs
by clearing the fields.

2. Press ENTER to verify field entries.
2. Fress ENTER again to initiate the update or pvess
FF3 to quit {(cavncel the changes).
26 VYMSECURE Usev's Guide Felease 2.4
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Q.11 _DEEINING A_LINK TO. ANOTHER USER'S. MINIDISK

Use Selection 7, Define a Link to énother User's
Minidisk, to add to vour divectory entry a Link to a
minidisk that belonas to another user. When this
function is selected, the vivtual address of the link
to be defined must be specified in the FOR DEVICE field
on the menu. VM performs the link automatically at
logon. The screen associated with this selection is
shown below:

Sme sms mas wene stet muen purs vers saes smen baae swms ans seu esas sers woms 4sen are e Sius 4ede Sbue beme Sres wess Sems SMe4 iSeb S3et Seee Less Ses Aebe ewe sme 44ed B Sies SR Seus St St RMA Feve GRS BB Bees Ser SEet sed eds $30e Sebe SRes Se emS SSUE Eek 40S berD mers Set been Fher wie dees ¢

Release 2.1 B86/703/03 vVMISECURE () 1986, VM So
Selection 7: Define a Link to Anothey User's Minidisk

Usevid: JONES

Ownerid: Address: l.ink Address:

L.ink Mode: Fassword:

G o e ——

Note: Fress FA2 to reverse password display mode.

FAat: Cancel FFi: Help FF3: Quit FFiQ: Print

+

|
|
]
|
|
J
|
]
{
|
|
|
|
!
|
!
|
|
|
]
e o e e e e St o o b o s e e vt 304 S S e G2 ey S snrg S R4 Sert b S e o e men Snne s 414 S <win 2 e s S sm e e S St St S i3 o sare e et e i S S v e o e wRe Src i e G4 i o
Figure 8. Define a Link to Another User's Minidisk Screen
Procedure:

Tao specify a Link, complete the following steps:

. In the OQWNERID field, type the userid that owns the
minidisk to which vou want to Link.

2, In the ADDRESS field, type the ownev's virtual
device address for the minidisk (for example, §91).

3. The LINK ADDRESS field displays the virtual address

vaou entered on the wenu. Thig is the vivtual
address at which you want to Link the specified

XUJANSS Using the USER Subcommand 27
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minicdisk. You can chanae the lLink address, if you
desive.

In the LINK MODE field, type the mode in which you

wish to link this minidisk. Link modes are

explained in the section "Changing Minidisk Link

Mode and Fasswords® on page 16.

In the PASSWORD field, type the owner's Link

password for the minidisk.

Notes:
A read password is required for R and RR Link
modes; a write password is vequived for W and
WR link modes; a multiple password is required
for M, MR, and MW [Link modes.
If the password for the desived minidisk is
Al.L, no password vneed be specified.
If the userid whose minidisk is being Llinked
has not specified a password, the Link cannot
be completed. If the Rules facility is
installed, a vule must exist that allows vyou to
Link to the other user's minidisk., If no rule
is found, the installation—-defined default is
applied.

Fress ENTER to initiate the update or press FF3 to

quit (cancel the changes).

User's Guide Release 2.1
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R+12. . REVIEWING OR_REMOVING LINKS BY OTHER.USERS

Use Selection 8, Review/Remove Links by (Qther Users, to
veview or remove Links to vouvy minidisk that have been
specified in other divectory entries. The scvreen
associated with this selection is shown below:

s amee osme veee aras ont 1een 4ome 4sae Geet 4300 S00b 4ome GRaS Gran SSC GBER Sus Stes Sems 4ass Sies ers $USE Sews SRES GAet oSN Sens SRS BN 4NN SAR $00 een Acke FiRS EISE 4008 SRee SRL 564 SRS BRms GRS SenE G044 BAKS FRL S0nd Sers Bue ares BIOS SELT Set $d Be0s FAEN BAAK SRk ARFS TS 000 4340 Simt Snut srae deee

Release 2.1 86/03/03 VM SECURE (c) 1986, VM So
Selection 8: Review/Remove Livks by Otheyv Users

Userid: JONES Minidisk: 1214

Userid Vaddr Userid Vaddyr Userid Vadd

ALICE 205

b ————— &

s mee sk me e s maw s sis mes  wer s s mm me mes s s we e s me me ses mm s me se me e

Note: To remove anothey usev's Link to vyour minidisk, clear
corresponding field and press the ENTER key.

4as saue 4mt 4mrs Seme susk SIad wivt Sove 44ss Shue PESE SUbE OPE SIYL 404 Bere S40E PEE SERS VNS Bees Sams SFOS SMG HImK Bieb Mt Gere S Besd Sed bees SRS burs SShs NeSS $SLS Sees SRSN RES4 bER FSeE eus Ssee Same Teus Gove SArS Se4S BNE Bies Bese sise Sees Tes biss ST SNE WEe GH Srvh e Sowt kims seat sers o

FA1: Cancel FF{: Help FF3: Quit FF{O: Print

|
I
!
I
|
I
I
I
{
|
!
I
[
I
|
!
I
I
!
I
|
$- -

Figure 2. Review/Remove Links by Otherv Users Screen
The USERID field above the bhox displays your userid.
The USERID fields within the box display the userids
having a Link to the minidisk shown in the MINIDISK
fielid., The VADDR fields display the virtual addresses
assianed to the minidisk when linked by the specified
useyids.
Procedure:

To remove a Link, complete the following steps:

{. Position the cursov at the selected usevid and
press the ERASE EOF key.

2. HRepeat step 1, as necessary, to rvemove other links.
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3. Fress ENTER whew all Links 1o be removed have been
cleared.

4, Press ENTER again to display any additional lLinks.
Notes:

. When you exit VMSECURE after vemoving a Link to
vour minidisk, vou may receive the message
DIRECTORY NOT CHANGED. This is because removing a
Link does not update vour dirvectovry entry; it
changes the divectory sntry of the userid that was
Linked to vyour minidisk.

2. CF links established with the CF LINK command are
not displaved, Only divectory lLinks can be vremoved
via WVMSECURE., To determine who is curvently linked
to vyour minidisk, use the CF QUERY LINKS command.

VMSECURE User's Guide Release 2.1
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Q.13 _CHANGING ACCOUNT _NUMBER_.AND_DRISTRIBUTION. CODE

Use Selection 92, Account Number and Distvibution Code,
to change the account number to which your usage is
charged or to change the distribution code associated
with your spooled output. The screen associated with
this selection is shown below:

e 4000 soms wree s s vatn dorn sene atas sn aet 4md bove Hem 4 iad 2obs odns Bes Sied Sk Peks Simd Beee S0ek S4NS SAH 2006 Sind SemS 4i0d 2SS 4ias Tere Bt Sies 44us S eun S00S S4eT SAre So4E Save Bewe Giee 308 3005 Bews Lrs Sout TAeS TN Tead 4ivn Yeus Tiks Seed bier vevs amn Ssus Sems Suen vems s

Release 2.1 8646/03/03 vVMISECURE () 198646, V™
Lelection 9: Account Number and Distribution Code

Usevid: JONES

Account: 123454678 Change: 14

Distribution Code: CHOFIN

B oo o e ——
Fom - 3

Account Change: i1 Next Logon
2 Temporary
3 Immediate

Faf: Cancel FFi: Help FF3: Quit FF10: Frint

Figure 10. Account Number and Distvibution Code Screen

Procedure:

'+ Lees Grme Sans Bens 4200 Basr SReR Lesd BURS GWS 40 Snes bms FSee N0HE Geee 4480 BOST SENS Wive bems Tewe GMO MG S4NE $800 SNEF SO Save Mous Sisd Seed S0t Sser Sens S0us Boes Samp SEHP SRS Seve Beve Sme SSL Shed Sous Bove Ses See SRS bevs siwe SeN SRS Be0s Sd Sres Sbws mees Ses semd Sers sees Snse

So

i. To change your account number, type the new one- to

eight—-character account number in the ACCOUNT
field.

2. If vou change the account number, you must type an

account change code in the CHANGE field. Valid
entvies are as follows:

| Indicates the change will be in effect the
next time you log on.

2 Indicates the change is in effect immediately

and remaing in effect until vou log off.

XU JANES Using the USER Subcommand 31
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K | Indicates the change is in effect inmediately
and is pevmanent.

Notes:

Account number changes may be lLimited depending
on installation-supplied exit routines.

If YMACCOUNT is installed at your installation,
theve is no CHANGE field on the scoreen and the
account change is in effect immediately and is
permanent {(change code 3).

To change your distribution code, type a one- to
eight-character word to be associated with your
pyinter or punch output.

Notes:
Distribution code changes may be Limited
depending on instaliation-supplied exit
vautines.
If you delete your distribution code, vour
uservid is supplied as the default distribution
code.

Fress ENTER to verify field entries.

Fress ENTER again to initiate the update or press
FF3 to quit (cancel the changes).

VYMSECURE User's Guide Felease 2.1
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R.14 _DELETING A _LINK.TO ANOTHER. USER'S_MINIDRISK

Use Selection 10, Delete a Link to Another User's
Minidisk, to delete the Link in your directory entrv to
another usev's minidisk. When thisg function is
selected, the vivtual addvess of the lLlink to be deleted
must be specified in the FOR DEVICE field on the menu.
The screen associated with this selection is shown
below:

e e s come tens et heda i 0 tese mer doun Sete Mse M54 Garm et sved THSY Sebe te Ml e Seek i W4 Cine Mmie Mie Biss SSE A SR Sede (el Benh Cer Sl MOS AN S00 Sete NS Lol SN s Wi Lol Sher Seis S0y WY Sabe fese e Taie dore Sure i Jate eb s Sers v Wi MU s e

Release 2.1 B86/03/03 vVMSECURE (c) 198646, VM Sn
Selection 10: Delete a Link to Another User's Minidisk

Userid: JONES
Link Statement: LINK BELLE 191 199 RR
Do you wish to delete the statement?

Enter YES or NO:

o ———

FAaf: Cancel FF{: Help FF3: Quit FFi0: Print

Figure 11. Delete a Link to édnother User's Minidisk Screen

Procedure:

{. To delete the lLink specified, enter YES. Specify
NO if vyou do not want to delete the Link.

2. Fress ENTER to verify field entvies.

X. Fress ENTER again to initiate the update or press
FF3 to quit {(cancel the changes).

XUJANES Uging the USER Subcommand 33
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R.13 . _BEVIEWING YOUR_DIRECTORY. ENIRY

Use Selection 11, Review the Directory Entry, to use

XEDIT to view a file that containsg a copy of vour

directory entry. The XEDIT screen associated with this

gelection is illustrated bhelow:
.*. €h0s ases mcer sbes sbat shas seer Seed vhet (IS dTus smes $ias sene PR AMac Thrs vhed Had GEEd Siee oS Fius 4008 0509 Dhre BiSe 90Sd F4S BUEL 2hes TEe St SBes SHE bee seté cher 8065 BH04 amee Eas Foed LIS SIS hees sier PIRS ERiE Béet Bere ears 2ess Prvd TSRS Shes T Seme Ered Tard Abee seus Jere svse BSrs Sems vess wews
FINANCE DIRECT A0 VvV 80 TRUNC=72 SIZE=19 LINE=0 COL=1 ALT

POOBO * % x TOF OF FILE % x %

00001 USER FINANCE *exxxxxkx i iM G 64

QOO %FW= 85/12/13 FINANCE

NO0O3 *ED= B&/01/13 09:48:10 AULTHMGR MaANAGE 85712713
QOO04 *HS 01/24/86 10:49:27 Accepted Logon from 513

QO005 #HS 01723786 06:18:13 Rejected Link by SNOOF to 191
QOOOS *HS 01/22/84 10:01:15 Accepted Logon from 513

NOOOT? #¥HS O1/721/86 10:23:18 Accepted Logon from 513

QOB *FlL= %

QOO0 *lL= 10:49:27 EST Wednesday ©01/722/86 from SAZ

00011 ACCOUNT 20000000 RECEIVE

00012 IFL CMS FARM AUTOCK

Q0013 OFTION ECMODE

00014 CONSOLE 009 3215

06015 SFOOL 00C 2540 READER =

HOOIS SFODL 00D 2540 FUNCH A

00017 SFOOL 00E 1403

00018 LINK MAINT 190 190 RR

Q0019 LINK MAINT 19E 19E RR

OOO20 MDISK 191 3373 312 1 VMPK?9? MR %%%%%%%%
Q0021 MDISK 192 3375 9535 2 VMFKP9 MR satioksien
POO22 % % % END OF FILE » % %

mammma

XEDIT

B e iy S i S — — t— i~ — —— > — —— o oo s 1t o iy e e oo o ot e

Figure 12. Sample XEDIT Divectory Entry File
Procedure:

i. After selecting function 11, a screen similar
the one shown above displavys., Review the
information., No changes can be made to this
SCYeen.

34 VYMSECURE User's Guide Felease
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#ED=

*FL=

#HS=

*Li=

#P =

To exit this XEDIT file, type FILE or QUIT after
the command avvow (====3}), ov press FF3.

Notes:

The filename is vour usevid, the filetype is
DIRECT, and the filemode is AO.

Because the file is written to disk, a
read/write Link to an A~disk is requived., When
vaou gquit the file, it is erased from vouyr
minidisk., The function overwrites any existing
file with the same fileid.

ief description of the special divrectory comments
by VMSECURE follows. For move information, see
directory manager.

Edit statement. Records the date and time your
directory entry was last updated, the usevid that
performed the update, and the VMSECURE subcommand
that was issued. For userids created after
VMSECURE Release 2.1 was installed, the userid
creation time and date are listed along with the
userid of the dirvectory manager who created the
userid. Fovr userids alveady existing when
Release 2.1 was installed, the last subcommand
issded for the userid and the time and date the
userid was edited with VMSECURE Release 2.1
running are lListed.

Flag statement. Specifies the status of your
Llogon password.

History statement. Recovds successful and
unsuccessful attempts to access your virvtual
machine and minidisks.

Last Logon statement. Records the date, time,
and terminal address for the last time your
userid was logged on. The information recorded
is displaved at next logon for your verification.

Fassword History statement. Records the date
your logon password was last chanaed.

Using the USER Subcommand 35
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3.9, USING THE MAINT. SUBCOMMAND

The MAINT subcommand enables users who do not have 3270
display terminals to perform VMSECURE functions. The
MAINT functions described in this chapter correspond to
the futl-screen USER subcommand. Use the MAINT
subcommand to modify certain chavacteristics of your
virtual machine.

3.1 .MAINT._ SUBCOMMAND

The MAINT subcommand allows you to modify certain
charactevistics of vour virtual machine.

Each MAINT function is explained in the following
sections. Issue the MAINT subcommand by completing the
following steps:

i. Log on to vour userid.
2. Type "VMISECURE MAINT function® and press ENTER.

3. When prompted, type your logon password and press
ENTER. For certain functions, you will be prompted
for furthey information necessavy to complete the
subcommand.

4. If the syntax and information arve covrect, the
directory will be updated and vyou will receive the
nessage:

DIRECTORY UFDATED ONLINE.
R;

The general syntax of the MAINT subcommand Line is
shown below. Each subfunction is summarized.

The format of the MAINT subcommand lLine is:

+..- b emee sora wae sers sest ese ais Meme Mede Mes e boss dese ..-.+ M4se mte sube Svre muw seus it Soiw Sesh Shew A WA Shve Mo Wee ML S4e¢ W6 Beie Guee Sess Sese ed Sale 6N Sese TR St MRSE S90S TRS HSe Sufe Mesd 900 Gube 0S8 Gede Gree Gest Sebs bees sews Anes ety sems Ase iase Eebe +
| | |
| VMSECURE MAInt | function ]
| | |
s o urs o aane e s s s snas 4w 4125 vn 41ee sme 4mes s s St i 4o SR S8 1t s S 4R b0 Sk SR Aink S enk Rt SRS S S Aees P i S oS S Rens S RS S0 45 A Hish St 4B S £ Sms Saes s 43 en Gre ins 2ot it s S rnn s oo

Any of the following are valid for “"function®:

ACCOUNT wewacct (IMMEDINEXTLOGITEMF>

XUJANSS Using the MAINT Subcommand 37
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VMSECURE

Use the ACCOUNT function to change the account
number to which your usage is charged.

DEFINE wvaddri vaddr2

Use the DEFINE function to change the vivtual
address of one of your wminidisks to a new address.
"vaddri® specifies the existing virtual address of
the minidisk, and "vaddr2" specifies the new
address.

DELETE vaddy

Use the DELETE function to delete your directory
Link to anothev user's minidisk. *vaddr" specifies
the virtual address of the divectory Link you wish
to remove.

DISTRIE newdist

Urse the DISTRIB function to change the distvibution
code associated with your spooled output.

HELF 17

Use the HELF function to display a brief List of
the MAINT subcommand functions and theiy opevands.

IFL <(sysname|vaddr <(FPARM parameters?>

Use the IFL function to specify the system to be
IFLed at logon and any parvameters to be passed to
the IFlLed system.

LINK ownerid ownervaddr yourvaddr {(mode>

Use the LINK function to set up a divectory Link to
anather user's minidisk. Directory Llinks are
performed for you at logon.

MDFW (vaddr?

Use the MDFW function to display the passwords for
vyour minidisks. If a virtual address is not
specified, passwords fovr all vyour minidisks are
displayed. Your installation may choose to mask
minidisk pagsswords.

User's Guide Release 2.1
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MGRID

Use the MGRID function to determine who vour
dirvectory managev is.

MINIDRISK wvaddr

Use the MINIDISK function to modify the Link mode
and read, write, or multiple passwords for your
minidisks. *vaddr® specifies the virtual addvess
of one of your minidisks.

OFTION aptname ON{OFF

Use the OFTION function to select (ON) or remove
(OFF) vavious attributes associated with vour
userid: REALTIMER, ECMODE, BMX, SVCOFF, VMSAVE,
IfaM, and CFUID. None of these attributes is
necessary for normal CMS operation.

FASSWORD

Use the FASSWORD function to change your logon
password.

REVIEW

Use the REVIEW function to rveview all directory
control stateaments in vour directory entry. The
REVIEW function provides information about existing
directaory links and all vivtual addresses
associated with vour usevid. This information is
needed for the DEFINE, DELETE, LINK, MINIDISK,
MDFW, RLINK, and SCRATCH functions.

RLINK wvaddr

Use the RLINK function to review and optionally
remove any directory lLinks that other users may
have defined to one of vour minidisks. This
function is particularly useful when vyou determine
that data on your minidisk should no longer be
shared with other usersg.

SCRATCH vaddr
Use the SCRATCH function to scratch and format one

of vour minidisks. *vaddr " specifies the vivtual
acddress of the minidisk.

Using the MAINT Subcommand 39
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STORAGE sizeKlsizeM

Use the STORAGE function to change the amount of
virtual stovage your userid is set up with at
logon. Virtual storvage can be modified after logon
with the CF DEFINE STORAGE command.

TERMINAL kevward ONIOFFlcharihex

Use the TERMINAL function to modify the terminal
logical line editing symbols set for vour userid at
logon. The symbols that can be modified ave: Line
end, line delete, character delete, and escape
character.

The following sections describe each of the MAINT
functions in detail.

VMSECURE

User's Guide ) Release 2.1
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302, MODIEYING. YOUR_ACCOUNT . .NUMBER

Use the ACCOUNT function to alter your vivtual
machine's account numbeyr.

The format of the ACCOUNT function is:

T -
| | |
| | + + |
| VMSECURE MalInt | Account newacct [ IMMED | |
] ] INEXTLOGH |
| | | TEMF ] |
{ | + + |
] ] !
e o e e st s e e s e st st s s oo e ol o s s s s e Sk ok STh RS s R AR LS00 e ot e S S SR e B St B S S804 NP SR ek B0 Sk B S S0 i S R S S S S Sts s S i i so s o o
wheve:
newacct specifies the new account number you wigsh to
have. Your installation may have
restrictions on what account numbers you can
use .
IMMED specifies that the new account number is

effective immediately and is permanent.

NEXTLOG specifies that the new account number will
become effective the next time vyou lLog on and
will be permanent. NEXTLOG is the default.

TEMF specifies that the new account numbery is
effective immediately, but only until vou log
off. When you log on again, your old account
number will be in effect.

Usage Notes:

1. If VWMACCOUNT is installed at your installation,
tempovary (TEMF) and next logon (NEXTLOG) account
number changes are disabled. The only valid
account number change when VMACCOUNT is installed
is effective inmediately and is pevrmanent (IMMED).

2. Account numbevy changes may be limited depending on
installation~supplied exit routines.

XU JANES Using the MAINT Subcommand 41
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Examples:
i. To change youy account number pevmanently to

61555000 and to have the change become effective
immediately, enter the following:

+...--.....--...-..............................................-..................-...................-............-..-....‘.u..........4......’.-.....-...........‘..-..-..--‘.-......-..................»..._........_.......,......-.._......‘..f.

vsecure maint account 01555000 immed
ENTER YOUR LOGON FASSWORD:

] !
! !
] !
] |
I DIRECTORY UFDATED ONLINE. J
[ 3 {
I ]
+ +

2. To change yvour account number to 91555002,
affective immediately and rvemaining in effect until
logoff, enter the following:

off s e o cam et s ves ceie sas4 sebe sat Srer Secs bes et Seob mate Seke beos un Sase ks iy Serm Cibs SOH S6R SeR Shin Rt SHSE Sei St Siie SRL s Seas Seme s e el Gele Sase s Semm Sk Rt s SN Lesb em A Sens Sese Lece et deme Seks Suie s Sese seew seve mere wus e i

vinsecure maint account Q91555002 temp
ENTER YOUR LOGON FASSWORD:

]
{
I
|
R; |

|
ohet wime Hind GMes pess mewr et Simd asbd abus s08s S RIS BORS SS4T BeRE POSs Siee e EAE4 Ss6s G09s FIAP LESY EEwe SESe PEET FEss SEEM SSNe SNES GOPE PSVS Biar SISE SESE Seme WS SEMS SMME AENS G4 NORS SEPT BIEP G004 ABNS Aue S0as Leee Beus VEIH oms S=ed Sase SEEE S40E Sees aRe G304 S0t Beat beuy Bane bers Seee .*.

!
!
I
!
I
{
ES

3. To change vaur account number to 02003001,
effective when you next log on, enter the
following:

.’. Ams s eme erad 4ot BE4S S04 SoaD S4ee beer SRS 4SES G306 BISS E2YS Gare YOS ROST SeS Sar Fevs SRS SR SHOY SHH Sies Eves ReS REVS Ses Pers SeN SANS GBS SO0 Suee SaT $60E UM HOVE TIPS Sive ReSs EAis B4mS PIPS FSed B0ss Siet TALE SENS FESn GeES Sred TGS GFes SSER Eivi eas NASY G9SD upd Pus Sevs wEr seed .'-

vsecure maint account 02003001
NTER YOUR LOGON PASSWORD:

]
]
E |
|
DIRECTORY UFDATED ONLINE. |
R; ]
|
"

e g —— A ——

o stes nons oves brms Sews sous pess seen tred Sevs eoes ee SE4S SHE Gree bind rME G304 404t Seas B4Ar 4308 TNG SES SRS SLAL TEEE SRS 45T AS PIEG beve Serd PEbs BEse Aves SSee S8I% Sive Sme BEEE SO LA BebT SUAY PURS Sre el ss PG TiRS H0vS PHS Tors Beve sree St Shee bakd Kows Sus nmve viws hiet Sere Sems o

Note: You do not have to specify NEXTLOG on the
command Line because it is the default.
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308 CHANGING _THE_VIBTUAL _ADDRESS_OQFE _YOUR MINIDISK

Uge the DEFINE function to change the vivtual address
of one of vour minidisks. Divectory Links to this
minidisk are updated to reflect the new virtual
address. Minidisk passwords for the minidisk remain
unchanged.

The format of the DEFINE function is:

B e S e e E e S ek

| | !
| VMSECURE MaInt | DEFine vaddr{ vaddy? |
| | |

= e s = e e 2 i e i o 8 8 = i e i o 2 e

where:

vaddr i specifies the old virtual address of the
minidisk

vaddr? specifies the new virtual address of the
minidisk.

Example:

To change the vivtual address of one of vour
minidisks from 194 to 242, enter the following:

o e e s e e et e oo Fo 4R et S 0 i RS S0 00 4 18 18 e P 4R e o Sede it 4 S0k 40 ke SIS Sn st S0 o 2 e i o Sn s s e 95 RS RS S 40 A0 ks S s Sae Gt i e e S dnt ers e e en o

vansecure maint define 194 242
ENTER YOUR LOGON FASSWORD:

| I
| I
} |
| |
| DIRECTORY UFDATED ONLINE. |
I R; ]
] I
+ s e o

#400 2ms Gime G0n0 Sred 4004 Eiee 4801 ened Sesh €MS G0ss S0ae 404T B8NS SRD GHUP HINS ONd Mind Sesh SFSE DErs EE SIS GOeC Gme BS Ghen Sred SWY Shed Gebd So4e S04 G09S KFSS FRIO FIY ied Siad IS HE beve SR SRY Sme BUNS 4I00 Sers S8 $Pes PEID Nare mees Sevs Sewe ame? HrY Feee bems 41ae tees e
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Fe4.  RELETING A_LINK_TO. ANOTHER _USER:S_MINIRISK

Uge the DELETE function to remove a link to another
user's minidisk from your divectory entry.

The format of the DELETE function is:

o 4 0ewn 9t rot s 2 duue shes does sred ssm aves wome orei some time ol 4005 HARY SRS Ren® BiE O GrwS GRNS 4RSS GRWS 4RO SALS Seme SEES BEMY S0vs S8 So8n SSSE enE Wes WmE SAeY Lem 4SMS GReL GINY SSE 4064 SUSE F1SH ABE GRS 4ROl HURO SERS SRS HERS Aeed bems Bes funs 4mus Shek Srek sses wsas aves sune oo

| ] ]
| VMSECURE MaAInt | Delete vaddy |

I | I

e e e 2 e i i 2 2 i s i e i i s i

where:
vaddr specifies the virtual address of the minidisk
Link you are deleting fraom vour divectory
entry.
Example:
To delete virtual address 205, which is a Link in

vour divectory to anothey useyv's wminidisk, enter
the following:

+»..--.....-..-....-....-....-......“.......-...-..nm-....-.u--n-u..-.------.—-.--.--‘-n.m.-m--....--..---................-—.a-—n-«---u-u-w..--o--.-....----.~.~....................-................+

vinsecuvre maint delete 205
ENTER YOUR LOGON FASSWORD:

| I
] |
| |
I |
| DIRECTORY UFDATED ONLINE. |
| R; |
] |
+ +

tave smtn rete boss b bure shve 44s4 be THES i WE et ey dwss See iw Med Mis Aree Surs 406 es WLH Mei Swel e mese ey Mbes Se%w 4154 bess Son Sees M Seb Pats SIS FEH SN S0es eSS Sse Sven Pese Mud Mot il b Sne s PRy bar s Seie Ses Sute Mbe Hes S sees sebe mere Mo

44 VMSECURE User's Guide Release 2.1



S &

Lod [oRoRoRoRol Lod S @z

Lol o B0

ool oRoRoloRoRoloNod b

0

3.2 MORIEYING YOUR_DISTRIBUTION. CODE

Use the DISTRIE function to alter vour virtual
machine's distrvibution code. This change does not take
effect until the next session logon.

The format of the DISTRIE function is:

o e s i e e st s o e S e v B i 5 Bk St i i S P s SR 4038 0 I 0 i i S S s S It S R i e G SR 5 e i S e v e b i e i v o wen ur s o

| | !
| VMSECURE MAInt | DIstrib newdist ]
| l

I
o 1oes aone ot trae sous 4ian st o0t edes s Bren tnws Seme Shet h4ns 4ueb odfn o030t ANE Gimn BOMS GBS GAEE SRS GauS SRS o0e® SEe1 ik Ss0s hnE FRL GRes H4me Sind Sire A SIS SRS 4AA SRS PISd 000 Fe0b Gevs £FRL ARes HS0 LHAD LRNY BRRO SO St Srat 4000 ent Sims 4eea GenS ahue eran smee mes sems aove ofpe

where:

newdist specifies the new one—~ to eight-character
distribution code beinag assiganed to your
virtual machine.

Usage Note:

Distribution code changes may be lLimited depending
on installation~-supplied exit routines.

Examnp le:

To change your distribution code to JSBACH, anter
the following:

4t 400 4as 4000 ss0e beme stus seen ssme armd 4e0 orme @m0 bems ores aies Bsee eiat adus Paep S00H SRS Shm bec Sodh biun GERS 4oss 020 Beke Giad Ssed Suve SHNS 4004 GS0L BAve Sies S08E S50S md eOd POV HAER mend ind 2080 Hbms Ai0a 45 Hevs $Ees Sbnd Sben 4U80 Shme Stad e Srve amms smma baes 00> amet ares sibe ame

+
|
vnsecure maint digstrib Jisbach |
ENTER YOUR LOGON FASSWORD: |
]
|
]
|
+

DIRECTORY UFDATED ONLINE.
R;

e — - — t— - —
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Jaf. DISELAYING HELE INEORMATION

Use the HELF function to view a brief lList of the MAINT
subcommand functions and theiv operands.

The format of the HELF function is:

e e s e s e e e e e v s sn sen mre k3 o e e w1 T S St e S S e SES A8 o S SR A 5 95 fen e b fe e ok i e e B e e A s S S i 4 e s o o et i e son e o

|
L . |
VMSECURE MAInt | [Help] |
I e { |
| + + l

|

+

!
J
l
I
!
I
e e e se e e s e e e S0 s i ceie et ke cvan o man el M e e S Sess e Seis Gech A SOrP Whes 4t Sere i L4%0 MM SIOY S4EY 0N o4 SN s 40 G0 G4 Sem Fese i Sene NSS mee Seke M Re N Mais B twed e S SAte Fes P beny sese seat mees
Usage Note:

Enter VMSECURE MAINT, VMSECURE MAINT HELF, or
VMSECURE MAINT ? to display the MAINT subcommand
functions.
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Example:

To digsplay the MAINT HELF scorveen, enter the

following:

.f Gsas soms enee Oak 00nn ebes Bet Hoes 4edn KoNS Besr Seve Vewe SevE Gerl BIT SRes BENS ARG SACH AESN Serd OVSL Sess Siml shes SRS vEeR SYR4 S00b WEss Sesw Seue RRES sl sens S4es Serw sere Biee $4N0 ewd 4Bes Sews atnr

XUJANES

viisecure maint help
ENTER YOUR LOGON FASSWORD:

THE VMSECURE MAINT SURCOMMAND FARAMETERS ARE:

Account newacct (NEXTLOGITEMF{ IMMED>
DEF ine vaddri vaddr?2

Delete vaddr

Distrib newdist

(Help|?)

Ipl {(sysname]vaddr (FARM parameters...»>
Link ownerid vaddri vaddv2 <(mode>
MDpw {(vaddr>

MGrid

Minicdisk vaddr

Option keyword ON|OFF

Fassword

Review

RL ink wvaddr

SCratch vaddy

Storage sizeK|sizeM

Terminal kevword ON{OFFichar |hex
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301 MODIEYING. IPL_ SYSTEM. .NOME _AND. PARAMETERS

Lgse the IFL function to add, remove, or change the IPL
system name (ov device address) and the parameters
passed to the system when it is invoked during logon
time.

The format of the IFL function is:

o e o 2 o e

: VMSECURE MAInt : Ipl {sysname|vaddyr (FARM paramneters)> :
where:
sysname specifies the name of the saved system vou

wish to IFL automatically at logon. If not
specified, no system wili be IFlLed
automatically at logon.

vaddr specifies the virtual addvess of the device
you wish to IFL at logon.

FARM pavameters
specifies the parameters you wish to pass to
the IPlLed system. An examnple is the AUTICR
parameter for CMS. If not specified, no
parameters arve passed at IFL time.

Usage Note:

If vou enter VYMSECURE MAINT IFL with no optional
parameters, the IFL statement in vour directory

entry is deleted.
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Example:

To change the system IFl.ed at logon, enter the
following:

+...-..->.......-_....-..-...--...~-.~-.-............-.........---.-----~-~»---——m--...-..--....-.-..,.....nu..-»m.-.-.-m-u-.----.......-.........-.....u--m--.--..-.m.-.-.-»--..--u....-........-.*q

vasecure maint ipl cms param autocyr
ENTER YOUR LOGON FASSWORD:

K;

! |
| |
I !
] |
| DIRECTORY UFDATED ONLINE. ]
| |
| |
+ +

s sess sass sese st ke wuss tese deke Wi sk wes Gees se%e s0se Shat tebe mes Seve mie S48 SN Fers Sms Mok I M0s SR Sece HSH SN Goms e Sebs G60s fenm L W e mad i e Ses MW seTe Mete Were s Sese Sees SESs ees Seer mas Som meSy byse Twle Fems WMH s bere Wi Susm seee mee
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3.8.. . .ADRING_ A _DIRECTORY .LINK_TO_ ANOTHER. .USER'S_MINIDISK

Use the LI
another us
automatica

The format

NK function to add a divectory lLink to
er's minidisk. ¥M performs the Link
LLy at logon.

of the LINK function is:

+ 0es S00e FRe NN SONE Beve BN NI SIS GBS SR IR FGSS B0S esE -..+ saee sare Geen 4ve meee ne Sees sese SAFB FeRe Mie Fesh NEE ST B WEL GwBe TP elw Sese Sete Mess S4ss Bbw babe Suin Peew BEs eie et Bare es tam pfe Mees Emib S (eis mas s S 0e FI Seee ASRe FRAN MU MGE TS NN +
| { |
] | + + ]
| VMSECURE MAInt | Link ownerid ownervaddy yvourvaddyr {mode | |
' ' + + l
| | |
.'. 4tms Pees Gue seve Beed S0E erP BESN PHED SESE 4968 HWBe HONY 4ane vewe emie + S0se otee sae eime 065 Gbse GMus Wbes SE WSS GMbe Seet $0Ie Seee OGS Gess GP0s SERS S4ST SESE $ESE G4PE GRSS G0N SRE4 5ed GOSN SFNE G0EN SN HSEE EGES VLD SRS GRSS P04F ML $900 SOEE Gome GRS S0P SRSS §004 S0us SR Yees Semh Seus .*.

where:

awney id specifies the userid that owns the minidisk

30

ownervaddy

to which you are linkinag.

specifies the owner's virtual addrvess for the
minidisk to which vou are lLinking.

yourvaddr specifies the vivrtual address for the Linked
minidisk as it ig defined to vyour vivtual
machine.

mode specifies the mode in which vou wish to lLink
the minidisk. Valid Link modes are R, RRK, W,
Wi, M, MR, and MW. If no mode is specified,
the default Link mode is R. For more
information about Link modes, refer to the
section "Changing Minidisk Link Mode and
Fasswords" on page {é4.

VMSECURE User's Guide Release 2.1
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Example:

To add a divectory Link to userid FINANCE's 199
minidisk and give it a virtual address of 195 on
vour machine with a lLlink mode aof RR, enter the
following:

o e e e et s it e i o o et e e 0 S e S S o Bt 2 1 0 8 S i o 4 o 2t 8 2 e e e
| ]
| vmsecure maint Link finance 191 195 vrr [
| ENTER YOUR LOGON FASSWORD: |
| |
] ENTER THE READ LINK FASSWORD: |
| |
| DIRECTORY UFDATED ONLINE. |
I R; ]
| |
e oo at s s wre ate et i e st A i S et e Bese et St feen eS s fern e RS AL b Seed S iR S0 S St Sen 00 1L 0000 S Sem St S0 T2 Seie Sece Mo Sebe S s Sone sees by Fade e Bt sets Bt i rate et e s s e sm et mie e e
Usage Notes:
1. A read password is requivred for K and KR Link
modes; a write password is required for W and WR
Link modes; a multiple password is required for M,
MR, and MW Link modes.
2. If the password for the desived minidisk is all, no
password prompt is cdisplayved.
3. If the userid whose minidisk is being lLlinked has
not specified a password, the iLink cannmot be
comp leted. If the Rules facility is installed, a
rule mnust exist that allows you to Link to the
aother user's minidisk. If vo vule is found, the
installation-defined default is applied.
XU JANSS Using the MAINT Subcommand 51
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3.2 . DISPLAYING. LINK PASSWORDS

Use the MDFW function to display the Link passwords for
a specific minidisk ov for all minidisks owned by vour
virtual machine.

The format of the MDPW function is:
.’. Pare Soe 4ere 4800 Sure Suer 20s G060 SR PERS EUe4 SOES PRee SEee Sems Swws + aene sors 2oee sobs $mt mavs Bovs sons 4aGe NeM® ees ert 00 Gsus Pess Arss Sere S30s $EeS asee Deue anew a0 Smen S1s 4eus maee $208 4SS Saes Gees sfen PeRe SrmE 4D Sess mews SED Sses SEE EEes SEs e SEL Seer Ebas Sms smmd bhes .’.
| ! ]
| VMSECURE MAInt | MDpw {vaddy> |
| | !

e e e s e s e s e e s e s e s e e o 2 e S 4 T A 4 1 i 2 i A o e e S e Sr 2 K e S 0 S 2 ek i S0 i e e i e b e e S e s e e v et o

where:

vaddy specifies the optional virtual device address
of a minidisk. If not specified, passwovds
for all minidisks arve displayed.

Usage Notes:

. The minidisk passwords are displayed in the
following order: read, write, and multipie.

2., If password suppression or the FPassword Encryption
facility is inplemented at vour site, you cannot
view passwords at a terminal. The output of MAINT
MDFW is astevisks.

Example:

To display the lLink passwords for vour 191
minidisk, enter the following:

+ was suw st b0s See WSS 44S SHH MSE Seie e Mee SR es Ses Seis e Seme KO Mmin Y SNs IS Bete Beie Wi Bre MO0 MUY Mse WM el See SwOe mee SN FeS bese Seeu Ser Gesd TN Sels Wer Ses FOSe S0Ne IS Mer BEry RNy Smbe ShN F4s mebe Mmte bevs Mo W N Smiw Nie it mmbe Sher Seem et +

vinsecure maint mdpw {191
ENTER YOUR LOGON FPASSWORD:

| |
| |
] |
] l
| MINIDISK *9i91' HAS FASSWORDS: ALL FIN3O7 MLGRRBGY ]
| K; {
] J
+ +

A
"~

5 VYMSECURE User's Guide Release 2.1
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3.19.  DETERMINING .YOUR DIRECTORY..MANAGER

Use the MGRID function to determine your dirvectory
manager.

The format of the MLERID function is:

+._........-.-..........--...............-..-....f-......-u-..-..--»-.....‘.--.---u--—--»...-.--.m.»-—-.-..-.-.--...-.-.-m.-..-...--..-.-n---~........-.-.-..-.-.n....-.....‘m.........................+

] { |
| VMSECURE MAInt | MGrid !
I | |
o

104 4oav 4045 Same eos £me $0a% 24mE 4o Wime ash orib sare Srec weas 8 Sibs Rhes Veoh staT SURS Siwe ris dsed Seme s Sien asee SSee Fent sias SmE LSS SM4 40nS Lare 4etr B4 BinO 4SS To€ Siev venD 4SHh SlT PI0S SenS $S Rers 4RS 09u0 F4pe USHE 4NAE RenD SRR Arm Siec bors 2eSY aime brme sae wese ainn oo

There are no parvameters.
Examp le:

For userid FINANCE to determine his directory
managery, the following would be entered:

.’. #et YONS 43re Gmb Sws e S0ee MRSl SR Sves seve $Ies SSe 4500 GERS POD BOSE BOCY NET B4V SRee S5ee atme Se6s Ras 400i PRRY GG Seve BEes PIPS SaT GRET ROYS S Sier 49ES BAee S0 FAPS Seer aiwr S0Ss G SIS TANS Ses Shes S+ Tees 00 PG AEE Sbwe Yeee MEeT SRR Bons BiMP Sdee Bibs F0ee Sas G000 40NE Pe o

vinsecure maint marid
ENTER YOUR LOGON FASSWORD:

*.
|
|
!
I
I
R; ]
|
.'

|
|
!
[ USER 'FINANCE' ASSIGNED TO DIRECTORY MANAGER 'FINEMGR'.
I
i
+

4040 Sses sems Trie ees S0ae s Give seve ars Sees TET GeE8 FeNr Sird smes 2444 SIS SS0 RONS weas PSS TEes SRS MG SN0 Rems EENO 480r S48y $AOS HGE 4Ors 4ias BUE0 BOSE APMY G40 SB0e TS PRSS POSL Bobe BAsé 4one Gees Bems 4rY AME Peek bENH SAS seve SN0 SN Pk Sas nbe Bies abet Bed VRS SBAS VORL senb aimd
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311 MORIEYING YOUR MINIDISK. LINK MODE_QR_PASSWORDS

Use
mode

the MINIDISK function to change ov remove the Link

and passwords on one of vour minidisks.

The format of the MINIDISK function is:

L e R T + e s Webe Sems ms teme dwiv deim Sere SeEs mme Se.e e beie S6S MM Sers NS Metm S8IS sy tpbe MM el Ters Seke Wee Tk saas sees il Jmbe sebe et Secs Syrs eee Mae arn THed Bris Seds Geve mas m W mse Thes bete .4.

(
| VMSECURE MAInt

{

{
I
I

|
Minidisk vaddyr

|
!
.’. Wore seus sae Te4s Ams paet Sree Ses PEae TeS PERT NEY Aoyl SeeY 4%ee Sems + #ime moes Shwt bees Mass sent Seet Ghes 913 S8R bies beat Gien SHHT Sees SRS SESS G08Y bes Sate Siee £eS SS ST OGS SNs B4t BH ST BES Se4E S SV e EEeR LSS BAAL Geve 40at NeS Sieb bhes bark sses bmet sers bses ute sime ofe

wheve:

vaddyr

specifies the vivtual address of the
minidisk.

Usage Note:

The system prompts Tor a new Link mode and three
passwords. If vyou do not wish to change the

indicated parameter, enter an equal sign (=), To
remove the parameter, press ENTER. The remaining

passwords, if any, will be removed.

Example:

To change the Link mode of your 191 minidisk to R

and keep the passwords the same, enter the
following:

B D R el e e e L R P &

vnsecure maint minidisk 191
ENTER YOUR LOGON FASSWORD:

ENTER NEW LINK MODE VALUE:

v

ENTER THE READ LINK FASSWORD:

as

ENTER THE MULT LINK FASSWORD:

DIRECTORY UFDATED ONLINE.

| I
[ {
i !
! !
| [
l [
| I
! I
| ENTER THE WRITE LINK FASSWORD: |
I = l
| I
{ |
I |
{ l
I !
+ +
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3.12. MODIEYING RIRECTORY. QPTIONS

Use the OFTION function to add, remove, ov change a
dirvectory option for vour vivtual machine.

The format of the O0FPTION function is:

L e I i D e e o

: VMSECURE MAInt : Option optname ON|OFF :
where:
op tiame specifies the nawe of the option being

modified., The valid wnames ave: REALTIMER,
ECMODE, EMX, SVCOFF, VMSAVE, ISAM, and CFUID.
Refer to the section "Setting Vivtual Machine
Options® on page 9.

ONJOFF specifies whether the option should be added
(ON) to ovr removed {(0OFF) from vour virtual
machine's dirvectory entry.

Usage Notes:

i. Option names can be abbreviated. The minimumn
abbreviations are indicated below with capital
letters:

BMX

CFRUILD
Ecmode
Isam
Realtimer
Svecoff
VMsave

2. If CFUID ON is specified, vyou are prompted to enter
the six~digit hexadecimal CFUID value.

3. None of the options is necessary for normal UMS
operation. Use of some of these options may
increase system overhead. For more information,
refer to the documentation on the OF SET command in
IBM V¥MZSE: GE_ Command Beference for. General Users
or check with your VMSECURE divectory manager.
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4, Your new vivtual machine options become your
default values the next time you log on. The CF
SET comwmand can be used to change any of these
values for vour curvent session.

Examples:

1. To activate the REALTIMER option for vyour wvirtual
machine, enter the foallowing:

= = i o i S i i i v R 2 s T S e 4 i 1 i e i o

vnsecure maint option realtimer on
ENTER YOUR LUOGON PASSWORD:

raliw

] ]
| ]
| |
| ]
| IRECTORY UFDATED ONLINE.

| R; |
| ]
+ +

5000 @y mae wyse et Ty st Seee sase suse seie ke b mea moe Mbew Maue Arss sehe WM Ies Seiv Pese Sade wess ate Mese Wher M0 Seew SN Srie Shee beie Mee Mes Seed el tem terw Sedm S006 tESt SvEs GONS WES e iw Sess Sect Fese See i Mue tass MHoh See MEN NAb PHAs seis Gss R Mon smee i

2. To specify a new CFUID of 123454, enter the
following:

b beus ches Cad enS nas sbuE tbes AFee 406N G040 0be Sves beeh Gred upn sevs Hoes Gemd Seee Sees Smt NMRY eNs Bent Fish 4SHT Sere SUSA BMOH bies Sah 0es Heys Soee SIS HIRY BGS beet PES JINS 4bee Seee Sed 408 WESE SRS Sius ars ANes 40md H000 SREE Sme beve BNS S Fiee Mbee bRer SRS Srel bess bime ius

vasecure maint option cpuid on
ENTER YOUR LOGON FASSWORD:

ENTER SECOND PARAMETER FOR CFUID:
123456

DIRECTORY UFDATED ONLINE.

R;

B e e a— — . — — o

s sms BRas e Sse abis sews 404D 11a4 4e0s wess Bess She sies QRO Bise Sms Vs ases Sis 000 GBS 4IRS AMS Sebs Simt SEee Pimd Sees Ases SRS SO6S 4ett S0 Seet Batw Bims SS4e bsus EOPS MSLT Seb Bess SE Besh SA4S 0PS BAAA BEAS H405 Seve Bhve sems BIES <eb nint s80s bems Sas sens bees arer biee sree sver ofbn

i
i
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.43 CHANGING YOUR_VIRTUAL MACHINE'S LOGON_PASSWORD

Use the FASSWORD function to change vour virvtual
machine's fogon password.

The format of the FASSWORD function is:

s e s 4 s s 2o e s 2 e a0 s rns o o S s S5 2 2 4 42 20 P 41 4 e S8 S 4 250 2 o 55 S e o S 455 4 P S0 i S S S 2 45 S 2 o S 3 2 e 2 i 2 i s e

| ] |
| VMSECURE MAInt | Password |
) ] ]

g G R0 g g g g g S SR g S SR M S U AR §

There are no parameters.
Usage Notes:

1., VMSECURE prompts for your curvent logon password,
then prompts for your new password.

2. You canmot change vour lLogon password to NOLOG;
NOLOG is a special password that prevents a userid
from being logged on. NOLOG should be used only by
divectory administrators to deactivate a usevid,
but still allow access to its minidisks.

2. Your installation may have controls to ensure that
your new password is not one you have used in the
past.

Example:

To change your logon password, enter the following:

b e o s 443 e v w84 403 cure e e o e e St S v e s A o by S0 Sk b e WAL et ar Pt i S Sutn e Ak S0 ure i e o hre ok 4 < smre S Sa0e S s en S2on o e ok S0 o s v S0 s wre s rebe e i
| |
| vesecure maint password |
| ENTER YOUR LOGON FASSWORD: l
{ |
| ENTER A NEW LOGON FASSWORD: ]
| {
| REENTER YOUR NEW LOGON FASSWORD FOR VERIFICATION: i
| |
| DIRECTORY WUFDATED ONLINE. 1
| H; |
| }
o e o i i e 1 i it S S S o i o b e e o
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3414 __REVIEWING_ YOUR. DIRECTORY_ENIRY

Use the REVIEW function to cause a copy of your
divectory entry with passwords removed to be sent to
yaour vivtual machine. Before using the function, you
must have a read/write minidisk accessed ay your
A-diska.

The format of the REVIEW function is:

o e e i o s et e e ot e i o o o 4 8 o i b i i o e i e e o e e s o S o S e o e 2 o o e e e v e e s e e e 0 o

|

I

| VMSECURE MAInt | Review

|

.’. ooee Bees ones Bhes vewe seet suen Boas o

09 4590 eron esas eoms 40s bove 4re0 el Ghme S4a1 1S40 IS BL bies USNd Soed Bins PO 4o SRR GMD S500 SIS BONE BiL 4e3 4086 S00% 4094 e Fien Fons HEud S4v SHWS SH4Y HISS SRS SIS CInd $O0S P00 ass Sees Lero 428 SImF TEeS Senk ANAC 4eas Frt TS beus sret boet ame

There are no parameters.
Usage Notes:

1. The XEDIT command is automatically invoked to view
the file that has been copied to youvy A-disk. No
chanaes can be made to this screen.

2. The filename is vouv usevid, the filetype is
DIRECT, and the filemode is AD. This function
averwrites any existing file with the same fileid.

. To exit this XEDIT file, type FILE or QUIT after
the command avvow (m=mm=)),

58 VMSECURE User's Guide Release 2.
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Example:

Review a copy of your divectory entry by enteving
the following:

A = 2 0 2 2 S i e 8 o i 2 i o o e e

| !
| vmsecure maint review |
] ENTER YOUR LOGON FPASSWORD: I
{ |

-’. 900 0408 wEm aben eme TEG SERS Baws dere SMD Shes Re 4SS S1es GBa THSS 4008 v Bies S4AT Sius Ses SASY PP Smes Ses KANY SOns Seus ANS Shre sane Gee Game Bisu ABes Sotw SR vead dev Suer Sivs S0t PSS SEe Aber SeeS SME Seet Heak SIS Seat Rses Bes 4res Sien Senn $e4 HPSS HEee SIRE EMEE Aiet Fie0 Sers P +

The following file is displayed:

2t emme skt Sore sore siae Srat 4iee aked etas 0eE Sres sen BFRS PSP MG BERS SSHS Lnes Gews RSSS Erbs srme Send 450 ees RS MERT Feis ated SrLS 4eb S 1SS eSt S4be Bave Sued 0me vens Sers S4un Gt Sume Saes Sbed SN SIBF Sl 4INO Beys Sen PSS Sees B baes Shes Seer Sk pebe mh Amwe SIS TewS Saen oumd s smey A o

FINANCE DIRECT AR VB8O TRUNC=72 SIZE=19 LINE=0 COL={ ALT=0

o} o e o '3 . 4 S '5 3 { 4
’QAA’AAAA1ALAA“&&AAO:«l&AQ"AA&A\-AALQ"AAAA O T SRS SUEUUEAE < DU R

|

|

|

{ 00000 % % % TOP OF FILE # % %
| Q0001 USER FINANCE xxxxxxx% iM 1M G &4
| 00002 #FPW= 85/12/13 FINANCE
| 00003 *ED= 84&/01/13 09:48:10 ACCTMGR MANAGE a5/92/13
| 00004 %HE O01/24/86 10:49:27 Accepted Logon from 513
I 00005 #HS 01/23/786 06:18:13 Rejected Link by SNOOF to 191 (RR)D
| 00006 #HS 01/22/846 10:01:15 Accepted Logon from 513
| 00007 *HS 0§/21/86 10:23:18 Accepted Logon from 513
| 00008 »FlL =

I 60009 %LL= 10:49:27 EST Wednesday 01/722/86 from 542
| 90040 % Userid = FINANCE; Ext = 2048; Dept = {107; Mail Stop = SE
| 000411 ACCOUNT 20000000 RECEIVE
| 00012 IFL CHMS FARM AUTOCR
| 000413 OFTION ECMODE

| 00014 CONSOLE 009 3219

| 00045 SFOOL 900 2540 READER =

| 00016 SFOOL 00D 2540 FUNCH A

I 00017 SFOUOL. OOE 1403

[ 00018 LLINK MAINT 190 190 RR

] 0049 LINK MAINT 19E 19E RR

| 00020 MDISK 191 3375 312 1 VMFK99 MR i
| 00029 MDISK 192 3375 9595 2 VMFK?9 MR %%XX%%%%
| 00022 % # % END OF FILE * % %

|

|

|
+

XEDIT i FILE
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A brief description of the special divectory comments

used
Your

#ED=

#FL=

#HS=

*LL=

#PW=

by VMSECURE follows. For more information, see
divectory manager.

Edit statement. Recovds the date and time your
directory entrvry wags last updated, the usevid that
per foraed the update, and the VMSECURE subcommand
that was issued. For userids created after
VMSECURE Release 2.1 was installed, the userid
creation time and date ave listed along with the
userid of the usev who created the userid. For
usevids already existing when Release 2.1 wasg
installed, the last subcommand issued for the
uservid and the time and date the userid was
edited with VMSECURE Release 2.1 vunning are
Listed.

Flag statement. Specifies the status of vour
logon password.

History statement. Records successful and
unsuccessful attempts to access your vivtual
machine and minidisks.

lLast Logon statement. Records the date, time,
and terminal address for the last time vour
userid was logged on, The information recorded
is displayed at next lLogon for yvour vevification.

Fassword History statement. Records the date
your logon password was last changed.

VMSECURE User's Guide Release 2.4
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313 .REMOVING DIRECTORY_LINKS . TO_YOUR_VIRTUAL MACHINE

Use the RLINK function to veview and optionally to

remove divectaory Links established by other users
one of vour minidisks.

The format of the RLINK function is:

to

o e e s o s s s e st i s s S crn e crn e e s e S AR i P B S S0 O it i R0 8 S ek i A S S0t S B s Bk i 5 A e S5t et 30 e St i e S e e 08 e e o e

|

!
!
o

XUJANES

asea vors sees bewe aims sews sns ams o

VMSECURE MAInt

2% atne eies seas esn nmae arms afe 4w SRus 3004 NS 4040 Ares 4T o0s BN NN 4ets SRer BSuR USRS SNV 00uR 4080 4503 deee 0vE Siar 4008 4T AFNS JUbS GRED MenE G0nr Bh0u 100 SIBE 4004 4SS SPOS SiaN 44RO SHLR SK4D 4008 PRIS 0000 DR 4ins a1k ssab sec Srer

|
| RLink vaddyr

where:

vaddy specifies the vivtual device address of

minidisk.

Usage Notes:

i.

For each existing directory minidisk Link you
prompted with the following message:

REMOVE 'usevid vaddr' LINK?

whevre "userid vaddy" is the userid who has a
directory link to vou at the virtual address
indicated.

Reply YES if you wish to remove the link from
usevid's divectory entvy or NO if vou wish to
the Link in place.

]
I
!
o e .’.

Yaur
are

the
leave

If vou do not wish to be prompted for any other

Links that may exist, reply END.

Using the MAINT Subcommand
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Examp le:

To review but not delete other

Hies 400t 4ms 2105 s24x bt 4208 B00s waks Snen Bike S5e8 BT Lerk KSR SIS $55S 008 Bt 4045 URRA SELL et TWRG S GRe Sher Sied GWS £S0e S 707 45T SNT S 4000 4u4F oot SO Gvne bred GNE ned 4ede GReT eed Aemb St et SME See SeND S0as ares $091 Lous Tind 0 arat ent dems v wrms bems bmee o

vinsecure maint viLink 191
ENTER YOUR LOGON FASSWORD:

REFLY 'YES' OFR 'NO' TO THE FOLLOWIMG PROMPTS.
TERMINATE FROMFTING BY REFLYING 'END'.

REMOVE "FINANCE 205' LINK?

no

REMOVE 'ADMIN {92 LINK?

no

THERE WERE @ LINKS REMOVED.

R ;

i
H
i
i
i
i
H
H
i
i
i
i
i
i
i
i
i
i
}
i

VMSECURE User's Guide

604 Sens dous 2164 Sess dese sev svn sees MG Bess SN BHY Soes Sas ASIN Red SERG S2e5 Beve BERS Sous TR BENE SIN0 4RV Semt TeE PE0N SSwS Gebe Fhee Aot i

users' Links to your
1921 minidisk, enter the following:

Release

el

K oA

!
|
{
!
|
I
]
|
|
|
|
I
|
+

1
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J.16.. SCRATCHING. ONE_OFE_YOUR. .MINIDISKS

Use the SOCRATCH function to scvatch one of your
minidisks. When vou scratch a minidisk, VMSECURE
automatically formats the scratched minidisk, evasing
all files and data on the minidisk. The space occupied
by the formatted minidisk is returned to the pool of
available disk space. Directory Links ta the minidisk
being scratched are automatically removed from othevr
users' dirvectory entries.

The format of the SCRATCH function is:

.*. Tows Bawe Sean seet 4v0d 2ENs Saes Peee SreE So4T Bess bied Siee Gans SEe Sue + 0us bere s00s s00s Bens eve Sams SU0T pass $Ee 44% Bee Ses mies sad TAS Ge0d POes 600 Saas SIS Smae STY et KNS M THE GG Naus Sous e Sau SSwe BERS SEiT 90T BESS Weus Sser SHIE SRS FEe Vete ReNs H00 ams Anes sert ewd .'.
| I I
| VMSECURE MAInt | SCratch vaddyr |
! | I

L R R e e iR LR D 3

whove:

vaddy specifies the virtual addvess of the minidisk
vyou are deleting from yvour divectory entry.

Example:

To scratch voury 242 minidisk, enter the folliowing:

14 $405 1o00 4145 S4m4 419 4000 PerS 4404 g mie Sied Gt S8 SRS GER S Abet aiSe SR4E S04F B008 S Shee aekd 440 4R0S SepS LENS SANS H450 Ria" SN BIST bend S0sb S30% 4004 Loes Seas ees 00 Sepe BedC FERS Sims emmd SALE SKEC HOS4 B00S SRS bime bud 4RSS TRet 4ind bers aiat Sres ind amr aees beet sers e

vinsecure maint scratch 242
ENTER YOUR LOGON FASSWORD:

SCRATCHING MINIDISK '242°.

MINIDISK ON VOLUME 'VMFK11', DEVICE TYFE '3375'.
AT LOCATION '599', SIZE '4', LABELED 'DSKi94'.
MINIDISK IS 1% UTILIZED WITH 8 FILES.

DO YOU WISH TO SCRATCH THE MINIDISK?
ENTER YES OR NG:

yes

DIRECTORY UFDATED ONLINE.

R;

B o e o e o e o e e e o

|
!
{
|
!
!
[
I
|
|
[
|
|
I
|
4500 ket Smen semu cse s SMD Sas Sens 4see BEVT BRNS SR 4SS Eeve 43R Sest ShaE SHC TS Aemd eess Seed Soes Mhee BAS Bee SIS SIed SSas Sars 4see SUSI PESS ms 440 300 BIBE MUY S904 BIVY Shee amee SHeS Bass Bews Sews SIeG deee SRS wFSS Sa0i Bib meed 4S4S Abes dmed sime Biue Bied SN IS sems saee yaes soen .’.

XUJANSS Uising the MAINT Subcommand 43



S

Lo o Ro-R ool o) <& S &L

ol oo

fod

b oo R o o’

el oRolo ool ool ol Lol o < SO &

A 17 MODIEYING _STORAGE SI

Use the

STORAGE

ZE

size of your virvtual
take effect until

the next

function to change the

machine.

logon storage
This change does not

Logon session.

The format of the STORAGE function is:

B R e R e e e o

|
I
I

oo

o cons sias s0ae s e e cast Gane sont 4400 0ed bt ores GRWS Serm H4ns SI80 S00n bovd S04 008 STl Febe SeRe S4mY 4483 SRS YERS AReS BoLR enis et S0es 00t ims in

B . ——

a4

VMSECURE MAInt |

|
Storaae sizek

aver ol #ras saae 4e0s 2ta vens aere aoan eout smme aien see seme ae o

wheve:

specifies
expressed

size

Usage Notes:

. The new virtual storage s
of 4K, Th2 wminimum s5ize
i6M. The

If the size vyou specify
directory entry will
but a CF

specified,
will

2. You cammot specify a storage size greater

installation-specified maximum
dirvectory administrator must make
increase your

machine. Your
the change to
current maximum.

Example:

To increase youy
the following:

vemsecure maint storage 2w

ENTER

YOUR

LOGON FASSWORD:

DIRECTORY UFDATED ONLINE.

R;

VYMSECURE Usev's Guide

the new

sizeM

es 4ipr TL iue 4ses bert 990 4es BesL HFIO Hhes GBS LN S04 Bess BReS dMME BSus Ssus Sses BUHE bems SRS

Logon

I
!
. .’.

storage size

in units of K (1024 bytes) or M
(1924K bytes).

logon storage size to 2M,

is less than 8K,

contain
QUERY VIRTUAL STORAGE command
show a stovrage size of 8K.

[

ize must be in multiples
is 8K and the maximum is

lLast character must be K or M (iM=1024K).

the

the storage size vou

than the

for your virtual

storage size above the

enter

4ehs 640h Lmms vres Sus 4Is 4ses aver bemb Bees bits whr 0ME TIeR SR PNS bi4s Sebe ated Sowi et ases sues Shes ams e

4..__—-.._-—.__..-—. -

Release 2.1
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3.18. _MODIEYING LOGICAL LINE _ERITING. SYMBOLS

Use the TERMINAL function to change or remove the
optional logical line editing symbols assianed toa yvour
virtual machine at logon time. These changes do not
take effect until the next session lLogon.

The format of the TERMINAL function is:

e o sese s e taie e et e e wn deen e e s o mas e s S48 hest e s et Ghee EHne SRS S S R ke Gl e Sem SeRs i ST eiy e e e Tt fees SR Sar SHfs SIS el Se6H Sem N SHR SRS feve e M Geke Sere SR et smse twee mwes sare sens e e e

| | ]
| VMSECURE MAInt | Terminal keyword ON ]
| | OFF ]
J | char I
| [ hex |
| ] ]
+.... e e e st sele S Heee SN el MeN ME Sued Hs I ....+... wete mais sae seew 29sm Seds Gmin bute Puee aes Meee ese ose PPN TUIR Fain Gess SSes SIS FeRe vew MEUs Ede S0P Smes CEee 200 FETE TP TeTH PSS s Seem SANY FET eoe o Svee WOR mem Saes Mee SESe ove Beew -.......+
where:
keyword specifies which of the line editing symbols
it being set and must be one of the following
values: CHARDEL, LINEDEL, LINEND, or ESCAFE.
ON specifies that the default Line editing
symbol should be used.
OFF specifies that no lLine editing symbol should
be used.
chay specifies the charvacter to be used as the
Line editing symbol.
hex specifies the two-digit hexadecimal valus to
be used as the line editing symbol.
bé VMESECURE User's Guide Release 2.1
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Example:

To activate the default line delete character for
vour vivtual machine, enter the following:

4 shes sme seas Gves aves ases sast Se6B BB 4SS B0YS Mous ey FEY Gree SEES Sew Lepd 4%ad G3es SAs Gevs Peas S4as i TSI SiNe 4400 BUT ML Bers amaE Senu ANSS SRS MRS et Gaud At qEis Keas ee SEe SEAY 4SS SSES BRed B rer mees Semd BASS Shes Beus S0u0 BND SMC ued seme sime abes Teve .’.

i
H
i

vigsecure maint term Linedel on
ENTER YOUR LOGON FASSWORD:

DIRECTORY UFDATED ONLINE.

{
|
|
|
!
R; |
{
.‘

oen bepe e83 eec Gass S 400 sess ment bas B HONS Sars S4es PROS Bive TEee Biue Seay Emes Sres Sheb POLE Fewe SURS S00s SN Seer SHME SESF ML Fead FURE SYS §O4S TONs Ses SeS3 SheR Shed S4pa FAnd Geue Meve Save SO 4GP St TROS GiEY Bard Sens S4e0 Wt HImA Soms Geus Sves pais SMs Seus Thes sems ST Gies Hese
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4.9 _USING_ THE QUERY_SUBCOMMAND
The RUERY subcommand provides vyou with information
about the following:
Account number of vour userid

CPF privilege class or classes of your userid.

4.1. . QUERY. SUBCOMMAND

Use the QUERY subcommand to display directory entry
information aboutl yvouvr vivtual machine.

The faormat of the QUERY subcommand is:

.}- 4000 sme toes eres Sere rms Bues PetT sme SHE GMme SEe SR SIS sses Seee + atne Sone SSUS Shes SEES SIS POAE HINE BOSS GBve vasd sbus Si0E slve Sias BEES st PSS BESE S00 $560 S008 Sone elul des afvd hed Shes Sors S0ud B0Be ANS PG § MO Gses Seee Ee0e Tews Sers sELT 800t Seee Pebe bOrS Peve ke bl see seme .’.
J ] ]
| VMSECURE RUERY | ACcount J{userid>{{aptiondl)>> |
} | Class (uservid>{(option{)>>
| | |
{ | Option: |
| | STACKFIFOILIFO? |
| | ]
O T 3
where:
ACCOUNT <userid>
specifies that your account number, as it
appears in vour dirvectory entry, is
displaved.
CLASS {userid>
specifies that your CF privilege class(es),
as listed in your divectory entry, is
displayed.
Option:
STACK specifies that the query output is stacked in
youyr progvam stack in FIFO or LIFO orvder.
The default stack order is FIFO.
XU JANEGS Using the QUERY Subcommand 49
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Usage Notes:

. SfSince vou can query only information aboul your
usevid, the "userid" parvametey can be owmitted.

2. Dynamic changes made to your account number ave not
reflected in the QUERY output.

Examples:

1. To gquevy the account number listed in vour
directory entry, enter:

e e nt renn v caes e ot ke e ot sty cete e Bt ar Sats im0 ate Sabe Bemh e o Caey Mot es Seih Se e Sods Sess B4R Seer SeN PRI S Sess PR HAS Shes e Mhi% 4N Geee i SHR Moo TS Shey S0 Mure S04 SUE Sere ess F0s S01b Serm Sere sd G400 tete sete mien e mes offe

]
vasecure query account ]
38104400 |
; |
|
+

-

I
|
I
]
I
B R R e e e e e T R e

2. To query your CF privilege class, enter:

o e e o e tate e st s o e i sy S0 S S it oh o ey S B 40 S e A R 3 o S 4 S8 d Fade i S Pk fac S5 e e o0 i et S0 S e W o e e Sk 0 e e are s et o e ke it e e n 2 ol

J
msecure query classg ]
!
; |
|
+

oo e or S0en Srs mre e Whe e b sets s e M e (mos SN s e Wee mee S Gace Sse me ST WIS W b i Wes H4ia 4Use Wes MR s W Nie Mbe e W Mas Seis 40 e LeRe Mabe Bede SHis GHSe Beie S e 0 Srie Srie Mis s Seer Shie Seee Seer seis Mese sese sone
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2.9 _ENCRYETION.CAPABILITIES

VMSECURE provides a software iwmplementation of the
National Bureau of Standavrds (NRS) Data Encryption
Standard (DES) to protect proprietary or sensitive data
from accidental or intentional disclosure.

VMSECURE's encryption and decryption capabilities
provide a cost~effective means of protecting valuable
data. UWhether this data is stored on a minidisk or
tape, or transmitted across public telecommunications
lines, it can be protected against theft or disclosure
thvough the use of cryptoavaphic techniques employed by
VMSECURE .

No CMS or CP modifications are requived to use any
povtion of VMSECURE's encryption or decryption
capabilities. In addition, many existing applications
programs can use VMSECURE- encrypted data without
modification.

DATA_ENCRYPTION. STANDARD

The National Rureau of Standards Data Encryption
Standavd (DES)Y is an encryption algoryithm that can
produce unintelligible data from normal data and later
restore the data to original form. In YMSECURE, the
VMCIFHER command performs encryption and decryption of
files (see the chapter "VMCIFHER Command Reference® on
page 75).

DES is the encryption of a 64-bit (8-byte) piece of
data. This data and a cipher key are sent thvough the
DES "black box,® agenerating encrypted 64-bit data. The
ciphev key is a character string that is the basis on
which the encrypted data is generated. The encrypted
data, if put back thvough the algorithm with the same
key, produces the original 64-bit data.

For more information on the methods used in the DES

algorithm, refer to the Department of Commerce/NRS FIFS
publication %44, Data Evncryptiov. Standard.

Encryption Capabilities 71
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| |
| CAUTTION |
! |
] Files encrypted by VYMCIFPHER canmmot be decrypted without the |
| original |
} ciphey key. If the key is Lost, VMCIPHER canmot decrypt the |
| file. ]
i i
o = e e e e o e i e o s 3 i e i S i e s i i s e e e e

3.2 ENCRYETION_AND _DECRYPTION.COMPONENTS

The VMSECURE cryptoaraphy provides three different
components for employing DES to protect sensitive data.
Each of these follows the same algorithm and isg
compatible with the output of the others.

The VMCIFHER command encrypts ov decrypts CMS
minidisk files.

The VMXDEF command allows 08 simulation progvams to
read and write encrypted data to disk and tape with
no modifications to the existing programs.

VMXSURS is a set of callable subroutines provided
for programmers who wish to develop their own DEY
applications.

2.3 YMCIEHER. PROCESSING

VMCIFHER offers two processing modes: RECORD mode and
FILE mode. In RECORD mode, the encryption of a record
ix based on the unciphevred text (the clear text) and
the cipher key. Each record is handled as a separate
encryption process. Preceding records have no effect
on the encryption of Later records; in RECORD mode
identical records of clear text produce identical
encirhered recovds (the cipher text)., RECORD mode
allows the use of rvandom file access methods (BDAM).

In FILE wode, the encryption of a vecord is based on
the clear text, the cipher key, and the previous
record's cipheyv text. Thevefore, two identical records
of clear text in the same file produce different
records of cipher text. FILE mode encryption obscures
the form of the data as well as its contents. Only

72 VMSECURE Usev's Guide Relewase 2.1
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sequential

file

files encrypted

access methods can be used to read
in FILE mode.

Multiptle encryptions in eithery or both modes enhance
the security of any file, as does the frequent chanage

of cipher

keys.
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6.9, VUCIPHER. COMMAND. REEEBENCE

The VMCIFHER command is designed to pevform encryption
and decvyption of CMS files according to the National

Bureau of

Standards Data Encryption Standavd (DES).

The VYMCIFHER command is similavy to the standard CMS
COFYFILE command in format and operation.

The format of the VMCIFHER command is:

[T —— s tres aben smee + - Me een 45e hue esd brac boat Feev RS ESD SE beee PRLS sest senb SE6E H6SU 4SE GRS EAE BEVE $000 bont tane BHET SeE¢ Sive Beas BOLA 4400 F0S 2600 Bmed Temr Eis Smer feis SME SES bee smre Yies Sese Seve Seve Sase BE PSS iml bove seat beat vy .*.
| |
VMCIFHER | fileidi (fileid2) {({aoptions {)>)> |
] |
| dptious.: ]
| + + o+ + o+ + |
I TENcoyet! JTEILLe | IREFlacel |
I IDEcrypt] IRECord} + + |
|+ + o+ + |
] |
T T, &
whevre:
fileidt specifies the filename, filetype, and
filemode of the input file for encryption or
decryption., Fattern matching is not allowed.
fileids specifies the filename, filetype, and

XUJANSS

filemode of the output (CMS minidisk) file to
receive the results of the encryption ovr
decryption process. *fileid2" is optional
and, if not specified, defaults to the input
file (*fileidi"), destroying the original
contents of "fileidi"., An equal sign (=) in
any field of "fileid2" indicates that it is
the same as the covregsponding field in
*fileidi®.

VYMCIFHER Command Reference 75



S B L Lo o

foiod

T e D

oo

Lo oo fol ol ool o) fo R ool o

O oo R ool

<!

Options:

ENcrypt specifies that encryption is to be performed

on the input file. This is the default
value.

DEcvrypt specifies that decryvption is to be performed

on the input file.

Flle specifTies that encryption or decryption is to
be performed in FILE mode. This is the
default value.

RECord specifies that encryption or decryption is to

he pevformed in RECORD mode.

REFlLace overrides the protection of an existing UMS

file with the same file identifiers asg
*fileid2"., If not specified, an existing
file canmmot be altered. REFLACE is vequived
when "fileid2" is specified and already
exists on the minidisk.

Usage Notes:

.

5.

VMCIFHER checks the console and progvam stacks for
data. If anything other than blanks exists in
either stack, that data is5 used as the cipher key.
If both stacks ave emnpty, the user is prompted for
a ciphev key that is suppressed or masked on input.
The key can be any character string from 1 to 40
chavacters in length.

The cipher key is used by VMSECURE exactly as
entered unless theve is a CMS user input
translation table. (See the IBM VM/ZSE: CMS User's
Guide fov fuvther information on user input
translate tables.)

A cipher key entered in all uppercase letters
produces different output from the same key in
upper and lowercase or in all lowercase.

Multiple encyyptions can be pevformed on any file.
To decrypt a file created by multiple encryptions,
decrypt using the ciphev keys in reverse
ovder—--that is, last one first.

Da not lose the cipher key. The file canmot be
decrypted without it.

VMSECURE User's Guide Release 2.1
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Examples:

f. Encrypt a file containing confidential salary data
in FILE mode usinag the input fileid as the output
fileid and the wovd "cash® (all lowevcase) as the
cipher key.

e e en s w4 S 220 s s e S ne Sin st om0 Bt B s Bt e e AR SO S w08 S e e S e S S Jon ik S8 Btk B30 B e Sare e e (o5 Wi ki et i3 SR hke e fnre Hen e o S tuke com e in i sy v o

vinc ipher salary data a
ENTER ENCRYFTION KEY FOR FILE:

The file SALARY DATA & now containsg encrypted data.
To decrypt the file, enter the following:

+....---..-n..........--n..n.............-..--............-..-.-.-.n-..-----..-.-.--....-..-.....»-.-.-........-..-...—--.-...--....m.-u-..-......-..o.-.»‘.---..............-..-.-.....-.......-.---_-........-.....-*.

vmc ipher salarvy data a (decrypt
ENTER ENCRYPTION KEY FOR FILE:
R;

j

|
I
|
I
{
+

2. Encrypt SaAalLaRY DATA A in FILE mode using the new
file GARRBLED DATA & for output and the word "mixup®
as the cipher key:

' 4es6 Sune BwE Gmwe Seee bemd Gums GMRe SRS Gemd GUS TEE SURE RS S04 Sees Bevd EPC 4Ses POs Fmse Sbes Bewe SwHh SOMT GRS Sier SHA Gers SEeT SRS LeAe IEe Seyh Ees 164w SSee Shea Biv Beee Seee Sevs SBE Sue TeR SMNE S S4el SRS Seap GEes Teds Shn EWE S8NS Gaed uer Vel Gube Br0d Seee Peen hERe beew Swe eS .‘.

vine ipher salary data a garbled data a
ENTER ENCRYFTION KEY FOR FILE:

| ]
| |
] !
| I
| R; |
| |
+m...............;m -..................‘....-.........--..-......-u-»nu---c~---—------.~---------»--n..—-.-.-.»--.-»«--.m.-.u-.-.—u-».-.-....—..---.-.....a--...-.-»-.--...n........---.-............*.

XUJANGS VMCIFHER Command Reference T7



0
0
0

9]

Fod
=

LolioR oo R oo lo o ROl oL

To decrypt the file GARRLED DATA A enter the
subcommand shown below. The vesult of this entry
is two identical decrypted files--SALARY DATA A and
GAREBLED DATA A.

,’. e ree ases Geat seee Shan ABT SNed $RUT Gme EeS PONe Eve 4004 SeeE MBS Gare Swps SAE s G0uR GBES 01 Seer BEMT Senr Gere Pert AMES LR S24S ASET STVE SEmk YeMs abee BSes 6D S84 Sees ER0R AeSs gusy SIed BMML $BG6 SN0 SSNE S0es Paes vube Sere Sees Teed NS Amas eas Saes bees spes saut shes dues svae wmws sees ofbe

+
I
v ipher garbled data a (de |
ENTER ENCRYFTION KEY FOR FILE: |
]
{

R

+<-.-.-——.~—c-.

I
e e e e b R et PR

This command puts the decrypted data into the file
GAREBLED DATA 4.

3. Encrypt SaLARY DATA A in RECORD mode and replace
the old GARELED DATA A file with the encrypted
file:

B e L R e b e DR

vc iphey salavy data a garbled = = (record replace
NTER ENCRYFTION KEY FOR FILE:

m

=

i

b e - —
G o - — —

#t emh baas ares bas Sree S4s TASS SME BMO Sbe bere BT STER PENS SMT HIEE Hov Bees AE0R PIS S4 SN SRS TAAS 4nt SNi VIS DENE Tems Shs SewS PeST SSMS S0as Gums Soab TR SRS4 SNOT SENS WOwS Webe SRSF S48¢ BEes Sess BESY SIS SIS SA04 4SS diwt 40a SEHY AN GBS Sevd bere Smer Sbs 2eee oime Sebe GU4S Sebp o

Next, decrypt the GARRBLED DATA A file and replace
the old SALARY DATA A with decrypted data by
entering the following:

4o S04 020 4100 4300 SIS umt 2seh ame S4ed S0 400 Siat oINS bres Fess Sues ST SiE 408D SWY SR bias €D H4uS RIS OIU SUAD 4RSS ab Smad sian GRS FSek SERL 4RSS PIob S08S Gmee S04 Be3S Srme SRNA Govd HA4S SFRS Fieu Bmea Seys Sond S1ad 9ms Bime 400 Biow yers ares Tess 008 Sobe 0ims 4r0r Yons rer sase sves oo

vmc ipher garbled data a salary = = (de rec rep
ENTER ENCRYFTION KEY FOR FILE:

|
|
|
]
; |
!
+

s

+
|
]
|
I
!
I
+

case e sene e do et e e WU WU BeSs G886 S8 Seu buse Mus 16 Sbie heem S5 0N Nin Ser Wes i e S90b KUY MM GHsk Sele Ste MR S daim Shee Wee Guig Gese Sese Seen PN Mm Sess Shes dmed Ses SR Sess sene THOT LeEe ie deie Meis Sech Maee Wt Mo Mas Seee Sess PR Sere et Svn
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7.9.. YMXDEE. COMMAND REEERENCE

The VMXDEF command allows 08 simulation progrvrams
rumving under CMS to use VMCIFHER on theiv input and
output files without program modification., VMXDEF does
this by intercepting all input and output (I/70) and
performing encryption and decryption a5 part of the
normal I/0. There is also a VMXDEF option that removes
the I/0 intercepts.

After issuing the application's FILEDEFs, issue VMXDEF
once for each data set (FILEDEF) to be encrypted or
decrypted and then run the user progvam. On each read
from a data set, the data is decrypted before it is
passed to the user program and encrypted before being
written back out.

The format of the VMXDEF command is:

+.......-.....-........u...+-......-u.n-;.-~--.......-~..-~--~-~--.......-.--.--.--.-...----._—..n--.u-—---.-um.m.-..n-u----n-------------------.~..~-...............-..............+
] | i
| } + + J
| VMXDEF | ddname TEILE | |
{ | |RECORD |
| | {CLEAR | ]
| | + + |
| ] I
{ | #* CLEAR ]
] | ]
+....... [ -.-".... s mbve 4ese Seeh e I tese suse abse Sedw BeSE N S04 S0 Phae em Arik WA MOE Hie H4S HOE Sees wdd seis ube bebe MBS MGe eie ewe ebs weid GOS0 S04 HILE BELE WRRE Mie Shve S4FS SHEL SRS S00e KON RMSE 1OM4 Guie Fei Gmee Teee Sete Mele Sese Ssw ...+
where:
ddname specifies the "ddname" of the data set to be
encryvpted or decrypted. Specifving
'WMCIFHER' as the ddname causes an ervor.
FILE spaecifies that encryption or decryption is to
be performed in FILE mode. This is the
default encryption and decrypltion mode.
RECORD specifies that encryption ov decryption is to
be performed in RECORD mode.
® specifies that all ddnames are to be cleaved.
This opevand is valid only if the CLEAR
opevand is also specified.
XUJANES VMXDEF Command Refevence 79
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CLEAR removes the I/70 intevcepts. If "ddname" is
specified, the I/0 intevcept is removed for
that ddname. If an '%' is specified, all 1/0
intercepts are removed, all VMXDEF user
storage is returned to CMS, and the VMOIFHER
didname is cleared.

Usage Notes:

1. This technique can only be used under CMS for
programs that use 05 simulation I/70 (FILEDEF, OFEN,
CLOSE, GET, PUT, etc.?. It canmol be used for
programs that use CHMS 1/0 (FYREAD, FSWRITE, RDTAFE,
etc.? or DOS simulation I/0 (DTF, ASSIGN, etc.).

2. The FILEDEFs must be issued priov to using the
VMXDEF command.

3. BRefore issuing the VMXDEF command, make sure a
GLOBAL is run on the VMCIFHER text Llibrary by
issuing the following command:

GLORAL TXTLIER VMCIFHER

4, The opevand kevwords cavmot be abbreviated.

5. VMXDEF issues a dummy FILEDEF for the ddname
VMCIFHER duving its opevation.

6. VYMXDEF suppoarts I/0 to the following devices:

DUMMY, TaFE, and DISK. Any othey device causes a
user abend.

VMSECURE User's Guide Release 2.1
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Examnples:

i. Issue FILEDEFs for the newly encrypted (Cin FILE
mode? minidisk file and the standard output file
for the salavy update program. Next issue VMXDEF
for the encrypted input file gaiving the cipher key

SECURE. This enables

the salary update program to

read the encrypted data. The program output is not
encrypted., After issuing the FILEDEFs and rvurming

VMXDEF, run the progvam. These steps are outlined

in the following example:

o+ sree cmen amat G 4tms h1me 41a0 smmd dorn Sins e G 4Fe0 SRM0 4MMY 9008 St emad mbns 4304 $003 FENS 40 G000 SIS Rimd 40nS S48% S4a¥ S004 4248 PImS POSS $UHS Sed Bend mOD 4RRS BN GSUD FAFR SORC OMD BINC home S04 4004 a4 F00e bt G S Ss wemy Sive asas S0nt

filedef 5 disk salary data a
R

filedef 6 disk update output a
R;

]
]
|
|
|
|
|
] vaxdef 5 file

I ENTER ENCRYFTION KEY FOR 'FTOSFQOT'®
| secure

| R;

I

|

|

I

:

load salupdat (clear stavrt)
F\'

4 sase ams aees sres 4er ems sAns Sous vest SEE SE Saen bevs Seps Sers Feer A6Le Semd BHE VI BSHE 4ses 4045 Rers Mert AGhe 4TAE AUE BN4R SRS BRs SN sems bess Gmis SIS SIS SMeE Sers Leme dor eies ates SRS Beed Seed Bise

XUJANBS
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Have a billing program read a newly encrypted (in
RECORD mode) data file and write encryptlted output

to the file ENBILL DATA Af.
FILEDEFs, then vrun VMXDEF -
encrypted file used. The
After vyumming the billing progavam,
intercepts using the '% CLEAR'

the

once for each

is MONEY

- all
parvameters, These

steps are outlined in the following example:

e wor ne come e metn ase e n4 Sess s byie s ris s €0s mde faee caca ece Tmbe G470 ey G4k beie et S9N MMEY e M Sery SeR SRS hvie Sere Gese ed 4SS MeAS fees M4 Com ML lese Mese Seke S s Leam Sws s PR AL M e Seit B Siie Ness et e ces semt sew mes e offe

l
[
I
I
I
l
!
I
I
|
!
|
!
[
|
|
|
|
I
I
I
{
|
+

filedef % disk billing data a
R;

filedef &6 disk enbill data a
R

vinxdef 5 vecord

ENTER ENCRYFTION KEY FOR 'FTO5F00%1' ID:

money
K ;

vinxdef 6 record

ENTER ENCRYFTION KEY FOR 'FTO&FOOf' ID:

mnoney
R;

load billing (clear start)
R;

vinxdef % clear
s

VMSECURE Usevr's Guide

Release 2.1
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8.0 YMXSUBS _SUBROUTINES

The YMXSUBS subvoutines are used to encrypt or decrypt
blocks of data using the Natiovnal Bureau of Standards
Data Encryption Standavd (DES) alaorithm. The
subvoutines are as follows:

VMXCRYPT sncyryptlts and decrypts blocks of data in
FILE or RECORD mode.

VMXKINIT initializes the cipher kevy used for data
encryption and decryption.

VMXKREAD reads in the cipher key from the console.

These subroutines ave desianed for CMS and 0OF
application programmers who wish to do encryption
within their programs. For security, this package
includes a CMS subroutine to read the cipher key from
the console and masks or suppresses the display. ALl
subrvoutines are writfen in assembler and use standard
08 subroutine linkage. Frogrvammers using agsseabler
should call these youtines using the 08 CALL macvo with
the VL option.

The subroutines can be used to encrypt different
portions of a data record using different keys. Thus,
users can access data fields based on the cipher key.

Usage Notes:

1. These subroutines reside in the VMCIPHER text
Library. A GLORAL must be vun on the text {ibrary
before lLoading the user program. Issue the
following command:

GLOBAL TXTLIER VMCIFHER

2. AllL subroutines have a six-byte synonym to allow
valid FORTRAN calling sequences.

VMXSURS Subroutines a3
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8.1 YMXCRYET. . SUBRQUTINE

The VMXCRYFT subroutine encrypts and decrypts blocks of
data in either FILE ovr RECORD mode. See the section
*VMCIFHER Frocessing® on page 72 for an explanation of
FILE and RECORD modes.

The format of the VMXCRYFT subroutine is:

B R e R i e e R R e o

: CALL VMXCRYFT Cid,buffer, Length, type) :
where:
id specifies the unigque doubleword identifiav of

the data set being processed. This pavameter
corresponds to the "id" passed to the
VMXKINIT routine and determines which cipher
key is used. If VMXKINIT has not bosen called
to initialize the key for the ID, a user
abend occurs. The "id®* X'FFFFFFFF' is
reserved; if used, it causes a user abend.

buffer specifies the area in memory containing the
text to be encrypted or decrypted.

Length specifies a fullword containing the number of
bytes in "huffer" to encrypt or decrypt.

type specifies a fullword of chavacters describing
the operation to be performed. If the type
passed is invalid, a usev abend occurs.
Valid entries are as follows:

ENFM Encrypt in FILE mode
DEFM Decrypt in FILE mode

ENFM Encrypt in RECORD mode
DERM Decyrypt in RECORD mode

Usage Note:

For FORTRAN compatibility, use the six-byte synovnym
VMXCRY .

84 VMSECURE Usev's Guide Release 2.1
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8.2 _VYNXKINIT_ SUBROQUTIINE

The VMXKINIT subroutine initializes the cipher key used
for data encryption and decryption., VWMXKINIT must be
called at least once for each file to be encrypted or
decrypted. Subsequent calls with the same fileid
reinitialize the cipher key associated with that
fileid.

The format of the VMXKINIT subvoutine is:

o st 4 £1ae et 402 s 4 21t eo0 4108 48 T snt 2008 28 €008 404 300 St S50 senk S8 4 i 88 S0 Ak 200 Sk 3098 Fend 300 ekt 910 £rmh $3 sene 02 A8 3008w 4024 A48 i ks 40 ine 905 Sk S80S uE 200 own 400 Snk 44 Hert 4 210k o wre s ai s1ns 2 wsen o

| |

| CALL VMXKINIT (id, key) i

| |

.’. Aoms Soes aess Hius Sasn $ERe Ses EESS Gene $INE SAEe Sae SEES SERT SEMe PeME Sese FRLE G860 S00S SUBS SURE SASE YEEE ies BSMU $48S S Genk Pive 08¢ Pass ENES Gbus Gmd PENP $005 Sive e 4E8s S3ES ISes SISY S00S yhrd SEpe SESY Fmss GASC $ANS SBMs SEE Sa0s 4SS3 Gaeh POES 60 Gass Buak Sees Pius Gmer Sius B4 Sess Feve .*.
where:

idl specifies the unique doubleword identifier of
the data set associated with this key. This
doub leword can be any binary value, but the
ddname is recoamended. This allows for
handling of multiple data sets with different
cipher kevs. The *id" X'FFFFFFFF' is
reserved; if used, it causes a user abend.

key specifies a 49-chavacter fTield containing the
cipher key. The key is not modified by this
subroutine.

Usage Note:

For FORTRAN compatibility, use the six-~-byte synonve
VMXKIN.
XUJANES VMXSUBS Subroutines 85
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8.3. . YMXKREAD SUBROUTINE

The VMXKREAD subroutine reads in the cipher key from
the console. If theve is an entry in either the
console stack or the progvam stack, the key is read
from the stack. If there are no stacked lines and
there is a valid real terminal, the consale is prompted
far a password with masking or suppression depending on
the type of terminal. If no cipher key ov a cipher key
of blanks is entered, the read process is5s repeated.

The format of the VMXKREAD subroutine isg:

B R R e e i e e e e o

{
CAlLl. VMXKREAD (id, key) ]
|
00t Same Eeem Sevs BERe BEb 3004 HEND 160s REse $85s BEAE HeRS G647 SRS $PEd S0ET Smr PEvE Sees EES GI G8ed DELS SUSE Sa0e Shed eres SSed Pues 4O MEIS TAEE 4366 BRas Bees SWed RESE $004 bs GraR HE4S 353 SETE BOSS SEee BATe Ress Sras 00 Eees sebe sass SRS .’.
where:

id specifies the unique doubleword identifier of
the data set associated with the password to
be vead. This doubleword can be any binavy
value, but the ddname is rvecommended. Thisg
allows for handling of multiple data sets
with diffevent cipher kevs. This "id® isg
displaved ags pavt of the cipher key prompting
message. The "id" X'FFFFFFFF' is reserved;
iT used, it causes a usery abend.

key specifies a 40-chavacter field that is filled

in with the cipher key by VMXKREAD from
console input and padded with blanks., The
key is translated usinag the existing OMS
input translate table.

Usage Note:

For FORTRAN compatibility, use the six-byte synonym
VMXKRE. .

VMSECURE Usev's Guide Release 2.1
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8.4 USING YMXSUBS. SUBROUTINE CALLS _IN_FORTRAN.EROGRAMS

The following is an example of a FORTRAN proaram using
the VYMXSUES subroutines to vead cleav text data and
encrypt it in FILE mode to an output file:

+ e i atee mes 2% caee mus sese GwTe sed e maw SBE B3 See @en Seer e WO WY Sie beer seae rs Sese Best mOS BT SN Tees WEOS MRS Wed Seve Sl Sers saM Wee W Sene Geks rese N Wi Feie Tes W SN WM Ser 4t Seie A bs wes Sede Tele SBe W S1Pe beis Sess MEe irse mer same +
| I
| INTEGER KEYERUF (10D, BUFFERC20) , TYPEC(T) ,LENGTH i
| REAL=8 1D I
| C |
| DATA ID/'VMTEST '/ I
| DATA TYPE/'ENFM'/ |
! DATA LENGTH/80/ |
| C |
I CALL VMXKRECID,KEY) I
! CALL VMXKINCID,KEY) {
I C I
| 10 READC(S, 200, END=20) BUFFER i
] CALL VMXCRY{ID, BUFFER, LENGTH, TYFE) ]
| WRITE(4,200) RBUFFER |
| GOTO 10 !
| 20 STOF [
| C |
[ 200 FORMAT (20A4) |
| END !
l !
i ens 4ren 4000 G0en ores aie caus semt sia Guns ases 4w S99 SRR Brae Beve se Gt aime mems ssas ¢ arme eaas aien 4one wieb sEe 2001 400b Sres sums eene Ses S140 4108 BFEL S04R SE Sert Fbn wbed G0mD 4SS SEmd 4e4S FR0s PSAS US4 1SS aine Rieh Reed F0ne 4bes ves At Sews Srat dews amet sins nese o

Figure 13. Example Using VYMXSUES in a FORTRAN Frogram

The program calls VMXKREAD to read the cipher key and
calls VYMXKINIT to initialize the key buffer with the
input cipher key before the encryption process begins.
ATter reading a buffer of text, VMXCRYFT is called to
encrypt the data in FILE made (ENFM)Y. Chanaing the
definition of the vaviable TYFE in the DATA statement
changes the mode or allows the same progaram to decrypt
data.

After encryption, the buffer is writlten to a new file.

XUJANSS VMXSUBS Subvroutines 87
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8.9 USING VMXSUBS_ SUBROUTINE. CALLS_IN ASSEUMBLER.PROGRAMS

The following is an example of the assembler language
statements necessary to use the VMXSUBS subrvoutines.
In this example, the encryption key is read from the
terminal and is used to encrypt a 200-character buffeyr
in FILE mode. The CALL instruction is the standard 08
CALL macro. Note that this is not a complete progvam.

A e s e 4 a3 o s b s £ S £ 4 S1 S 4 2 e 5 4% 1 42 o S o S i+ 5 e S8 S0 4 e 27 S 4 8 £8 T2 S 428 e £ e e S e £ S A Sm i 4 9 S i s 2 4 S st i 4

|

’ ~

, »

[ R

| CaLl VMXKREAD, {ID,KEY),VL READ KEY FROM THE TERMINAL
| Call VYMXKINIT, (ID,KEY), VL INIT KEY WITH OUR ID

| %

] CaLL  VMXCRYPT, (ID,BUFFER, LENGTH, TYFE) , VL ENCRYFT THEID
| *

| .

l -

| ID pC CLB8'VMTEST® ENCRYFTION ID

| KEYBUF DS CL40 ENCRYFTION KEY

| TYFE pC CLA'ENFM!' SELECT ENCRYFTION IN FILE MODE

| LENGTH DC F'200°' LENGTH OF ERUFFER

| BUFFER D¥ CL200O DATA RUFFER TO ENCRYFPT

| .

' -

l

.‘.....» eas s4ee LG B004 Fots bevs SHD Sums TIHE cams 4ras sou. et soas sons sous 0o en tas vos. aas meas 4as sme Gews cias G0SL SMNT TEES SEE SEes BI04 Beve see SaE BeS SPSY E000 Beve ASeE sas: v sras soes . SR e . ase ..

Figure 14, Example Using VMXSUES in an Assembler FProgryam
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2.9 USING THE CMS_HELE _EACILITY

2.1 HELE_COMMAND

2.2 VIEWING.

2.3 HELP_AND

XU.JANES

The CMS HELF command provides information on the
VMSECURE user subcommands and system messaqes. The
information presented by the HELF files is the same
text as the documentation provided in this book, the
YMSECUBE Bules Facility Guide, and VMSECURE Messages
and_Codes.

THE _VMSECURE_HELP_MENU

To display the contents of the VMSECURE HELF wmenu,
enter the following CMS command:

help vmsecure

~-YMSECURE USER. SUBCOMMANDS

It is possible to bypass the menus entivrely and go
directly to the information on the specific tapic in
which you are interested.

For the description of a particulay VYMSECURE
subcommand, enter:

help vesecure subcad

where *"subcmd” is the subcommand you wish to see. Help
information is available fovr the following subcommands:

GROUF
HISTORY
MAINT
MANAGE
RULEMAF
RULES
USER

Using the CMS HELF Facility 89
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2.4 HELE_AND_VMSECURE _SYSTEM_MESSAGES

20

HELF files describing VMSECURE system messages can he
viewad by issuing a HELP command Line and specifying
the desived system message number.

For example, to get a description of a pavrticular
VMSECURE system message, enter:

help voxnnnc
where "vmxnnnc® is a system mnessage identifier
consisting of the letters 'vax', the three digit
message numbey (including leading zevos), and the one
tetter severity code.
Fovr example:

help vaxiQ&i

provides information on message VMX1061.

dditional details on using the HELF facility can be
found in the IEM ¥M/ZSE: CMS_ Usex's. Guide, SCi9-6210.

VMSECURE Usev's Guide Release 2.
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Cipher Key: & charvactey string
used by VMSECURE when encrypting
and decrypting data.

Cipher Text: Unintelligible,
encrypted data.

Clear Text: Readable,
non-encrypted data.

Configuration File: o file
maintained by the VMSECURE
system administrator that
indicates certain system
defaults and authorizations.

DASD: Direct access storage
device ov disk used for stovage
of users' files.

Decrypt: To restore encrypted
data to its original, readable
fora.

Default: The value supplied by
VMSECURE if ovne is not entered
by the user.

Directory: A file that defines
each virtual machine's
configuration. Userid, virtual
storage, and password are
defined in the divectory.

Directory Administrator: A user
with ADMIN authovization in the
VMSECURE configuration file who
can modify the dirvectory entries
of all the userids at the site.

Directory Entry: A aroup of
statements in the divectory that
define a particular vivtual
machine.

Directory Manager: A user with
MANAGE authorization in the

XUJANBS

GLOSSARY

VMSECURE configuration file who
can modify the divectory entries
of the userids in his security
qroup.

Directory Statements: Special
purpose statements that define
virtual machine attributes (such
as userid and password) and
configuration (such as unit
record devices and minidisks).

Encrypt: The process of
converting clear text into
cipher text.

Field: An arvea on a selection
screen in which you can enter
data.

HELF Facility: A CMS facility
that allows users to obtain
online information about
commands, subcommands, and
system messages, including those
for VMSECURE.

Menu: & screen display that
Lists VMSECURE functions
available to the user.

Password Encryption Facility:

An optional VYMSECURE feature
that allows a site to encrypt
Lagon and Link passwords and
maintain them in an encrvpted
form in the online directory and
in the VMSECURE divectory
database.

Product Interface: A featuve of
VMSECURE that allows other VM
Software, Inc. products to use
the Rules facility to enhance
theivr data security.

Glossary 99
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Rule: In VMSECURE, a rvule put
into a rules file to contvol
access to virtual machines and
minidisks and to contvol the
transgfer of data. The rule
specifies the action to be
taken, the userid making the
request, and the command or
subcommand affecting the
request.

Rules Database:
Instatlation-defined rules that
contraol access to virtual
machines and minidisks and the
transfer of data between vivtual
machines.

Rules Facility: Files residing
on the VMSECURE rules minidisk
that allow an installation to
control access to virtual
machines and minidisks and the
transfer of data.

Rules File: A file of rule
statemnents created by users,
security group managevs, and
security administrators to
control access to virtual
machines and minidisks and the
transfer of data. These files
reside on the Rules minidisk of
VMSECURE. Rules created at the
system level overvide all other
rules. Rules created by
security aroup managers overvide
the rules of users in their
respective security groups.

Scratch: When a disk is
scratched, all data is erased
and the disk space is
reformatted. The disk space is
then added back to the available
space for reallocation.

Service Virtual Machine: A
virtual machine runming a

@2 VYMSECURE User's Guide

program that provides
systemn—-wide services.

System Administrator: A usev
with all levels of authorization
in the VMSECURE configuration
file who is designated by the
site to administer all
divectories at the site. May
also be the security
administrator.

User Exit: Same as “"exit
routine.” & point in the
operation of VMSECURE at which a
user-written routine can be
given control.

Vaddr: Virtual device address.

Virtual Machine: a functional
simulation of a computer and its
associated devices.

VMACCOUNT: An accounting,
repovting, and capacity
manadgement system, available
from VM Software, Inc.

VMBACKUP: A minidisk dump and
restore system, available fyom
v Software, Inc.

VMCIPHER: A command that allows
users to encrypt and decrypt
data in CHMS files.

VMSCHEDULE: A scheduling system
designed for the CMS
envivonment, available from VM
Software, Inc.

VMTAPE: A system for managing
any number of tape volumes and
tape drives, available from VM
Software, Inc.

Release 2.1
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Suite 355
Vienna, VA 22180
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by page.
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