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SESSION ABSTRACT
Automating the RACF Audit

Data security administrators as well as EDP auditors will want to
attend this intermediate-level session. Techniques for
automating the review of dataset and user profiles defined in
RACF will be demonstrated. Specific examples of these techniques
and how they can be adapted to your organization will be
presented. The applicable COBOL source code & JCL will be
distributed.
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COMPONENTS OF A COMPLETE RACF REVIEW ' |

\
1. Status Monitoring
DSMON, SETROPTS |

. . \
2. Event Monitoring ‘
RACFRW

3. Rules or Profiles Analysis
LISTDSD, LISTUSER:

4. Standards Review: Management

\
This presentation will focus on how to automate #3, the

audit of RACF profiles

PRESENTATION OBJECTIVES |
1. Show how to automate RACF profiles review

Show how easy it is to automate the RACF review |

\
Provide the basic tools (concepts, JCL, COBOL
programs to automate the RACF profiles review |

'Source: Kurt Meiser, Coopers & Lybrand
"Heavy Metal" ex-IBM systems programmer ‘

CACS Conference Session "Introduction to the Audit of \
RACF"



III. TWO KINDS OF BASIC RACF PROFILES

A. DATASET PROFILE

1.

2'

Data Set Name
Data Set Owner

Universal Access Authority
(UACC)

Auditing (Logging) Conditions
User Notification

Authorized User Access List

B. USER PROFILE

User Id

User Name

User Attributes

Date ID Created
Password Interval
Revoke Date

Day & Time Restrictions
Group Information

Connect Information



INFORMATION FOR DATASET(PIAC.* (G) ) 1 DSN

LEVEL OWNER UNIVERSAL ACCESS WARNING ERASE

3 2 30pce. O NO

AUDITING

(FAILURES (READ) ) ¢ LOGGING OPTIoN

NOTIFY
(NO USER TO BE NOTIFIED) S USSR NoT\ficATioN

YOUR ACCESS CREATION GROUP DATASET TYPE

-—— - — — —— — - -—— . —— - —— — " - —— . —— - — —— -

READ SYSTEMS NON-VSAM

GLOBALAUDIT
NO INSTALLATION DATA

SECURITY LEVEL

- ——— . —— T — —— —— i —  —————— — ——— —

NO SECURITY LEVEL

CATEGORIES

NO CATEGORIES

- 6 AUTHORIZEY
ID _ ACcESS. USER

PIAP UPDATE ACCESS

J ALTER ListU

BATCHG ALTER

OPERATOR  ALTER

OPER1 ALTER

A ),

PROGRAM D ACCESS

NO ENTRIES IN CONDITIONAL ACCESS LIST

Sample DATASET Profile
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ER—BSAoD om OWNE REATED-SB 308
AULT-GROUP=BSA 3 PASSDATE=90.012 ASS -INTERVAL=

TTRIBUTES=GRPACC

EVO TE=NONE ) (@RESUME DATE=NONE
AST-ACCESS=90.022/06:08:58

LASS AUTHORIZATIONS=NONE
NSTALLATION-DATA=BRITA SALES/DALLAS
O-MODEL-NAME

OGON ALLOWED  (DAYS) (TIME)
PN S S0 T S S RS G S S S G G S G G WD G S0 G G S b S S e S e S S a8 S W e e e
NYDAY w q
GROUP=BSA AUTH=USE CONNECT-OWNER=BSA CONNECT-DATE=88.308
CONNECTS= 134 UACC=NONE LAST-CONNECT=90.022/06:08:58
CONNECT ATTRIBUTES=NONE
REVOKE DATE=NONE RESUME DATE=NONE _} 9 b

CURITY-LEVEL=NONE SPECIFIED
TEGORY-AUTHORIZATION
ONE SPECIFIED

Sample USER Profile
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IV.

Rﬂx 232%:3&&; A.

Rc*“Y

40 prac'\tnfs

Guokuser 25
Gt Tar Y READ

fop. 330 paqes B.
1,055 pro s

Resc\ds

I 42 wes

2. 183 users

3. 17 uses
. 20w
5§, Hluoses
. | wvans
1. 2 osers

\
RACF PROFILES REVIEW OBJECTIVES

Identify all production, system and |

\
backup datasets:
1.

2.

|
Identify all userids:

1.

\
Wwith a UACC > READ

With AUTHUSER with access > READ

Which have not been used since being |
created |

With an unusual password change \
interval

With user attribute > "GRPACC" ‘
With connect attribute > "NONE"
With connect UACC > "READ" ‘
With group authority > "USE"

With authority to define RACF profiles
for resource classes



LJsTDsD
o
LISTLSER

LIZSTDRD - LISTUSEE.
RAacFrURCC.  RAGFUMNND
RACFAUTH  "RAGPINT
RACF ONA
RACGIONN
RACEGRP
RACELRAS
RACFATT.

AUTOMATING

RACT
CoamAavC

AUDVT
S/w

T

IXCEPTION)
ReEFORT

7-

EATCH MobE
RANTHEL THAN
ONWUNE R
I<PE PaLELS

OUTPUT REPOET
TO DSk
NOT PRINTERL

L(ST OF EXCEFTIONS
CN IS

FoR SURTHER
FRoCE=NG

SXAMPLE: RACFA_~

THE RACE ALDIT



V. STEPS TO DEVELOP PATTERN MATCHING AUDIT SOFTWARE
A. Execute the desired command or utility
program. Send output to disk file rather
than printer

B. Review ocutput for key phrases or patterns to
differentiate lines

C. Determine column placement of patterns
D. Write program to extract based on above

E. Debug or refine extract program based on
results

F. Create additional programs to summarize the
extracted information in various ways



VI. "GENERICY" PATTERN MATCHING PROGRAM SPECIFICATIONS

INPUT is the output of the RACF command

OUTPUT is a report and a data file containing the
exceptions to

PROCESS
1. Read a record from input file

A 2. Determine if record is a "keeper". If not, read
the next record.

3. If record is a "keeper", move relevant
information to output fields

4. Write output file record and report line

5. On end of input, write total number of records
written to output on the report

VII. SPECIFIC EXAMPLES OF PATTERN MATCHING AUDIT SOFTWARE
- RACFUACC - list all datasets with a UACC > READ

- RACFAUTH - list all datasets to which specific
users have access authority > READ

- RACFUNNO - list all users who have never used
their TSO userid

- RACFPINT - list all users with an unusual
password change interval

- RACFATTR - list all users with user attributes >
"GRPACC™H

- RACFCONA - list all users with connect
attributes > “NONE"

- RACFCONN - list all users with connect UACC >
"READ"

- RACFGRP - list all users with a group authority
> "USE"

- RACFCLAS - 1list all users with authority to
define RACF profiles for certain RACF resource
A classes






READY
LISTDSD PREFIX(PIPR) AUTHUSER
INFORMATION FOR DATASET PIPR.S8M.CCPRHRS8R* (G)

LEVEL OWNER ° UNIVERSAL ACCESS WARNING ERASE

AUDITING

FAILURES (READ)

NOTIFY

;S-EEER-TO BE NOTIFIED

YOUR ACCES8 CREATION GROUP DATASET TYPE

NONE 8Y81 NON-VSAM

NO INSTALLATION DATA
SECURITY LEVEL

NO BBCURITY LEVEL
CATEGORIES

NO CATEGORIES

ID ACCESS
PIPR UPDATE
CPRO1 ALTER
J ALTER
TPLS7 ALTER
TAC25 ALTER
CAOMS ALTER

Sampl . of the RACF LISTDSD AUTHUSER command
Used as input to the RACFUACC & RACFAUTH programs
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000001 READY
000002 LISTDS8D PREFIX(PIPR) AUTHUSER
“0003 INFORMATION FOR DATASET PIPR.S8SM.CCPRHRSR* (G)

004
UvwJ005 LEVEL OWNER UNIVERBAL ACCESS WARNING ERASE
000006 ==w=== erceccc=cs cccesscsces-seoss | cee—-- —————
000007 00 PIPR NONB NO NO
000008
000009 AUDITING
000010 ====e==-
000011 FLILURBB(RBAD)
000012

000013 NOTIFY
000014 ~=cc=-=-
000015 NO USER TO BE NOTIFIED

000016
000017 YOUR ACCEBB CRBATION GROUP DATASET TYPE
000018 ~==-wrmecre= cosmcosoceosscss cecccccccee-
000019 NONB 8Y81 NON-VSAM
000020
000021 GLOBALAUDIT
000022 ===c—=——==--
000023 NONE
000024
000025 NO INSTALLATION DATA
000026
000027 SECURITY LEVEL
000028 ~=emcmccccc e e s e ———— -
000029 NO SECURITY LEVEL
000030

Q31 CATEGORIES

32 —-mmmmme--

Ov.933 NO CATEGORIES
000034
000035 ID ACCESS
000036 ~======== <ccc=o=-
ZCOL8> =westwmen]lcmmatreccldmcnctmecncdecccctomnefrenntrcanSennctccccfocneteanaT =
000037 PIPR UPDATE
000038 CPRO1 ALTER
000039 J ALTER
300040 TPLS? ALTER
700041 TAC25 ALTER
J00042 CAOMS ALTER

Ruler line applied to the output to determine column placement

- 11 -



0100-PROCESS.

IF C2-12 = ’INFORMATION’
MOVE C26-64 TO O-DSN
R-DSN
ADD 1 TO W8-VALID-RECORDS.

IF C3-4 = 00’ AND
(C25-28 NOT = 'READ’ AND C25-28 NOT = ’NONE’)

MOVE C24-30 TO O-UACC

R-UACC

ELSE GO TO 0199-READ-NEXT. , _ .

WRITE FILE~-OUT-RECORD.
ADD 1 TO WS-RECS-WRITTEN.
PERFORM 270-PRINT-REPORT-LINE.

0199-READ-NEXT.
READ FILE-IN
AT END MOVE ‘Y’ TO WS8-END-TXNS-SW.

ADD 1 TO W8-RECS-READ.

Main paragraphs of RACFUACC program
S8ee accompanying disk for a complete copy of the program



PROGRAM: RACFUACC INTERNAL AUDIT DEPARTMENT PAGE NO.
SUMMARY OF RACF LISTDSD
A8 OF 02/26/90
UNIVERSAL ACCESS GREATER THAN READ
FOR PRODUCTION,SYSTEM & BACKUP DATASETS

DATA SET NAME PROFILE UACC
BISY.S8M.%¥8SMFDUMP* (G) UPDATE
BNOR.S8SA.DCSKMART* (G) ALTER
BNOR.S88A.DCSWMART* (G) ALTER
BNOR.88M.DCSWMART* (G) ALTER
PIAR.88M.CARMLKBX* (G) ALTER
PIFR.PFM.TLIB (G) UPDATE
PIGL.PFM.TLIB (G) UPDATE
PIRR.PFM.TLIB (G) UPDATE
PISA.PFM.TLIB (G) UPDATE
PDCB.88SA.VMMNDISK (G) ALTER
PDHR.PFM.TLIB (G) UPDATE
PDJA.BSM.ENG* (G) UPDATE
PDJA.BSM.ISD* (G) UPDATE
PDJA.BS8M.MFG* (G) UPDATE
PDJA.BSM.RAD* (G) UPDATE
PKCA.PFM.HOLDMAST (G) ALTER
PMOR.S88M.CONFRM* (G) ALTER
PNMK.PFM.TLIB (G) ' UPDATE
PNOR.S8A.DCSKMART* (G) ALTER
PNOR.S88A.DCS8WMART* (G) ALTER
PRD1.CCLIB (G) UPDATE
PRD1.RJE.* (G) UPDATE
PRD1.8ORCLIB (G) UPDATE
8Y81.BRODCAST (G) UPDATE
8Y82.8AR.8ARD* (G) UPDATE
8Y83.8ARTEMP.* (G) ALTER
RECORD8 READ = 29,591 ERRORS ENCOUNTERED = 0
VALID RECORDS = 690 RECORD8 WRITTEN = 40

Sample output of the RACFUACC program

- 13 -



0100-PROCESS.
IF C2-12

IP C12-18
ci2-18
Ccl2-18

/ INFORMATION’
MOVE C26-64
MOVE SPACES
MOVE C26-29
ADD 1

/UPDATE ’ OR
¢ ALTER ’ OR
/CONTROL/

MOVE C2-9

MOVE Cl2-18

ELSE GO TO 0199-READ-NEXT.

IF O-USER
O-USER
O=USER
O0~USER
O-USER
O=-USER
O-USER
O-USER
0-U8ER
0=UBER
O-USER

‘g ’ OR
’BATCHF OR
*BATCHG OR
/BATCHH - OR
’BATCHS - OR
’CAOMS ’ OR
/FAILURES’ OR
’OPER ’ OR
/OPER1 ’ OR
/OPERATOR' OR
W8-HIGHLEVEL

GO TO 0199~-READ-NEXT.

MOVE W8-D8N TO O-DSN

R-DSN.

WRITE FILE-OUT-RECORD.
ADD 1 TO WS8-RECS-WRITTEN.

PERFORM 270-PRINT-REPORT-LINE.

0199~-READ-NEXT.
READ FILE~-IN

AT END MOVE ’Y’ TO W8-END-TXNS-8SW.

ADD 1 TO W8-RECS-READ.

TO
TO

W8-D8N
W8-HIGHLEVEL
W8-HIGHLEVEL
W8-VALID~-RECORDS.

0-USER
R-USER
O-ACCESS
R-ACCESS

Main paragraphs of RACFAUTH program
S8ee accompanying disk for a complete copy of the program

- 14 -



PROGRAM: RACFAUTH

INTERNAL AUDIT DEPARTMENT

SUMMARY OF RACF LISTDS8D AUTHUSER
ACCESS GREATER THAN READ

FOR PRODUCTION,

DATA SET NAME PROFILE

BIPR.VCM.TAXCALC* (G)
BIPR.VCM.TAXCALC* (G)
BIPR.VCM.TAXCALC* (G)

PIPR.88M.CCPRHR8S8R* (G)
PIPR.88M.CCPRHRS8R* (G)
PIPR.88M.CCPRHRSR* (G)
PIPR.S8SM.CCPRHRSR* (G)
PRD1.* (G)
PRD1.* (G)
PRD2.* (G)
PRD2.#* (@)
PRD2.* (G)
PRD2.* (G)
PRD2.* (G)
PRD2.* (G)

8Y81.PROCLIB (G)
8YS1.UAD8 (G)
8Y81.#* (G)
8Y82.AFP* (G)
8YS82.AFP* (G)
8Y82.CIC8.* (G)
8Y82.CIC8.* (G)
8Y82.CIC8.* (G)

RECORD8 READ =

VALID RECORDS = 690

BY DSN
A8 OF 02/26/90

SYSTEM & BACKUP DATASETS

AUTHUSER

TOP34
TPLS57
TAC2S

CPRO1
TPLS7?
TAC25
CPROS
8Y81
THWO 6
TED10O
TPM41
TVR12
TFR97
8Y81
THWO6

BKCOMM
TFR97
JE82
8Y8S1
TFR97
S8YSTEMS
8YS1l
COMSOFT

29,591 ERRORS ENCOUNTERED =
RECORDS8 WRITTEN =

Sample output of the RACFAUTH program

- 15 =
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ACCESS

ALTER
ALTER
ALTER

ALTER
ALTER
UPDATE
ALTER
ALTER
ALTER
ALTER
ALTER
JPDATE

UPDATE
UPDATE
UPDATE
ALTER
ALTER
UPDATE
ALTER
ALTER

664



PIPR.88M.CCPRHRSR* (G)
PRSLSR* _(G)
LABL3* _(G)
LABL4* (G)
PDHR.SSA . IMAGEHRS* (G)
PDER.88A.IMAGEHRU* (G)
PDHR.S8A.IMAGEPRS* (G)
PDHR.SSA. IMAGEPRU* (G)
PDHR.S88M.INPUT10U# (G)
PDHR.S8SM.INPUT25U* (G)
PDHR.VCM.RLPFILE (G)

PIPR.VCH.MSAIE.* (G)

PDHR.8SA.HRSLABL3#* (G)
PDHR.88A.HRSLABL4#* (G)
PDHR.S8SA. IMAGEHRS* (G)
PDHR.8SA.IMAGEHRU#* (G)
PDHR.S8SA.IMAGEPRS* (G)
PDHR.88A.IMAGEPRU* (G)
PDER.88M.INPUT10U* (G)
PDHR.88M.INPUT25U* (G)
PDHR.VCM.RLPFILE (G)

PIPR.VCM.MSAIE.* (G)

-

PISB.* (G)
PISS.VCM.S888IGNON (G)
PHSA.FSM.HPDSAC (G)
PKDB.* (G)
PRD1.CCHIST (G)
PRD1.PROCLIB (G)
PRD1.8CHDLIB (G)
PRD1.UTILITY (G)
PRD1.VSAMDDC (G)
PRD2.* (G)

SSA08.*% (G)

8YS2.AFP* (G)
5YS2.8YS.BACKOFF (G)
SYS3.DADS.CONTROL (G)
PISA.PFM.FOCEXEC (G)
SYS1.UADS (G)
SYSM.DOCUMENT . TEXT (G)

CPROS
CPROS
CP802
cPr802
cp8o2
CP802
CP802
cp8o02
CcP802
CcP802
CcP802
CP802
CP803
CP803
CP803
CP803
CP803
Ccpr803
CP803
CP803
CP803
CcP803

TFR97
TFPR97
TFR97
TFR97
TFR97
TFRS7
TFR97
TFR97
TFR97
TFR97
TFR97
TFR97
TFR97
TFR97
TFR97
TFR97
TFR97

UPDATE

9 [

ALTER
ALTER '

ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
UPDATE
UPDATE
UPDATE

sample sorted output of RACFAUTH program
Data S8et Profile)
Used as input to the RACFAUT2 program

(UserID,

- 16 -
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0100-PROCESS.

IF I-USER NOT = W8-USER
MOVE W8-USER TO 8-USER
MOVE W8-COUNT TO 8-COUNT
PERFORM 260-PRINT-SUBTOT-LINE
MOVE 0 TO W8~-COUNT
MOVE I-USER TO W8-USER
MOVE I-USER TO R-USER

ELSE
MOVE SPACES TO R-USER.

MOVE I-DS8N TO R-DSN

MOVE I-ACCES88 TO R-ACCESS

ADD 1 TO W8-COUNT
PERFORM 270-PRINT-REPORT-LINE.

0199-READ-NEXT.
READ FILE-IN
AT END MOVE ‘Y’ TO ALL-TRANS-PROCESSED-SW.
IF ALL-TRANS-PROCESSED-8W = ’'N’/
ADD 1 TO W8-RECS-READ
ELSE
GO TO 1000-TERMINATE.

Main paragraphs of the RACFAUT2 program
S8e accompanying disk for a complete copy of the program
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ROGRAM: RACFAUT2 INTERNAL AUDIT DEPARTMENT PAGE NO.
SUMMARY OF RACF LISTDSD AUTHUSER
ACCESS GREATER THAN READ
FOR PRODUCTION, SYSTEM & BACKUP DATASETS
BY USER ID
AS OF 02/26/90

AUTHUSER ACCESS DATA S8ET NAME PROFILE
CPROS ALTER PIPR.S8M.CCPRHRSR* (G)
ALTER PIPR.88M.CCPRSLS8R* (G)
CPROS : 2
CcP802 ALTER PDHR.S88A.HRSLABL3* (@)
ALTER PDHR.S8SA.HRSLABL4* (G)
ALTER PDHR.88A.IMAGEHRS® (G)
ALTER PDHR.88A.IMAGEHRU* (G)
ALTER PDHR.S88A.IMAGEPRS* (G)
ALTER PDHR.88A.IMAGEPRU* (G)
ALTER PDHR.88M.INPUT10U* (G)
ALTER PDHR.S88M.INPUT25U% (G)
ALTER PDER.VCM.RLPFILE (G)
UPDATE PIPR.VCM.MBAIE.* (G)
CcP802 10
TFR97 ALTER PIS8.* (G)
ALTER PIS8.VCM.88SIGNON (G)
ALTER PHSA.FSM.HPDSAC (G)
ALTER PKDB.* (G)
ALTER PRD1.CCHISBT (G)
ALTER PRD1.PROCLIB (G)
ALTER PRD1.8CHDLIB (G)
ALTER PRD1.UTILITY (G)
ALTER PRD1.VSAMDDC (G)
ALTER PRD2.* (G)
ALTER 88A08.* (@)
ALTER 8Y82.AFP* (G)
ALTER 8Y82.8Y8.BACKOFF (G)
ALTER 8Y83.DAD8.CONTROL (G)
UPDATE PISA.PFM.FOCEXEC (G)
UPDATE 8Y81.UAD8 (G)
UPDATE 8Y8M.DOCUMENT.TEXT (G)
TFR97 17
RECORDS READ = 664 RECORD8 PRINTED = 664

Ssample output of the RACFAUT2 program



READY

LISTUSER * .
USER=CAC01 NAME=LIONEL DIGAL OWNER=CAC < CREATED=87.324
DEFAULT-GROUP=CAC PASSDATE=88.244 PASS~-INTERVAL= 40

ATTRIBUTES=GRPACC -

REVOKE DATE=NONE RESUME DATE=NONE
LAST~ACCES88=88.264/13:42:08

CLASS AUTHORIZATIONS=NONE
NO-INSTALLATION-DATA

NO-MODEL~NAME

LOGON ALLOWED (DAYS) (TIME)

ANYDAY ANYTIME

GROUP=CAC AUTH=USE CONNECT-OWNER=CAC CONNECT~-DATE=87.
CONNECTS= 580 UACC=NONE LAST-CONNECT=88.264/13:42:08

CONNECT ATTRIBUTES=NONE

REVOKE DATE=NONE RESUME DATE=NONE
SECURITY~-LEVEL=NONE SPECIFIED
CATEGORY-AUTHORIZATION
NONE SPECIFIED -
USER=CAC02 NAME=MAURICE DLI OWNER=CAC CREATED=87.308
ATTRIBUTES=GRPACC
REVOKE DATE=NONE RESUME DATE=NONE
LAST~ACCES88=88.264/14:37:46
CLASS AUTHORIZATIONS=NONE
NO-INSTALLATION-DATA
NO-MODEL-NAME

LOGON ALLOWED (DAYS) (TIME)
ANYDAY ANYTIME
GROUP=CAC AUTH=USE CONNECT-OWNER=CAC CONNECT-DATE=87.
CONNECTS= 568 UACC=NONE LAST-CONNECT=88.264/14:37:46

CONNECT ATTRIBUTES=NONE

REVOKE DATE=NONE RESUME DATE=NONE
SECURITY-LEVEL=NONE SPECIFIED
CATEGORY-AUTHORIZATION
NONE SPECIFIED
USER=CAC03 NAME=HELEN COYOQCA OWNER=CAC CREATED=88.007
DEFAULT-GROUP=CAC PASSDATE=88.228 PASS8-INTERVAL= 40
ATTRIBUTES=GRPACC
REVOKE DATE=NONE RESUME DATE=NONE
LAST~ACCES8=88.259/14:16:41
CLASS8 AUTHORIZATIONS=NONE

Sample outpu ‘ the LISTUSER command
Used as input by ti }ACFPINT, RACFUNNO, RACFATTR,
RACFCONN, RACFCONA, RACFGRP & RACFCLAS programs
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000001
00002

" L8>
. 303
=COLS8>
000004
000005
000006
=COLS8>
000007
000008
000009
000010
000011
000012
000013
000014
000015
000016
000017
000018
000019

READY

LISTUSER #
e . 3 it DT SEPVREY JEIU SNy SIS, J
USER=CACO1 NAME=LIONEL DIGAL OWNER=CAC CREATED=87.324
e B B s Catataiel Dt T TICTEP S WU S SR
DEFAULT-GROUP=CAC PASSDATE=88.244 PASS-INTERVAL= 40

ATTRIBUTES8=GRPACC

REVOKE DATE=NONE RESUME DATE=NONE

B T e B e B e D] LT S
LAST-ACCESS=88.264/13:42:08

CLASS AUTHORIZATIONS=NONE

NO-INSTALLATION-DATA

NO-MODEL-NAME

LOGON ALLOWED (DAYS) (TIME)

ANYDAY ANYTIME

GROUP=CAC AUTH=USE CONNECT-OWNER=CAC CONNECT~-DATE=87.
CONNECTS8= 580 UACC=NONE LAST-CONNECT=88.264/13:42:08

CONNECT ATTRIBUTES=NONE

REVOKE DATE=NONE RESUME DATE=NONE
SECURITY~-LEVEL=NONE SPECIFIED
CATEGORY-AUTHORIZATION

Ruler lines applied to the output to determine column placement
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0100~-PROCESS.
IP Ci1-4 = ‘USER/

MOVE C6-39 TO O-USERID
R=-USERID

MOVE C56-69 TO R-CREATED
O-CREATED

MOVE 0 TO W8-REVOKED-FLAG

ADD 1 TO WS-VALID-RECORDS.

IF C13-19 = ’'REVOKED’
MOVE 1 TO W8-REVOKED-FLAG
GO TO 0199~READ-NEXT.

IF C2-12 = ’LAST-ACCES8’ AND
C14-20 = ’‘UNKNOWN’/ AND
W8=-REVOKED-FLAG = 0
MOVE Cl14-20 TO O-LSTACCESS
R-LSTACCESS
ELSE GO TO 0199-READ-NEXT.

WRITE FILE-OUT-RECORD.
ADD 1 TO WS—~-RECS-WRITTEN.
PERFORM 270-PRINT-REPORT-LINE.

0199-READ-NEXT. .
READ FILE-IN
AT END MOVE ‘Y’ TO ALL-TRANS~PROCESSED-S8SW.
IF ALL-TRANS-PROCESSED-8W = ‘N’
ADD 1 TO WS-RECS-READ.

M..n paragraphs of the RACFUNNO program
S8ee accompanying disk for a complete copy of the program
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PROGRAM: RACFUNNO

USERID

CGAOl
CGAO2
CGAO3
CPO09
CPOl4
CPO24
CPO32
CPO34
CPO36
CPO40
CPO42
CPO99
FFTOl
FFTO07
FMFO6
FRLO2
HCFO02
HFTO3
HPAO4
HPAOS
HPAO6
HPAOS
HPEO9
HPElO
HPKO4
HPKOS
HPKO6
HPLO2
HPTO4
KWHOS8
KWH29
KWH67
KWH70
KWH71
KWH72

RECORDS8 READ =

USBER NAME LAST ACCESS
NAME=MILT ASHFORD UNKNOWN
NAME=BOB CANTER UNKNOWN

=DENISE BARTONI UNKNOWN
NAME=JIM FOUST UNKNOWN
NAME=LARRY RUPP UNKNOWN
NAME=CINDY BEARD UNKNOWN
NAME=MARY MORRISON UNKNOWN
NAME=CHARLES STRICKLER UNKNOWN
NAME=PAT BACHTOLD UNKNOWN
=HAL MORRIS UNKNOWN
NAME=CHARLIE SCHAD UNKNOWN
NAME=CORP PURCHASING (GRP) UNKNOWN
NAME=JUDY SCHWEITZER UNKNOWN
NAME=BARB WESTER UNKNOWN
NAME=JOHN BARNABA UNKNOWN
NAME=LYNN GILBERTSON UNKNOWN
NAME=RONDA TALLANT UNKNOWN
NAME=BECKY S8TUCZYNSKI UNKNOWN
NAME=ANN SBPRADLIN UNKNOWN
NAME=VICKIE HAY UNKNOWN
NAME=LINN STOLLER UNKNOWN
NAME=SHERYL WARD UNKNOWN
NAME=LANCE ANKRUM UNKNOWN
NAME=GREG TEMPLE UNKNOWN
NAME=DONNA CRAFTON UNKNOWN
NAME=HANK COOPER UNKNOWN
NAME=DAN HEAD UNKNOWN
NAME=BILL REIMAN UNKNOWN
NAME=TOM MALAGISI UNKNOWN
NAME=TRACY STRANDBERG UNKNOWN
NAME=JACKIE CAMPA UNKNOWN
NAME=BOB TOMCZYK UNKNOWN
NAME=DENISE BOLLINGER UNKNOWN
NAME=EDDIE CURRIE UNKNOWN
NAME=JIM WOOD UNKNOWN
19,805 ERRORS ENCCUNTERED = 0

VALID RECORDS = 1,055 RECORDS8 WRITTEN = 42

INTERNAL AUDIT DEPARTMENT

USERIDS FROM THE RACF DATABASE
WHICH HAVE NEVER BEEN USED

AS OF 02/26/90

Sample output of the RACFUNNO program

PAGE NO.

DATE CREATED

CREATED=89.258
CREATED=89.258
CREATED=89.258
CREATED=89.319
CREATED=89.235
CREATED=89.319
CREATED=89.235
CREATED=89.235
CREATED=89.258
CREATED=89.258
CREATED=89.258
CREATED=89.251
CREATED=89.248
CREATED=89.248
CREATED=89.320
CREATED=89.248
CREATED=89.320
CREATED=89.248
CREATED=89.304
CREATED=89.320
CREATED=89.320
CREATED=89.320
CREATED=89.320
CREATED=89.324
CREATED=89.320
CREATED=89.320
CREATED=89.320
CREATED=89.349
CREATED=89.320
CREATED=89.317
CREATED=89.317
CREATED=89.319
CREATED=89.320
CREATED=89.320
CREATED=89.320



0100-PROCESS.

IF C1-4 = ’USER’
MOVE 0 TO WS-REVOKED-FLAG
MOVE C6-39 TO O-USERID
R-USERID
ADD 1 TO WS~-VALID-RECORDS.
IF C13-19 = ’/REVOKED’
MOVE 1 TO WS8-REVOKED-FLAG.
IF C2-8 = ’DEFAULT’ AND CS57-59 NOT =__;, whekeser
AND W8-REVOKED-FLAG = 0 T Reor .
MOVE C57-59 TO O-PINTERVAL Acta 0o ¥an
R-PINTERVAL ~
ELSE GO TO 0199~READ-NEXT. defalk (s
SETROFTS .
WRITE FILE-OUT-RECORD “-’52: _ Sl
ADD 1 TO WS-RECS-WRITTEN 'l st
PERFORM 270-PRINT-REPORT-LINE. = '
0199-READ-NEXT.
READ FILE-IN
AT END MOVE ’Y’ TO ALL-TRANS-PROCESSED-SW.
IF ALL-TRANS-PROCESSED-SW = /N’
ADD 1 TO WS-RECS-READ.
“x
Main paragraphs of the RACFPINT program
S8ee accompanying disk for a complete copy of the program
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PROGRAM: RACFPINT

INTERNAL AUDIT DEPARTMENT
SUMMARY OF RACF LISTUSER #
PASSWORD INTERVAL NOT EQUAL TO 90 DAYS
AS OF 02/26/90

USERID USER NAME PASS.

CAS03 NAME=HEIDE PILC 40
CA812 NAME=BYRON NICHOLS 40
CAS819 NAME=PAUL BRUNET 40
CICSTEST NAME=CICS8 TES8T SYSTEM N/A
CLCONF NAME=CLCONF B8TC N/A
CUW02 NAME=TECNTR UNITED-WAY-TC 40
DBP1DBM1 NAME=DB2 PROD B8TC N/A
DBP1IRLM NAME=DB2 PROD S8TC N/A
DBP1IMSBTR NAME=DB2 PROD S8STC N/A
DBT1DBM1 NAME=DB2 TEST S8TC N/A
DBT1IRLM =DB2 TEST STC N/A
DBT1MBTR NAME=DB2 TEST S8STC N/A
DITTO NAME=DITTO READ ONLY 40
DITTOC NAME=DITTO CART 40
DITTOTC NAME=DITTO TAPE TO CART N/A
DITTOTT NAME=DITTO TAPE TO TAPE N/A
GTF NAME=GTF 8TC 40
GTFVTAM NAME=GTFVTAM S8TC 40
IBMUSER NAME= 30
ISPFLMF NAME=ISPF LIB MANAGEMENT N/A
J NAME=INTERNAL READER 40
JES2 NAME=JES82 SUBSYSTEM 40
NET NAME=NET 8TC 40
NETVIEW NAME=NETWORK VIEW N/A
RMT2 NAME=JES2 REMOTE #2 N/A
S8AR NAME=SAR 8TC 40
8AR50 NAME=8ARS50 TEST N/A
SUPRTRAC NAME=SUPRTRAC N/A
8Y83U NAME=FOR 8Y83 DATA SETS N/A
8Y850 NAME=UPDATE 8Y85 NODE 40
T8O NAME=TS80 STC 40
TSTRJE NAME=TEST RJE USER SUBMIT N/A
TSTTOTAL NAME=TEST TOTAL 40
2IB06 NAME=SERVICE DIRECTOR N/A

RECORDS READ = 19,805 ERRORS ENCOUNTERED =

VALID RECO

RD8 = 1,055 RECORDS WRITTEN =

S8ample output of the RACFPINT program
- 24 -
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193



//CIA04028 JOB (DPCOR0000,1076), ' INTERNAL-AUDIT-2’,CLASS=A,

7/ NOTIFY=CIAO4 ,MSGCLASS=X, TIME=(,15)

//i T 1121y e s 32x 222323 3222223233223 22 22322221
J/% w= M 3ER IKJ:PTO1 e
/7 we T:. BATCH TERMINAL MONITOR PROGRAM P
7/ we FOR BATCH SUBMISSION OF TSO COMMANDS “t
J/* t P

R RARARARRDRARR A B AL AR LA A RN RR R AARARRAARRRARRABRAR AR R AR AARAS

/
//STEP010 EXEC PGM=IKJEFTO1,DYNAMNBR=30
//S8YSTSPRT DD BYSOUT=#
//8YSOUT DD SYSOUT=#
//S8YSTSIN DD #
SETROPTS LIST
//

READY
SETROPTS LIST
\TTRIBUTES = INITSTATS WHEN(PROGRAM) TERMINAL (READ) SAUDIT CMDVIOL NOOPERAUDIT
I TATISTICS = DATASET DASDVOL GDASDVOL TAPEVOL TERMINAL GTERMINL
\UDIT CLASSES = NONE
\CTIVE CLASSES = DATASET USER GROUP DASDVOL GDASDVOL TAPEVOL TERMINAL
GTERMINL TCICSTRN GCICSTRN PCICSPSB QCICSPSB FACILITY
FCICSFCT HCICSFCT JCICS8JCT KCICSJCT DCICSDCT ECICSDCT
8CICSTST UCICSTST MCICSPPT NCICSPPT ACICSPCT BCICSPCT
PMBR PROGRAM TSOPROC ACCTNUM TSOAUTH CCICSCMD VCICSCMD
ENERIC PROFILE CLASSES = DATASET
JENERIC COMMAND CLASSES = DATASET
JENLIST CLASSES = NONE -
;LOBAL CHECKING CLASSES = DATASET TERMINAL
IACLIST CLASSES = ACCTNUM
\UTOMATIC DATASET PROTECTION I8 NOT IN EFFECT
'NHANCED GENERIC NAMING IS NOT IN EFFECT
'EAL DATA SET NAMES OPTION I8 INACTIVE
'ES-BATCHALLRACF OPTION IS INACTIVE
'ES-XBMALLRACF OPTION IS8 INACTIVE
'ES=EARLYVERIFY OPTION IS8 ACTIVE
'ROTECT-ALL OPTION I8 NOT IN EFFECT
'APE DATA SET PROTECTION IS8 INACTIVE
'ECURITY RETENTION PERIOD IN EFFECT IS8 1 DAYS.
RASE-ON-SCRATCH I8 INACTIVE
INGLE LEVEL NAMES NOT ALLOWED
IS8T OF GROUPS ACCES88 CHECKING I8 ACTIVE.
NACTIVE USERIDS ARE BEING AUTOMATICALLY REVOKED AFTER 90 DAYS.
0 SE ORELL G _DONE.
ASS8WORD PROCESSING OPTIONS:
PASSWORD CHANGE INTERVAL IS 90 DAYS.
8 GENERATIONS OF PREVIOUS PASSWORDS BEING MAINTAINED.
AFTER S CONSBECUTIVE UNSUCCESSFUL PASSWORD ATTEMPTS,
A UBERID WILL BE REVOKED.
PASSWORD EXPIRATION WARNING LEVEL 18 S DAYS.
INSTALLATION PASSWORD SYNTAX RULES:
RULE 1 LENGTH(4:8) LA AL L L1

A-ALPHA C~-CONSONANT L~-ALPHANUM N-NUMERIC V-VOWEL W-NOVOWEL #-ANYTHING
NSTALLATION DEFINED RVARY PASSWORD IS8 IN EFFECT FOR THE SWITCH FUNCTION.
NSTALLATION DEFINED RVARY PASSWORD I8 IN EFFECT FOR THE STATUS FUNCTION.
ECLEVELAUDIT I8 INACTIVE

S8ample JCL & Output for SETROPTS LIST Command
- 25 =






0100-PROCESS.
IP Ci-4 = 'UBSER/

MOVE 0 TO W8-REVOKED-FLAG

MOVE SPACES TO W8-GRPNAME

MOVE C6-39 TO O-USBERID
R-USERID

ADD 1 TO W8-VALID-RECORDS.

IF C13-19 = ’‘REVOKED’
MOVE 1 TO W8-REVOKED-~FLAG
GO TO 0199-READ-NEXT.

IY C2-11 = ’ATTRIBUTES’ AND
W8=-REVOKED-FLAG = 0 AND

(C13-42 NOT = ’‘GRPACC ’ AND
Cl13-42 NOT = ’NONE ’)
MOVE Cl3-42 TO O-ATTRIB
R=-ATTRIB

ELSE GO TO 0199-READ-NEXT.

WRITE FILE-OUT-RECORD
ADD 1 TO W8-RECS-WRITTEN
PERFORM 270-PRINT-REPORT-LINE.

0199~-READ-NEXT.
READ FILE~IN
AT END MOVE ‘Y’ TO ALL-TRANS-PROCESSED-SW.
IF¥ ALL-TRANS-PROCESSED-8W = ’NZ/
ADD 1 TO WS8-RECS8-READ.

Main paragraphs of the K..CFATTR program
See accompanying disk for a complete copy of the program
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PROGRAM: RACFATTR

INTERNAL AUDIT DEPARTMENT
SUMMARY OF RACF LISTUSER #
WHERE USER ATTRIBUTE NOT = "GRPACC"

PAGE NO.

A8 OF 02/26/90

USERID USER NAME

CAOMS NAME=CA SCHEDULER

CIA01 NAME=JOHN RALL

CIA04 NAMEB=JOHN HAUSER

DMSAR NAME=DMS STC AUTO RESTORE
DMSOS =DMS - DASD MANAGE

DRTTS99 NAME=DRTTS899 8TC
IBMUSER NAME=

S8SW NAME=SOFTSWITCH

TBC68 NAME=BILLY COSBY

TCV62 =CHRIS8 VORIS

TFR97 NAME=FRANK REHOR

TFR97 =FRANK REHOR

THJ90 NAME=HAZEL JACOBY

THKO3 NAME=HOWARD KWASNIEWSKI
THKO3 NAME=HOWARD KWASNIEWSKI
THW06 NAME=HANLEY WONG

TJC50 NAME=JOE CAMPISI

RECORDS READ = 19,805 ERRORS ENCOUNTERED

VALID RECORDS = 1,055 RECORDS8 WRITTEN =

ATTRIBUTE

OPERATIONS

AUDITOR

AUDITOR

OPERATIONS

OPERATIONS

SPECIAL GRPACC

S8PECIAL OPERATIONS REVOKED
OPERATIONS GRPACC
S8PECIAL GRPACC

S8PECIAL GRPACC

SPECIAL GRPACC

AUDITOR

SPECIAL OPERATIONS GRPACC
SPECIAL OPERATIONS8 GRPACC
AUDITOR

UAUDIT

AUDITOR

17

gsample output of the RACFATTR program



0100-PROCESS.

IF Ci-4 = ’USBER’
MOVE 0 TO W8-REVOXKED-FLAG
MOVE C6-39 TO O-~US8ERID
R-USERID
ADD 1 TO W8~-VALID-~-RECORDS.

IF C13-19 = ’REVOKED’
MOVE 1 TO W8-REVOKED-FLAG
GO TO 0199-READ-NEXT.

I¥ C3-7 = ’GROUP’ AND C24-31 NOT = ‘USE ’
AND W8-REVOKED-FLAG = 0
MOVE C24-31 TO O-AUTH
R=-AUTH
MOVE C9-16 TO O-GRPNAME

R-GRPNAME
ELSE GO TO 0199-READ-NEXT.

WRITE FILE-OUT-RECORD
ALD 1 TO W8-RECS-WRITTEN
PERFORM 270-PRINT-REPORT-LINE.

0199-READ-NEXT.
READ FILE~IN
AT END MOVE ‘Y’ TO ALL-TRANS-PROCESSED-S8W.
IF ALL-TRANS-PROCESSED-8W = /N’
ADD 1 TO W8-RECS-READ.

Main paragraphs of the RACFGRP program
See accompanying disk for a complete copy of the program
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PROGRAM: RACFGRP

INTERNAL AUDIT DEPARTMENT

SUMMARY OF RACF LISTUSER +#
WHERE GROUP AUTH I8 NOT EQUAL TO '"USE"

A8 OF 02/26/90

USERID USER NAME

IBMUSER NAME=

IBMUSER NAME=

IBMUSER NAME=

TCV62 NAME=CHRIS8 VORIS

TED10 =ERIC DUNIPACE
THI90 NAME=HAZEL JACOBY

THKO3 =HOWARD KWASNIEWSKI
THKO3 NAME=HOWARD KWASNIEWSKI
THKO3 NAME=HOWARD KWASNIEWSKI
TPM41 NAME=PAT MCGEE

TPM41 NAME=PAT MCGER

RECORD8 READ = 19,805

VALID RECORDS = 1,055

GROUP NAME

8Y81
VS8AMDSET
8YSCTLG
8Y81
OPER
8Y81
8Y81
8YSTEMS
8Y82
OPER
OPER1

ERROR8 ENCOUNTERED =
RECORDS8 WRITTEN =

Sample output of the RACFGRP program

- 29 -
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AUTH

JOIN
JOIN
JOIN
JOIN
JOIN
JOIN
JOIN
JOIN
JOIN
JOIN
JOIN

11



0100-PROCESS.

IF Ci-4 = ’‘USBER’
MOVE 0 TO W8-REVOKED-FLAG
MOVE BSPACES TO W8-GRPNAME
MOVE S8PACES TO O-AUTH

O-GRPNAME

MOVE C6-39 TO O-USERID
R=-USERID

ADD 1 TO W8-VALID-RECORDS.

IF C13-19 = ’‘REVOKED’ ¥
MOVE 1 TO W8-REVOKED-FLAG
GO TO 0199-~READ-NEXT.

IF C3-7 = ’‘GROUP’
AND W8-REVOKED-FLAG = 0
MOVE C9-16 TO W8=-GRPNAME.
IF C5=-22 = ’CONNECT ATTRIBUTES’ AND

C24-30 NOT = ’NONE ’ AND
W8-REVOKED-FLAG = 0
MOVE W8-GRPNAME TO O-GRPNAME
R-GRPNAME
MOVE C24-30 TO O=-CONNATTR
R-CONNATTR
ELSE GO TO 0199-READ-NEXT. -

WRITE FILE-QUT-RECORD
ADD 1 TO W8-RECS-WRITTEN
PERFORM 270-PRINT-REPORT-LINE.

0199~-READ-NEXT.
READ FILE-IN
AT END MOVE ‘Y’ TO W8-END-TXNS-8W.
ADD 1 TO WS8~-RECS~READ.

Main paragraphs of the RACFCONA program
See accompanying disk for a complete copy of the program
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INTERNAL AUDIT DEPARTMENT PAGE NO.
SUMMARY OF RACF LISTUSER *
WHERE CONNECT ATTRIBUTE IS GT "NONE"
AS OF 02/26/90

PROGRAM: RACFCONA

USERID USER NAME GROUP NAME CONNECT ATTR.
DPS NAME=DP8 S8TC SYSTEMS GRPACC
FALCON NAME=FALCON 8TC SYSTEMS GRPACC
GTF NAME=GTF 8TC SYSTEMS GRPACC
GTFVTAM NAME=GTFVTAM 8TC S8YSTEMS GRPACC
J NAME=INTERNAL READER SYSTEMS GRPACC
JES2 NAME=JES82 SUBSYSTEM SYSTEMS GRPACC
NCCFB NAME=NCC¥B 8TC SYSTEMS GRPACC
NET NAME=NET 8TC S8YSTEMS GRPACC
NPM NAME=NPM 8TC S8YSTEMS GRPACC
PRDTOTAL NAME=PROD TOTAL SYSTEMS GRPACC
QXPWTR NAME=PROD RDMS SYSTEMS GRPACC
QXTWTR NAME=TEST RDMS S8YSTEMS GRPACC
RMF NAME=RMF 8TC SYSTEMS GRPACC
S8AR NAME=8AR 8TC SYSTEMS GRPACC
TDGO7 NAME=DAVE GRAVES SYSTEMS GRPACC
TDI0O4 NAME=DAVE IRISH SYSBTEMS GRPACC
TED10 NAME=ERIC DUNIPACE OPER GRPACC
THKO3 NAME=HOWARD KWASNIEWSKI 8Ys1 S8PECIAL
THKO0O3 NAME=HOWARD KWASNIEWSKI . SYSTEMS S8PECIAL
THKO3 NAME=HOWARD KWASNIEWSKI 8Y82 SPECIAL
THW06 NAME=HANLEY WONG BYSTEMS GRPACC
TKP14 NAME=KEN PARELILO 8YSTEMS GRPACC
TMSINIT NAME=TMS8 INITIALIZATION 8YSTEMS GRPACC
"PM41 NAME=PAT MCGEE OPER S8PECIAL
PM41 NAME=PAT MCGEE OPER1 BPECIAL
T80 NAME=TS80 8TC 8YSTEMS GRPACC
TSTTOTAL NAME=TEST TOTAL SYSTEMS GRPACC
RECORDS READ = 19,805 ERRORS ENCOUNTERED =
VALID RECORDS = 1,055 RECORDS8 WRITTEN = 27

Sample output of the RACFCONA program
- 31 -



*®

0100-PROCESS.

IF Ci-4 = ’'UBER’
MOVE 0 TO W8-REVOKED-FLAG
MOVE SPACES TO W8-GRPNAME
MOVE SPACES TO O-AUTH

O-GRPNAME

MOVE C6-39 TO O-USERID
R-USERID

ADD 1 TO W8~-VALID-RECORDS.

IF C13-19 = ‘REVOKED’
MOVE 1 TO W8-REVOKED-FLAG
GO TO 0199-READ-NEXT.

IF C3-7 = ’GROUP’
AND W8-REVOKED-FLAG = 0
MOVE C9-16 TO W8-GRPNAME.
IF C5-12 = ’CONNECT8’ AND (C27-34 NOT ’NONE ’ AND

C27-34 NOT = ’'READ ’)
AND WS-REVOKED-FLAG = 0

REMOVE NEXT LINE IF YOU WANT ALL GROUP CONNECT POSSIBLE
REGARDLESS OF USE

AND Cl1l4-19 NOT = ~/ 00’
MOVE C27-34 TO O-AUTH
R-AUTH
MOVE WS-GRPNAME TO O-GRPNAME
R=-GRPNAME
MOVE Cl4-19 TO O-CONNECTS"
R-CONNECTS

BLSE GO TO 0199-READ-NEXT.

WRITE FILE-OUT-RECORD
ADD 1 TO WS-REC8~WRITTEN
PERFORM 270-PRINT-REPORT-LINE.

0199-READ-NEXT.
READ FILE-IN
AT END MOVE 'Y’ TO ALL-TRANS-PROCESSED-S8W.
IF ALL-TRANS-PROCESSED-8W = ’N/
ADD 1 TO WS-RECS8-READ.

Main garagraphs of the RACFCONN program
See accompanying disk for a complete copy of the program
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PROGRAM:

USERID

RACFCONN

INTERNAL AUDIT DEPARTMENT
SUMMARY OF RACF LISTUSER #

WHERE CONNECT UACC I8 GT "READ"
A8 OF 02/26/90

USER NAME

CAOMS8 NAME=CA SCHEDULER

CATU NAME=ALLOW CATALOG UPDATE

GTF NAME=GT¥ S8TC

GTFVTAM

NAME=GTFVTAM STC

J NAME=INTERNAL READER
JES2 NAME=JES2 SUBSYSTEM
NET NAME=NET 8TC

NPM NAME=NPM STC
PRDTOTAL NAME=PROD TOTAL
RMP NAME=RM¥ 8TC

S8AR NAME=SAR 8TC

TBC39
TDB66
TDC88
TDGO7
TDL35
TED10
THJS90
THXO3
THKO3
TLF17
TLF17
T™™MG42
TMSBINIT
LOP34
TOP34
TOPS9
TOPS59
TOPS59
TPM41
TPM41
TP815
TSMS6

NAME=BRIAN CHINN
NAME=DON BRUNS
NAME=DON CHES8BROUGH JR.
NAME=DAVE GRAVES
NAME=DOUG LAUGHMAN
NAME=ERIC DUNIPACE
NAME=HAZEL JACOBY
NAME=HOWARD KWASNIEWSKI
NAME=HOWARD KWASNIEWSKI
NAME=LENA FEDERICK
=LENA FEDERICK
NAME=MINA GRANADOS

NAME=TMS8 INITIALIZATION

NAME=PRINTER OPERATOR
NAME=PRINTER OPERATOR
NAME=CONSOLE OPERATOR
NAME=CONSOLE OPERATOR
NAME=CONSOLE OPERATOR
NAME=PAT MCGEE
NAME=PAT MCGERB
NAME=PAT SANTIAGO
NAME=8UMA MADHVARAJA

T80 NAME=T80 8TC
TSTTOTAL NAME=TEST TOTAL

TT858
TVR12

RECORDS

VALID RECORDS = 1,0SS

NAME=TILLIE SHORT
NAME=VINCE RIVAS

READ =

GROUP

S8YBTEMS
CATALOG
S8YSTEMS
8YSTEMS
8YSTEMS
SYSTEMS
SYSTEMS
8YSTEMS
SYSTEMS
SYSTEMS
SYSTEMS
DBA

DBA
TELECOMM
8YSTEMS
OPER
OPER
8Y81
8Y81
S8YSTEMS
OPER
OPER1
DBA
8YS8TEMS
OPER
TERMOPER
OPER
TERMOPER
OPER1
OPER
OPER1
OPER
DBA
S8YSTEMS
S8YSTEMS
OPER
OPER

19,805 ERRORS8 ENCOUNTERED =
RECORDS WRITTEN =

PAGE NO. 1
CONN. UACC CONNECTS
UPDATE 4,200
UPDATE 478
UPDATE 32
UPDATE 169
UPDATE 9,408
UPDATE 730
UPDATE 741
UPDATE 795
UPDATE 2,566
UPDATE 670
UPDATE 786
ALTER 2,204
ALTER 3,234
UPDATE 3,806
UPDATE 414
UPDATE 688
ALTER 1,213
ALTER 8,149
ALTER 22,190
ALTER - 02
UPDATE 7,660
UPDATE 1,136
ALTER 218
UPDATE 656
UPDATE 02
UPDATE 2,087
UPDATE 0s
UPDATE 8,899
UPDATE 2,993
ALTER 4,768
ALTER 4,019
UPDATE 3,651
ALTER 2,162
UPDATE 726
UPDATE 1,533
UPDATE 1,047
ALTER 12,295
0
47

Sample output of the RACFCONN program
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0100-PROCESS.

IF Ci-4 = ’‘UBER’
MOVE 0 TO W8-REVOKED-FLAG
MOVE SPACES TO W8-GRPNAME
MOVE C6-39 TO O-USERID
R-USERID
ADD 1 TO W8-VALID-RECORDS.

IF C13-19 = ’REVOKED’
MOVE 1 TO W8-REVOKED-FLAG
GO TO 0199-READ-NEXT.

712345678901234567890"
IF C2-21 = /CLASS AUTHORIZATIONS’ AND

C23-28 NOT = ‘NONE ’ AND
W8-REVOKED~FLAG = 0
MOVE C23-28 TO O-CLAUTH
R-CLAUTH

ELSE GO TO 0199-READ-NEXT.

WRITE FILE-OUT-RECORD
ADD 1 TO W8-RECS8-WRITTEN
PERFORM 270-PRINT-REPORT-LINE.

0199-READ-NEXT.
READ PILE-IN
AT END MOVE ‘Y’ TO ALL-TRANS-PROCESSED-8W.
IF ALL-TRANS8~-PROCESSED-8W = ‘N’
ADD 1 TO WS-REC8-READ.

Main paragraphs of the RACFCLAS program
See accompanying disk for a complete copy of the program
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PROGRAM: RACFCLAS INTERNAL AUDIT DEPARTMENT PAGE NO.
SUMMARY OF RACF LISTUSER *
WHERE CLASS AUTH NOT = “NONE"
AS OF 02/26/90

USERID USER NAME CLASS AUTH.
TED10 NAME=ERIC DUNIPACE UBER
TPM41 NAME=PAT MCGEE USER
RECORDS READ = 19,805 ERROR8 ENCOUNTERED = (1]
VALID RECORDS = 1,055 RECORDS8 WRITTEN = 2

Sample output of the RACFCLAS program
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VIII. PAYBACKS OF AUTOMATING THE RACF AUDIT
* Efficient at the time of review
*# Rerun or follow up can be done at any time

* Can be useful to data security personnel or
systems programmers

* Improves the image of auditors as "value added"
consultants

IX. HOW TO GET STARTED

1. The companion disk "RACF AUDIT UTILITY PROGRAMS"
has complete COBOL source code, JCL & execution
procedures for the programs described in this
presentation.

2. Get the AUDITOR attribute assigned to your TSO
userid. (What? You don't have a TSO id!!
You've never logged on to your company's
mainframe? What better reason to start!)

3. Don't be afraid to open the IBM RACF manuals.
The most helpful ones are:

COMMAND LANGUAGE REFERENCE MANUAL sSC28-0733-8
pp. 3-87 -- 3-101
SECURITY ADMINISTRATOR'S GUIDE SC28-1340-4

Chapters 3 & 4
The AUDITOR'S GUIDE (SC28-1342-4) discusses the
Data Security Monitor (DSMCN) and the RACF
Report Writer (RACFRW) at length.

4. Call me if you get stuck or have a question.
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10.

11'

INTERNAL AUDIT DEPARTMENT
EXECUTION PROCEDURE
RACF AUDIT SOFTWARE

GENERAL TASKS

Ensure that your TSO userid has the AUDITOR attribute
assigned to it. Without this attribute, the RACF LISTDSD,
LISTUSER & SETROPTS commands will not execute correctly.

Print out the .AUD & .TXT files from the floppy disk.
Create source and load libraries for the COBOL programs.
Create a JCL library for the JCL members.

Upload files from floppy disk to the appropriate
libraries. See FILES.TXT for the contents of the disk.

Review JCL members for necessary modifications: JOBCARD,
JOBLIB & high level dataset name qualifiers.

Determine what the high level qualifiers are for
production, system & backup dataset names at your company.
Modify the LISTAUTH and LISTDSD JCL members as necessary.

Determine what the userids of the production scheduler,
internal reader and console operators are. Modify the
RACFAUTH COBOL program to exclude these userids from being
reported.

Determine what the installation defined password change
interval is. This can be found by running SETROPTS.JCL.
Modify the 0100-PROCESS paragraph of the RACFPINT COBOL
program accordingly.

Insert company name in report headings in all COBOL
programs.

Compile & link all COBOL programs. Check that the return
code from the link step is 00.
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JCL APPENDIX

JCL to execute RACF commands PAGE
LIBTDSD ® 5 0 © & & 9 & 6 & % 98 ¢ 9 S0 &9 O & e S e e 0o Al
LIBTUBBR ® ©® & 0 © ¢ & 5 9 5 O O O O 8" O OGSO 0 e n

JCL to execute audit software
RACFUACC ® @ & 6 & @ & 0 08 5 9 9 O OO P e O™ O A3
MCPAUTH ® & @ ® ® & & 9 S 00 " O 08 O O T O OO OO 000 A‘
RACPAUT 2 .. ccccccccenscssosncscscsccoscs AS
MCFUNNO ® © & © O @ 9 & & & & O 0 SO e S S SO " s e OO0 As
RACPPIM ® ® O 0 © 5 O O & S0 O P 0 S 00 O B 0% e N e o A7
RAC?ATTR ® ® & & 0 © & 0 0 OO O 0O OO OO OO O 8 e e Aa
mcrcoNA ® @ O & & ¢ & 9 O & 5 O O & O O OO O SO O e OO Ag
ncrcom ® © & © & O & O O O P O O 8 80 " OO O e VOV OOS Alo
ucrcns ® ® & & 5 & 9 0 9% O 0O OB O S e O 09 0 800 Al 1
RhchRP ® @ 6 9 0 0 0 0 O 0 O S OO B G O OO SO O N S e 312



//CIA04028 JOB (DPCOR0000,1076),’/INTERNAL-AUDIT-2’,CLASS=A,
// NOTIFY=CIAO04,M8GCLASS8=X,TIME=(,15)
[ARRRRRRRRA A SRR E AR A AR AR AR AR AR R AR E AR R Rt AR AR RN

//* DELETE OUTPUT BEFORE EXECUTION
[/ AR AR B RA AR R AR R AR AR R AR AR R AR AR RN RO AR R R AR NN AN RS

//DEL EXEC PGM=IEFBR1l4

//DD1 DD DSN=CIAO04.IKJEFTO1l.LISTDSQP)AUTHUSER,
/7 DISP=(MOD,DELETE) ,UNIT=8YSALLDA}SPACE=(TRK, (0))
//SYSPRINT DD SYSOUT=#

*
5/* ARAR AR AR AR AR AR AN AR RN AR R AR AR AR R A AR R AN R AN R A RN AR AR AR AN R AR
* A MEMBER IKJEFTO1 b
/% ** T8O BATCH TERMINAL MONITOR PROGRAM

1
//% %% FOR BATCH SUBMISSION OF TS8O COMMANDS kW
B RRRRNARR RN AR AR AR RN AR AR SRR AN AR A RN AR R A RS AR A AR A NI AR ARSI R AR

//
//STEP010 EXEC PGM=IKJEFTO1l,DYNAMNBR=30
//*YSTSPRT DD SYSOUT=+#
//8YSOUT DD 8YSOUT=#
//SYSTSPRT DD DSN=CIA04.IKJEFTO01.LISTDSHP)AUTHUSER,
7/ UNIT=TEST,
/7 DISP=(NEW,CATLG,DELETE),
77/ SPACE= (TRK, (200,10) ,RLSE),
DCB= (LRECL=80 ,BLKSIZE=11440,RECFM=FB)

//
//SYSTSIN DD #

LISTDSD PREFIX[P)| AUTHUSER
//

Zi5<é?cqjtkb :B‘tiﬂnas W
°F)ﬂbéu4ilév~
SyFem

:bu_xu_f,

nple JCL for the LISTDSD command
anges needed:
BCARD lines

lines

Jhlevel qualifiers of dataset names from CIAO4 to your userid

- Al -



//CIA04028 JOB (DPCOR0000,1076),’INTERNAL-AUDIT-2’,CLASS=D,
NOTIFY=CIAO4,MSGCLASS=X,TIME=(,15)
/tttttttti..t..tt*ttttttttttt*ttttttttttttttttttttttit

//* DELETE OUTPUT BEFORE EXECUTION
//i.‘.it..ﬁi...*.i...‘*t‘i.*t.ii.ﬁﬁ...ﬁ..iit.ﬁt*i‘i.iit
//DEL EXEC PGM=IEFBR14

//DD1 DD DSN=CIAO4.IKJEFTO1l.LISTUSER,

7/ DISP= (MOD,DELETE) , UNIT=SYSALLDA, SPACE=(TRK, (0))
;/SYSPRINT DD SYSOUT=+

B AR AR AR AR AN SR A AR AR R AR AN RN S AN AR A SRR AR AR SR AR AN AR A N
//* ** MEMBER IKJEFTO1 “h
* ad TSO BATCH TERMINAL MONITOR PROGRAM L1
& 4t FOR BATCH SUBMISSION OF TS8O COMMANDS 1

/t REBARABRADRERARARRER AR RAABN SRR R AR RN A AR RANR RN AR RRAANNARAR RS

//S8TEP0O10 EXEC PGM=IKJEFT01,DYNAMNBR=30
//*YSTSPRT DD B8YSOUT=# 3
//8YSOUT DD 8YSOUT=+

//S8YSTSPRT DD DSN=CIAO4.IKJEFT01.LISTUSER,

// UNIT=TEST

/7 DIB?:(NEI:CATLG,DELBTB), CRJ%fDC*"

// SPACE= (TRK, (200,10) ,RLSE),

ffsysrsxn oD DsB=(LRBCL=80,BLKBIZB=11440,RBCPM:PB) L:
LISTUSER # Ci‘55

//

mple JCL for the LISTUSER command
|anges needed:
)BCARD lines

lines

*hlevel qualifiers of dataset names from CIA0O4 to your userid
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00100

00200 //

00210

//CIA04028 JOB (DPCOR0000,1076),’'INTERNAL-AUDIT-2’,CLASS=A,

NOTIFY=CIAO4 ,MS8GCLAS8S=X,TIME=(,10)

//JOBLIB DD DSN=CIAO04.LOAD.COBOL,DISP=8HR

00220 //4RdtAtaR ettt atdadsdddatadd R AR RN RRRRARNRNANGNANARAR

00230 //% DELETE OUTPUT BEFORE EXECUTION

00240 //**Q...“.**.‘ﬁ*.i.**.*.i*.it.i**ﬁfi.*iiﬁ*.ti*.i.*****

00250 //DEL EXEC PGM=IEFBR14

00260 //DD1 DD DSN=CIAO4.RACF.LISTDSD.UACC,

00270 // DISP=(MOD,DELETE) ,UNIT=8YSALLDA, SPACE=(TRK, (0))

00280 //SYSPRINT DD SYSOUT=#

00290 /*

00300 //R0NRARARENRARAR SRS AR AR AN RARAR AR AR AR SN E R RSN AR R AR AR AN RN R R RN E
00400 //#* PROGRAM ID: RACFUACC COBOL VERSION

00500 //%# AUDIT DEPARTMENT PROGRAM:

00600 //ﬁ*.....**..‘..t..t*‘t.**i...*..*.....*‘.*.“..*.*ﬁ.***ﬁt*‘***i*‘ﬁ***i*
00700 //STEP040 BXEC PGM=RACFUACC

00800 //B8YSOUT DD SYSOUT=# * SYSTEM MESSAGES
00900 //8YSMSG DD SYSOUT=+

01000 //SYSPRINT DD SYSOUT=+

01100 //PRINT DD SYSOUT=# # REPORT PRINT

01200 //IN DD DSN=CIAO4.IKJEFTO1.LISTDSHPJAUTHUSER, PO

01300 // DISP=SHR

01400 // DD DSN=CIAO4.IKJEFTO1.LISTDSIS)AUTHUSER, Sy~

01500 // DISP=SHR

01600 // DD DSN=CIAO4.IKJEFTO1.LISTDSIB)AUTHUSER, loaoe

01700 // DISP=SHR

01800 //OUT DD DSN=CIA04.RACF.LISTDSD.UACC,

01900 /7 UNIT=TEST,

02000 // DISP=(NEW,CATLG,DELETE) ,

02100 // SPACE= (TRK, (100,10) ,RLSE),

02200 /7 DCB= (LRECL=48 ,BLKSIZE=11424 , RECFM=FB)

02300 //**.*ﬁ‘*.‘.i*.**i*ﬁ*i.t*.*ti*ﬁ*.i*ﬁ*ii**itt*ﬁt**t*ﬁ*ﬁ‘**t.*****..**.ﬁﬁt
02400 /%

iple JCL for the RACFUACC program

\nges

JCARD lines 100 & 200

ILIB
T=

needed:

line 210
lines

thlevel qualifiers of dataset names from CIAO04 to your userid
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000100

10200 //

10

L .220 //

000230
000240
000250
000260

000270 //

000280

000290 /

000300
000400

//CIA04028 JOB (DPCOR0000,1076),’ INTERNAL-AUDIT-2/,CLASS=A,
NOTIFY=CIAO4,MSGCLASS=X,TIME=(,10) \
//JOBLIB DD DSN=CIAO4.LOAD.COBOL,DISP=SHR |
RRARRRARRARRAARARRN NN ARSI AR R R AN IR A AN AN RS AN AR A AN

//* DELETE OUTPUT BEFORE EXECUTION |
Ve R L L LA A A A A R L L A A A L L R DL \
//DEL EXEC PGM=IEFBR14
//DD1 DD DSN=CIAO04.RACF.LISTDSD.AUTHUSER,
DISP=(MOD,DELETE) ,UNIT=8YSALLDA, 8PACE= (TRK, (0))
//SYSPRINT DD 8YSOUT=#

.

[/ VR R AR A AR AR A AR AR AR R AN AR AN AR AR AR R SRR R AR AR AR RN RARR R AR R R AR RN RS SRS
//%%* PROGRAM ID: RACFAUTH COBOL VERSION \

000500 //%¢ AUDIT DEPARTMENT PROGRAM: |
000600 //...itt..*....t.t.tt.tt*it*tt.ti.iti.ii.itii*tt.*it.*tt***iti*t*t**ttt.
000700 //STEP010 BEXEC PGM=RACFAUTH
000800 //8YSOUT DD S8YSOUT=# * SYSTEM MESSAGES |
000900 //8YSMSG DD BSYSOUT=# .
001000 //S8YSPRINT DD S8YSOUT=#
001100 //PRINT DD S8YSOUT=# # REPORT PRINT |
001200 //IN DD DSN=CIAO4.IKJEFTOl.LISTDSDP.AUTHUSER, |
001300 // DISP=8SHR
001400 // DD DSN=CIAO4.IKJEFTOl.LISTDSDS.AUTHUSER,
001500 // DISP=SHR
001600 // DD DSN=CIAO4.IKJEFTO1.LISTDSDB.AUTHUSER,
001700 // DISP=SHR
001800 //OUT DD DSN=CIAO4.RACF.LISTDSD.AUTHUSER, ’
001900 // UNIT=TEST,
002000 // DISP= (NEW,CATLG,DELETE),
‘2100 // SPACE=(TRK, (100,10) ,RLSE),
| 00 // DCB=(LRECL=55,BLKSI2E=11440, RECFM=FB)
o. .00 //......‘*tiili*ttttt**tit*ttt.tti*ttttttt*t*.t.t*tt.**.tti**tttt..**tit‘

002400
|

/* _ |

mple JCL for the RACFAUTH program
langes needed:

BCARD
BLIB

[
‘=

lines 100 & 200
line 210
lines

| vel qualifiers of dataset names from CIAO4 to your userid

- A4 -~



//CIA04028 JOB (DPCOR0000,1076),’INTERNAL-AUDIT-2/,CLASS=A,
7/ NOTIFY=CIAO4 ,MS8GCLASS=X,TIME=(,10)
/7/30BLIB DD DSN=CIAO4.LOAD.COBOL,DISP=8HR

Y Y sz 3313311323323 X322 222233

//* DELETE OUTPUT BEFORE EXECUTION
/tﬁtttttiittiﬁltt.t..tti*titttttti*ti*iit*ittttt*i*t.*
//DEL EXEC PGM=IEFBR14

//DD1 DD DSN=CIAO4.RACF.RACFAUT2.IN,

// DISP=(MOD,DELETE) , UNIT=SYSALLDA, S8PACE=(TRK, (0))
//S8YSPRINT DD 8YSOUT=+#
*

/

//STEPO1  EXEC PGM=SORT

//8YSOUT DD S8YSOUT=A

//8ORTIN DD DSN=CIAO4.RACF.LISTDSD.AUTHUSER,

// DISP=8HR

//SORTWKO1 DD UNIT=8YSDA,SPACE=(CYL, (10,10),,CONTIG)
//SORTWKO02 DD UNIT=8YSDA,8PACE=(CYL, (10,10),,CONTIG)
//SORTWKO3 DD UNIT=S8YSDA,S8PACE=(CYL, (10,10),,CONTIG)
//SORTOUT DD DSN=CIAO04.RACF.RACFAUT2.IN,

7/ DISP=(NEW,CATLG,DELETE),
7/ UNIT=PTSO,
7/ SPACE=(TRK, (10,1) ,RLSE),

7/ DCB= (RECFM=FB, LRECL=55, BLKSIZE=8855)
//8YSIN DD *
SORT FIELDS=(41,8,A,1,40,A),FORMAT=CH
*
/tt*tt****tttit.tti.ti**it*iti*tttitttt*i*t*t****t.tt.*t**t.**t**.i‘..*
//%** PROGRAM ID: RACFAUT2 COBOL VERSION
/% AUDIT DEPARTMENT PROGRAM: .
/ttt.ititit*i**t**tiitﬁ**.it*ttilttttitﬁi.itiﬁ*tittttt**tti**t*i*i*t**i
//STEP010 EXEC PGM=RACFAUT2,COND=(4,LE)
//8YSOUT DD B8YSOUT=# * SYSTEM MESSAGES
//8YSM8G DD S8YSOUT=#
//S8YSPRINT DD SYSOUT=#

//PRINT DD 8YS0UT=#*,COPIES=2 ®* REPORT PRINT
//IN DD DS8N=CIAO04.RACF.RACFAUT2.IN,
DI8SP=8HR

//*it*it*t*i*t**t**t****i*i*i***t**i*ﬁtt**t**t****Q*ﬁ*tti**t*ii***t**t*i
/*

ple JCL for the RACFAUT2 program

nges needed:

CARD lines 100 & 200

LIB 1line 210

T= lines

hlevel qualifiers of dataset names from CIAO4 to your userid



000100 //CIA04028 JOB (DPCOR0000,1076),’INTERNAL-AUDIT-2/,CLASS=A,
~90200 // NOTIFY=CIAO4,MSGCLASS=X,TIME=(,10)
210 //JOBLIB DD DSK=CIAO4.LOAD.COBOL,DISP=SHR
\ 220 //..tt...‘....t.t...t.tttitit..t..i.ﬁ...tt..i.iiit*t*..
000230 //* DELETE OUTPUT BEFORE EXECUTION
000240 //i...........t.....t..ttt.t.t...tﬁi.i.t..i.iit..iititt
000250 //DEL EXEC PGM=IEFBR14
000260 //DD1 DD DSN=CIAO04.RACF.LISTUSER,
000270 // DISP=(MOD,DELETE) , UNIT=8YSALLDA, SPACE= (TRK, (0))
000280 //S8YSPRINT DD SYSOUT=#
000290 /#
000300 //....t‘.ﬁ..tt...t.t..i.it..tt.tti‘t‘t.itli..tt..iiﬂ...it.i.it.....t*.....
000400 //%** PROGRAM ID: RACFUNNO COBOL VERSION
000500 //#*# AUDIT DEPARTMENT PROGRAM:
000600 //..t.ﬁit.ti..t.t..itiii.tt‘t.tti....t......iii.t..t..i..t.ii....i....ti
000700 //8TEP010 EXEC PGM=RACFUNNO ,
000800 //8YSOUT DD S8YSOUT=# ¢ SBYSTEM MESSAGES
000900 //8YSMBG DD S8YSOUT=#
001000 //SYSPRINT DD SYSOUT=#
001100 //PRINT DD S8YSOUT=+ # REPORT PRINT
001200 //IN DD DSN=CIAO4.IKJEFTO1.LISTUSER,
001300 // DISP=SHR
001400 //OUT DD DSN=CIAO4.RACF.LISTUSER,
001500 // UNIT=TEST,
001600 // DISP=(NEW,CATLG,DELETE),
001700 // SPACE=(TRK, (100,10) ,RLSE),
001800 // DCB= (LRECL=55, BLKSIZE=8855, RECFM=FB)
001900 //i*ﬁittt*tii*i..*.*i.iii*iit*t.ti‘*iitt**.t...t.i**ii..t...ﬁ.....Qi.lti
002000 /#

ample JCL for the RACFUNNO program

hanges
JBCARD
JBLIB
==

needed:

lines 100 & 200
line 210

lines

svel qualifiers of dataset names from CIAO4 to your userid
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10100

0200 //

10210

10220 //

10230

10240 //

10250
10260

//CIA04028
//JOBLIB
//* DELETE

//DEL
//DD1

10270 //

10280

10290 /
10300 //

10400

10500 //
10600 //

10700
10800
10900
11000
11100
11200

//SYSPRINT
®

JOB (DPCOR0000,1076), 'INTERNAL-AUDIT-2/,CLASS=A,

NOTIFY=CIAO4,MS8GCLASS=X,TIME=(,10)

DD DS8N=CIAO4.LOAD.COBOL,DISP=8HR

' Y1122 22 33323 XX 3232222222222 222 22222222230

OUTPUT BEFORE EXECUTION

NERRARAARABERA R SRR AN RANR AR RN R AR NRA AR AN A NSRS

EXEC PGM=IEFBR14

DD DSN=CIAO04.RACF.LISTUSER.PINT,
DISP=(MOD,DELETE) ,UNIT=8YSALLDA, SPACE=(TRK, (0))
DD SYSOUT=#

SRR R AR AR RN R AN SRR R AR NSRRI A RN ISR AR AR AR R AR A AR AN A AANA SRR AR AR AR

//*%* PROGRAM ID: RACFPINT COBOL VERSION

//8TEPO10
//8Y8OUT
//8Y8MSG
//BYSPRINT
//PRINT

//IN

11300 //

11400
11500
1600
1700

1800 /
[/ RN RRRAR AR AR AR AR A AR AR AR AR A RN AR SR AR AR AR A AR AR AR AR A ARRR AR AN A AR AR AR RS

1900
2000

/*®

Ldd AUDIT DEPARTMENT PROGRAM:
RRRARBR R AR AN AR AR R R AR R AR RS AR AR AR RN AR AN RARANR RSN AR AR AN ARAANR IR AR RS

EXEC PGM=RACFPINT

DD 8YSOUT=#* * SYSTEM MESSAGES
DD 8YSOUT=»

DD 8YSOUT=+»

DD S8YS8O0UT=» * REPORT PRINT
DD DSN=CIA04.IKJEFTOl1l.LISTUSER,

DISP=8HR
DD DSN=CIA04.RACF.LISTUSER.PINT,

UNIT=TEST,

DI8P=(NEW,CATLG,DELETE),
SPACE=(TRK, (100,10) ,RL8E),
DCB=(LRECL=41,BLKSIZE=11439, RECFM=FB)

ple JCL for the RACFPINT program
nges needed:
2ARD lines 100 & 200

LIB
r=

line 210
lines

hlevel qualifiers of dataset names from CIAO4 to your userid



//CIA04028 JOB (DPCOR0000,1076),’INTERNAL-AUDIT-2/,CLASS=A,

n00100
'°200 // NOTIFY=CIAO4,MSGCLASS=X,TIME=(,10)
. .10 //JOBLIB DD DSN=CIAO4.LOAD.COBOL,DISP=S8HR
000220 //.t..............0...‘.t‘..t......ttﬁ.ti.ﬁ.t...i....ﬁi
000230 //* DELETE OUTPUT BEFORE EXECUTION
000240 //.Q....Oi..i‘t.‘*t...t*i.it....ttti.i.t.tt.t..t.*ttitt
000250 //DEL EXEC PGM=IEFBR14
000260 //DD1 DD DSN=CIAO4.RACF.LISTUSER.ATTR,
000270 // DISP=(MOD,DELETE) ,UNIT=8YSALLDA, SPACE=(TRK, (0))
000280 //BYSPRINT DD SYSOUT=+
000290 /*
000300 //..‘..tt....ii..ii..0....t..i..ttiii.*..Otii..t.*.t.ﬁ‘..t.tti*iit.tttti
000400 //*% PROGRAM ID: RACFATTR COBOL VERSION
000500 //%# AUDIT DEPARTMENT PROGRAM:
000600 ;;..Ot...i.....*..i.ﬁ*i0.....Q..iCtii.i*l.t........it..‘t...it*i*..*...i
000700 //STEPO10 EXEC PGM=RACFATTR
000800 //B8YSOUT DD B8YSOUT=# * SYSTEM MESSAGES
000900 //8YSMSG DD S8YSOUT=# :
001000 //SYSPRINT DD S8YSOUT=#
001100 //PRINT DD S8YSOUT=# # REPORT PRINT
001200 //IN DD DSN=CIAO4.IKJEFTO1.LISTUSER,
001300 // DISP=SHR
001400 //OUT DD DSN=CIAO4.RACF.LISTUSER.ATTR,
001500 // UNIT=TEST,
001600 // DISP=(NEW,CATLG,DELETE),
001700 // SPACE=(TRK, (100,10) ,RLSE),
001800 // DCB=(LRECL=66, BLKSIZE=8844 , RECFM=FB)
001900 //.ti...t.it.tti..i‘i.t*..ﬁ...iiQ.Q...t..iC.t.ii..t..iii....i.iit..t.t..
002000 /#

mple JCL for the RACFATTR program

\anges
JBCARD
'BLIB
lTT:

needed:

lines 100 & 200
line 210

lines

""avel qualifiers of dataset names from CIAO4 to your userid
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00100 //CIA04028 JOB (DPCOR0000,1076),’ ' INTERNAL-AUDIT-2’,CLASS=A,
00200 // NOTIFY=CIAO04,M8GCLASS=X,TIME=(,10)

00210 //JOBLIB DD DSN=CIAO4.LOAD.COBOL,DISP=8HR

00220 //*MAataddd AR At dd b A AANAAAAARRAARAAANAAGRARRAdAdads

00230 //* DELETE OUTPUT BEFORE EXECUTION
00240 //RRRARAARARAREAAAARRAAANRAANRANRARANANRRRAANRRANRRAANS

00250 //DEL EXEC PGM=IEFBR14
00260 //DD1 DD DSN=CIAO04.RACF.LISTUSER.CONA,

00270 // DISP=(MOD,DELETE) , UNIT=8YSALLDA, SPACE=(TRK, (0) )
00280 //BYSPRINT DD SYSOUT=#

00290 /%

00300 //t.l**ttﬁ*tt*it.tt***i.tiitttti**ti.ttiiti*t*t*titttit**t*t*tttti.tti**

00400 //%* PROGRAM ID: RACFCONA COBOL VERSION

00500 //%% AUDIT DEPARTMENT PROGRAM:

00600 //AMddddddddtddd Attt ddd At sttt et dd At A AR AR AN AN A SRR
00700 //STEP010 EXEC PGM=RACFCONA

00800 //8YSOUT DD S8YSOUT=# * SYSTEM MESSAGES
00900 //8YSMSG DD SYSOUT=#

01000 //SYSPRINT DD SYSOUT=#

01100 //PRINT DD SYSOUT=# # REPORT PRINT

01200 //IN DD DSN=CIAO4.IKJEFTO01.LISTUSER,

01300 // DISP=8HR

01400 //0UT DD DSN=CIAO4.RACF.LISTUSER.CONA,

01500 // UNIT=TEST,

01600 // DISP=(NEW,CATLG,DELETE),

01700 // SPACE= (TRK, (100,10) ,RLSE),

01800 // DCB= (LRECL=59 ,BLKSIZE=8850 , RECFM=FB)

01900 //it*ttittt*i*.t**.*ittttt*tititﬁi*..i*.itttttti.t.*t.ttttt..t.ittitt*it
02000 /# —~

iple JCL for the RACFCONA program

inges needed:

JCARD lines 100 & 200

ILIB line 210

(T= lines

jhlevel qualifiers of dataset names from CIAO4 to your userid



000100

*=200 //
110 //

Ovv220
000230

000240 //

000250
000260
000270
000280

000290 /
000300 //

000400

000500 //

//CIA04028 JOB (DPCOR0000,1076),’ INTERNAL-AUDIT~-2/,CLASS=A,
NOTIFY=CIAO4,M8GCLASS=X,TIME=(,10)

JOBLIB DD DSN=CIAO4.LOAD.COBOL,DISP=8HR

L e P YT YY)

//% DELETE OUTPUT BEFORE EXECUTION
BRARBAORBANRNNAAARERNNN RN AR R R RRR RN AR ARV AR RN ES
//DBL EXEC PGM=IEFBR14

//DD1 DD DSN=CIAO4.RACF.LISTUSER.CONN,

7/ DISP= (MOD,DELETE) , UNIT=SYSALLDA, SPACE=(TRK, (0) )
//8YSPRINT DD 8YSOUT=#
[ ]

BRABRRARRAAARBARREARNARARARAANAN VR ARARREABAAAARRR AN NNRSANRR AR AARRIANNS
//%* PROGRAM ID: RACFCONN COBOL VERSION
ae AUDIT DEPARTMENT PROGRAM:

000600 //.Qtit.‘....ii.d.t..t..t.i....i*i.i..tiii.ii.ii.i........*.ﬁ.ﬁ..i..it‘.
000700 //S8TEP010 EXEC PGM=RACFCONN

000800 //8YSOUT DD S8YSOUT=# * SYSTEM MESSAGES
000900 //8YSMSG DD 8YSOUT=#

001000 //S8YSPRINT DD SYSOUT=#

001100 //PRINT DD 8YSOUT=# & REPORT PRINT

001200 //IM DD DSN=CIAO4.IKJEFTO1.LISTUSER,

001300 // DISP=SHR

001400 //OUT DD DSN=CIAO4.RACF.LISTUSER.CONN,

001500 // UNIT=TEST,

001600 // DISP=(NEW,CATLG,DELETE),

001700 // SPACE=(TRK, (100,10) ,RLSE),

001800 // DCB= (LRECL=58 , BLKSIZE=887 4 , RECFM=FB)

001900 //t.*.......tt.ttttitti‘...t*.*i.tit..*ii..*tittt..i..*ti.ii‘....i*.tt.t

002000

VA

mple JCL for the RACFCONN program

anges
'BCARD
‘BLIB

-

-

needed:

lines 100 & 200
line 210

lines

vel qualifiers of dataset names from CIAO4 to your userid

= AlQ -



300100

200200 //

200210

200220 //

200230
00240
00250

//CIA04028 JOB (DPCOR0000,1076),’INTERNAL-AUDIT-2’,CLASS=A,
NOTIFY=CIAO4,MS8GCLASS=X,TIME=(,10)

//JOBLIB DD DSN=CIAO4.LOAD.COBOL,DISP=SHR

RARBARRNE RN RARRAR RN AR ORARARRARRARRRRAARARARNANARRAERAIED

//* DELETE OUTPUT BEFORE EXECUTION
[/ AR RRR AR AR R RS R A AR AR RARARRRRR RSN R AR RSSO RSN

//DEL EXEC PGM=IEFBR1l4

00260 //DD1 DD DSN=CIAO04.RACF.LISTUSBER.CLAS,

00270 // DISP=(MOD,DELETE) ,UNIT=8YSALLDA,SPACE=(TRK, (0))

00280 //SYSPRINT DD SYSOUT=#

00290 /=

100300 //Satt bttt dddtdddddd ARt d At A AR AR AN AR AR AR R AR AN RN AR AR AR SRR A S
300400 //#%* PROGRAM ID: RACFCLAS COBOL VERSION

J00500 //%% AUDIT DEPARTMENT PROGRAM:

100600 //AARRRAAAAAARRAAARRR SRR AR AR AN R A SRR AR A AR RS R AR A SRR AR AN AR NN RN AR RN A
200700 //8STEP010 EXEC PGM=RACFCLAS

00800 //8BYSOUT DD 8YSOUT=s * SYSTEM MESSAGES
300900 //8YSMSG DD 8YS8OUT=# _

01000 //8YSPRINT DD S8YBOUT=#

J01100 //PRINT DD 8YBOUT==* # REPORT PRINT

01200 //IN DD DSN=CIAO04.IKJEFT01.LISTUSER,

101300 // DISP=8HR

01400 //0UT DD DSN=CIAO04.RACF.LISTUSER.CLAS,

01500 // UNIT=TEST,

01600 // DI8SP=(NEW,CATLG,DELETE),

)01700 // 8PACE=(TRK, (100,10) ,RLSE),

01800 // DCB=(LRECL=66,BLKSIZE=8844,RECFM=FB) T

01900 //SRRARtAARAAAAARARRRARARSRARARAAAAAAR AR AR R AN ANA AR A A RS AR AN AN AN RN RN R RS

102000

/t

mple JCL for the RACFCLAS program
anges needed:

BCARD
BLIB
IT=

lines 100 & 200
line 210
lines

ghlevel qualifiers of dataset names from CIAO4 to your userid

- All -



000100 //CIA04028 JOB (DPCOR0000,1076), ' INTERNAL-AUDIT-2’,CLASS=A,
f0200 // NOTIFY=CIAO4, HBGCLABB-X TIME=(,10)
210 //JOBLIB ' DD Dﬂﬂ=CIho4 LOAD.COBOL, DISP‘SKR
0.v220 SRR ARRANERRARRR AR RAAAR AR ARR AR ANRANAARARAAASAAR AN
000230 //* DELETE OUTPUT BEFORE EXECUTION
000240 //0RRAGAAGRAGRAAAANASRASAARANARRARRASRASERARRASRANNS
000250 //DEL EXEC PGM=I1EFBR1l4
000260 //DD1 DD DSN=CIAC4.RACP.LISTUSER.GRP,
000270 // DISP=(MOD,DELETE) ,UNIT=8YSALLDA, SPACE=(TRK, (0))
000280 //8YSPRINT DD 8Y80UT=#*
000290 /*
000300 //0R00RatantdddAtdatddddasdtdddddtd s dt Rttt AAAN AR RORARRdRaRRaddRdne
000400 //%*% PROGRAM ID: RACFGRP COBOL VERSION
000500 //%» AUDIT DEPARTMENT PROGRAM:
000600 // 08 Rtdatddddttddddsdtdd Rttt ddddAGat R At AaeANANACARARRRRAARRARRRAn
000700 //BTEPO10 RXEC PGM=RACFGRP
000800 //8YBOUT DD S8YS0OUT=@* * SYSTEM MESSAGES
000900 //8YSBMS8G DD S8Y8SOUT=#*
001000 //SYSPRINT DD 8YSQUT=»
001100 //PRINT DD S8YS0UT=»* ®# REPORT PRINT
001200 //IN DD DS8N=CIAO04.IKJEFTO1.LISTUSER,
001300 // DISP=8HR
001400 //0UT DD DSN=CIAQ04.RACF.LISTUSER.GRP,
001500 // UNIT=TEST,
001600 // DI8P=(NEW,CATLG,DELETE),
001700 // S8PACE=(TRK, (100,10) ,RLSE),
001800 // DCB=(LRECL=52 ,BLKSIZE=8840,RECFM=FB)
001900 //RRsaaARAsddadddrddd Rttt sttt ddds s A AAddd AN datdNAd e ARAaaaRRRRRaRdddtas
002000 /#

mple JCL for the RACFGRP program

\anges
)BCARD

)JBLIB
i

needed:

lines 100 & 200
line 210

lines

wvel qualifiers of dataset names from CIAO4 to your userid
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