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Objectives

References

The NIS+ Environment

=l

Upon completion of this lesson, you will be able to:

Define the function of NIS+.
List the components of an NIS+ domain.

Name the two reserved directory objects and describe their
contents in an NIS+ domain.

Explain the difference between authentication and
authorization.

Describe the four types of access rights and the four principal
categories used in NIS+ authorization.

Describe the three types of NIS+ security levels.
Name the NIS+ service daemon and the script that starts it.
Describe the name service switch process.

Determine which of the four versions of the name service
switch configuration files is appropriate for your network.

SunOS 5.1 Administering NIS+ and DNS

1-1
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With increased network connectivity comes an increase in the amount
of information that is required by each machine on the network.

B All Internet networks require that each host know the address
and host name of other machines on the network.

B Maintaining a common view of home directories with the
automounter requires consistent auto master and auto home
maps and common password information.

B Boot servers must have bootparams information available in
order to identify their clients.

Maintaining all of this information and more in data files stored on
each machine is cumbersome on a small network of two or three
machines, and unmanageable on a larger network.

The NIS+ environment takes care of this problem by making
information available to a set of machines from servers. NIS+ is an
enhanced version of Sun’s NIS product.

In this lesson you will learn the supporting concepts needed to
configure the NIS+ enviromment in a local area network.

1-2 The NIS+ Environment
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What is NIS+?

NIS+ is a service that provides information about users, workstations,
and network resources. It makes this information available to users

and applications that request it and provides security measures to
protect against unauthorized access.

The NIS+ Environment
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The NIS+ Client-Server Model
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The NIS+ Client-Server Model

NIS+ solves the problem of having common information available to
multiple machines by storing this information in databases on server
machines that make the information available to clients on demand.

Clients

A client is a process or machine that sends requests for information to
the network. These processes use calls to the RPC library to make
requests.

Servers

A server is a process that gets client process requests, looks up
requested information in a database, and returns the information to
the client process. The term server is also applied to machines that run
server processes and store databases on their disks. Every domain is
served by one master server and 0 or more replica servers.

Master Server

A master server contains the master set of database information in the
form of tables. Changes are made to these tables, and are automatically
pushed to the replica servers.

Replica Server

A replica server maintains copies of the tables to distribute the burden
of answering client requests and provide backup sources of
information in case the master server is down.

The NIS+ Environment 1-5
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Hierarchical NIS+ Domains

A set of machines and the information that is served to those machines
is called a domain. NIS+ domains can be divided into subdomains to

accurately reflect the hierarchical structure of an organization.

An Example of Hierarchical Domains

For example, a company named Acme Inc. with six divisions,
Hardware, Software, Marketing, Sales, Finance, and Legal, might set

up the following domain hierarchy.

acme.com.
hardware.acme.com. marketing.acme.com. finance.acme.com.
software.acme.con. sales.acme.com. legal.acme.com

1-6 The NIS+ Environment
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NIS+ Objects

The NIS+ namespace is a hierarchical structure in which the NIS+
information is stored. Each namespace has a root master server that
serves the root domain at the top of the namespace.

It is similar in structure to the Solaris® file system, but you cannot
access it with Solaris file commands. The NIS+ namespace is accessed
with NIS+ commands (which are covered in the next lesson.)

The three most common kinds of objects in the NIS+ namespace are
directory objects, table objects, and group objects.

B Directory objects are the main components of the namespace.

They contain other directory objects, table objects, and group
objects.

Table objects store the information in the NIS+ namespace. The
Solaris 2.x environment provides 16 types of tables, each of
which stores a different type of information about users,
workstations, or resources on the network. A set of NIS+ tables
stores information for that particular domain only.

Group objects are used for NIS+ security. An NIS+ group is a
collection of users and workstations that are identified by a
single name that are used to facilitate NIS+ security. Although
NIS+ groups are optional, they are a security convenience,
allowing the administrator to assign the same access rights to a
group of users and workstations.

Directories

grpl grpZ passwd

grp3 hosts

Groups

group

Tables

The NIS+ Environment 1-7
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Directory objects make up the framework of the namespace. The
directory object at the top of the namespace is called the root directory.
The root directory name must always end with a period. This directory
represents the root (or top) domain in the namespace hierarchy.

The org_dir directory stores the NIS+ table objects. The
groups_dir directory stores NIS+ group objects.

An NIS+ domain consists of a directory object, an org_dir
subdirectory with a set of NIS+ tables, and a groups_dir
subdirectory. Although it is not necessary for a domain to contain
NIS+ groups, they are also considered part of the domain.

The topmost directory is the root directory. If a namespace is flat, it has

only one directory, but that directory is still the root directory. The
directory objects beneath root directory are simply called “directories.”

acme.comn.

NIS+ Domain eng.acme.com.

The above NIS+ domain acme. com. is structured to accurately reflect
its company-wide organizational hierarchy. The two subdirectories
eng.acme.com. and sales.acme.com. represent two subdomains (or
non-root domains) within the acme.com. domain.

The NIS+ Environment
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Using NIS+ Object Names

The NIS+ object names are formed by appending the root directory
name (including the period) to their names. This is called a fully
qualified name. For example, sales.acme.com. and eng.acme.com.
are both fully qualified names!' that represent the sales.acme. con.
and eng. acme.com. subdomains within the acme.com. domain.

Like UNIX® files and directories, NIS+ objects can be referred to by

their partial or full names.

Partially Qualified Names

A partially-qualified NIS+ component name is analogous to a relative
path name and is simply the name of the component. For example, the
hosts table’s partially qualified name is as follows:

hosts

Fully Qualified Names

A fully qualified name is the complete name of the component. It is
formed by starting with the name of the component and appending
the names of all involved components up to the root domain,
separated by dots (.). For example, the fully qualified name of the
Sales division’s auto_home table at Acme Inc. is as follows:

auto_home.org dir.sales.acme.com.

Root domain names must contain two components ending with a dot

[P W »{ﬂwyt lﬁ,(,f{:s

4&""%% At

acme.con. ™

1. NIS+domain names are case insensitive. Thus, Sales.Acme. and
sales.acme. are equivalent.

The NIS+ Environment 1-9
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NIS+ Servers and Clients

Objects in the NIS+ namespace are stored on NIS+ servers. The servers
provide information to the clients that request it. Every NIS+ domain
specifies a list of servers that stores the information in its domain.

An NIS+ client belongs to an NIS+ domain. When a client is
initialized, its domain name is identified and stored in the kernel. At
that time, a coldstart file is created for the client. This file lists all the
NIS+ servers that support the client’s domain. When a client sends a
request in its domain, it sends it to one of these supporting servers.

An NIS+ server is also a client, and it belongs to a domain as well as
supports a domain. The domain the server belongs to is always above
the domain it serves except when dealing with the root domain. The
server supporting the root domain also belongs to the root domain.

O .........................................

saiurn

eng.acme. com. [ ]

sales.acme.com.

—/ S
venus mars
{ ’ “““““““ west .sales.acme.com.
—
pluto
Server Belongs To Supports
saturn acme.com. acme.com.
venus acme.com. sales.acme.com.
mars acme.com. eng.acme.com.
pluto sales.acme.com. | west.sales.acme.com.
1-10 The NIS+ Environment
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NIS+ Master Servers and Replica Servers

For simplicity, the previous pages show each domain supported by
one server. In fact, NIS+ domains are supported by one master server
and one or more replica servers. At the top of the NIS+ domain is the
root server, who is a client of the root domain because there is no

domain above it. There is only one root server perdomam

= ALl

4

[

----------------------------------------- acme.com.

root server oi acme . com.

L

eng.acme.com. [_]

sales.acme.com.

master of sales.acme.com.

IS
master of eng.acme.com.

)

west .sales.acme.com.

master of west . sales.acme.com.

Both master and replica servers store NIS+ table information and
answer client requests. Only the master, however, stores the master
copy of the tables. The replicas store only duplicates of the master
copies.

One advantage of having replica servers is reliability. If the master
server is unable to handle a request, one of the replica servers can
reply. An additional advantage is efficiency. If there are many requests,
they can be better handled by multiple servers.

Another advantage is simplicity for the system administrator. The
administrator loads the table information in one location (the master
server), and the master server propagates it to the replica servers.
Similarly, updates are made to the master server, and the master server
propagates the updates to the replica server.

An added benefit of using the NIS+ name service is that table
information can be updated using Administration Tool from any NIS+
client (with previously defined authority and access permissions.)

The NIS+ Environment 1-11
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NIS+ Security

NIS+ Principals

NIS+ security protects the information from unauthorized access.
Access is granted only for NIS+ principals.

An NIS+ principal is:
B A user logged onto an NIS+ client, or
B A user logged in as root on an NIS+ client

For NIS+ security purposes, a user logged in as root is considered to
be the workstation itself. Thus, an NIS+ principal is either a user or a
workstation.

NIS+ security privileges are assigned to NIS+ principals in two stages.

1. Credentials that identify a principal are stored in a domain’s cred
table.

2. Each object in the namespace assigns access rights to different
categories of NIS+ principals. This security information is stored
in the object definitions.

When a principal requests access to an object, the NIS+ server finds
out what access rights are assigned to that principal by that particular
object. If the access rights match, the server answers the request. If
they do not match, the server denies the request and returns an error
message.

1-12 The NIS+ Environment
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NIS+ Security

When an NIS+ server receives a request from an NIS+ client, it first
identifies the principal. Then it finds the object the principal wants to
access and determines whether the principal has proper access to that
object. If the object’s definition indicates that the principal has the
proper access rights, the server grants it.

Principal requests
access to NIS+

Server examines
credentials and
identifies principal

Server looks up
object definition

Does principal
have access?

Server Server
denies grants
access access

The process of identifying the principal is known as authentication. The
process of checking its access rights to an object is known as
authorization.

The NIS+ Environment 1-13
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Authentication

Authentication is the process of identifying the principal making the
request to the NIS+ server. The purpose of authentication is to obtain
the principal’s name so that its access rights to an object can be looked
up (the authorization process).

An NIS+ server authenticates a principal by checking its credentials.
NIS+ accepts two types of credentials:

B LOCAL credentials

LOCAL credentials are used to map a client’s UID to its NIS+
principal name. They are created by extracting the client user’s
UID and GID from the password record and placing them in the
domain’s cred table.

® DES credentials

DES credentials are generated by creating an additional password
(or key) that is required to authenticate the principal. If this
additional key is not provided, the principal is considered
unauthenticated and is denied access to the object. Usually, the
principal’s login password and DES key are the same.

The information for authenticating NIS+ principals is stored in the
cred table. There is one cred table for each NIS+ domain. It stores
authentication information for the NIS+ principals that want to access
that particular domain.

1-14 The NIS+ Environment
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NIS+ Security

Authorization

NIS+ authorization is the process of granting NIS+ principals access
rights to an NIS+ object. There are four types of access rights.

Access Right

Description

Read

Principal can read the contents of the
object.

Modify

Principal can modify the contents of the
object.

Create

Principal can create new objects in a table
or directory.

Destroy

Principal can destroy objects in a table or
directory.

You can think of NIS+ access rights as being similar to regular file

permissions.

The NIS+ Environment
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NIS+ Security

Access Rights

For the purpose of authorization and the granting of access rights,
NIS+ classifies principals into four categories.

Category Description
Owner A single NIS+ principal
Group A collection of NIS+ principals
World All principals authenticated by NIS+
Nobody Unauthenticated principals

Access rights are displayed as a list of 16 characters. These access
rights are specified as part of an object’s definition.

Nobody || Owner Group World

r———rmcdrm-—-r——-—-

An NIS+ group is one or more NIS+ principals grouped together as a
security convenience. Information about NIS+ groups is stored in
NIS+ group objects, under the groups_dir subdirectory of every NIS+
domain. Note that it is not stored in the NIS+ group table—that table
stores information about UNIX groups.

Access rights can be displayed using the nisls command, which is
covered in the next lesson.

1-16 The NIS+ Environment
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NIS+ Security Levels

The implementation of the authorization scheme described on the
previous page is determined by the domain’s level of security.

An NIS+ server can operate at one of three security levels: 0, 1, or 2.
These security levels determine the degree to which the principal’s
credentials are checked.

Security Level

Description

0

No checking of the principal’s credentials is
done. Any client is allowed to perform any
operation. This level is designed for testing and
setting up the initial NIS+ namespace.

Checks the principal’s credentials and accepts
either LOCAL or DES authentication. Because
LOCAL credentials are easily forged, do not use
it on networks to which untrusted servers may
have access.

Checks the principal’s credentials and accepts
only DES authentication. This is the highest
level of security currently provided and is the
default level assigned to an NIS+ server.

The NIS+ service daemon called rpc.nisd that runs on an NIS+

To run the NIS+ environment at a lower security level for testing
purposes, modify the rpc script on the root master server to include

the -S option.

/usr/sbin/rpc.nisd -r -S 0

The NIS+ Environment

Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993

1-17



o

Name Service Switch Process

The name service switch process allows NIS+ clients to obtain
information from one or more sources, such as the local /etc files or

the NIS+ tables.
The /etc/nsswitch.conf file, or the name service switch configuration
file, contains a list of 15 types of information, their sources, and the

order in which these sources are searched.

The format of the file is (using several but not all examples):

group source(s)
hosts source(s)
passwd source(s)
Sources

One or more sources may be specified for each database.

Source Description
files The client’s local /etc files
nisplus An NIS+ table
nis An NIS map
compat Supports old-style "+" syntax for passwd and
group information
dns Applies only to the hosts entry

A
v

L

4 2’:{; 4/%/}’ f’;? P

A e
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Name Service Switch Process

Example:

Note the following entries in the /etc/nsswitch. conf file:

passwd: files nisplus
group: files nisplus

This syntax says that the NIS+ passwd and group tables are searched if
the information is not found in the local passwd and group files. To
limit access to your system based on your local passwd and group files
only, remove the nisplus references on these lines.

The NIS+ Environment 1-19
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Name Service Switch File

Example

The following nsswitch. conf file uses the NIS+ tables and the local
/etc files as its sources for information.

# /etc/nsswitch.nisplus:
# An example file that could be copied over to /etc/nsswitch.conf;
# it uses NIS+ (NIS Version 3) in conjuction with f iles.

# "hosts:" and "services:" in this f ile are used only if the
# /etc/netconfig file contains "switch.so" as a nametoaddr
# library for "inet" transports.

# the following two lines obviate the "+" entry in /etc/passwd
# and /etc/group

passwd: files nisplus

group: files nisplus

# consult /etc "files" only if nisplus is down.

hosts: nisplus [NOTFOUND=return] f iles

# Uncomment the following line and comment out the above,to use
# both DNS and NIS+

# hosts: nisplus dns [NOTFOUND=return] f iles

services: nisplus [NOTFOUND=return] f iles
networks: nisplus [NOTFOUND=return] f iles
protocols: nisplus [NOTFOUND=return] f iles
rpc: nisplus [NOTFQOUND=return] f iles
ethers: nisplus [NOTFOUND=return] f iles
netmasks: nisplus [NOTFOUND=return] f iles

bootparams: nisplus [NOTFOUND=return] f iles

publickey: nisplus
netgroup: nisplus
autcomount: files nisplus
aliases: files nisplus

sendmailvars: files nisplus

A P

| e
/‘/\ o éf ;Kv%j{&ou f,?vf‘ﬂj:»wu/ AL LA LAl AL Al A \
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Name Service Switch Status/Action Values

Return Status

Each source returns a status code that returns a value to the user
requesting NIS+ information.

Status Code Description
SUCCESS Found the requested entry
UNAVAIL The source was unavailable
NOT FOUND Source contains no such entry
TRY AGAIN Source returned "I’m busy, try later" message
Actions

For each status code, two actions are possible.

Action Description
continue Try the next source -
return Stop looking for the entry

The default actions are:

m SUCCESS = return

B UNAVAIL = continue

g NOT FOUND = continue

B TRY AGAIN = continue

The NIS+ Environment
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Name Service Switch Status/Action Values

Example:

Note the following entry in the /etc/nsswitch.conf file:

hosts: nisplus [NOTFOUND=return] f iles

This syntax means that only the NIS+ hosts table is searched. Remove
the [NOTFOUND=return] entry if you want to search the NIS+ hosts

table and the local hosts file.

1-22 The NIS+ Environment
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Name Service Switch Configuration Files

Four versions of the name service switch configuration file are
included with the Solaris 2.x release:

B The /etc/nsswitch.conf file is the default configuration file
that specifies the name service that was selected during system
installation as the source to be searched for network
information.

B The /etc/nsswitch.files file is an alternate name service
switch file that only searches the local system'’s /etc files.

B The /etc/nsswitch.nis file uses the NIS database as the
primary source of all information except the passwd, group,
automount, and aliases maps, which use the local /etc files
first and then the NIS databases. Because the search order for
the passwd and group files is the local files first and then the
NIS database, there is no need for a plus (+) in the passwd file.

B The /etc/nsswitch.nisplus file uses NIS+ as the primary
source for all information except the passwd, group,
automount, and aliases tables, which use the local /etc
files first and then the NIS+ databases.

The default /etc/nsswitch. conf file is determined by what name
service was selected during installation. The other switch files listed
above can be copied to the /etc/nsswitch. conf file when changing
your name service configuration.
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Summary

In this lesson, you learned that:

B NIS+ is a service that provides information about users,
workstations, and network resources.

B The NIS+ namespace is a hierarchical structure in which the NIS+
information is stored.

B An NIS+ domain consists of a directory object, an org dir
subdirectory, a groups_dir subdirectory, and a set of NIS+
tables.

B An NIS+ client is a process or machine that sends requests for
information to an NIS+ server.

B The process of identifying an NIS+ principal is called
authentication.

B The process of checking an NIS+ principal’s access rights to an
object is known as authorization.

B The NIS+ environment provides three levels of security: 0, 1,
and 2.

B The name service switch process allows NIS+ clients to obtain
information from one or more sources.

1-24 The NIS+ Environment
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Exercise 1-1

Write down your answers to the following questions.

1. List the components of an NIS+ domain.

2. Identify the NIS+ directory that contains the NIS+ group
information.

3. Explain the difference between authentication and authorization.

4. List the access rights used in NIS+ authorization.

5. List the types of principals used in NIS+ authentication.

6. Name the NIS+ service daemon and the script that starts it.

7. Briefly describe the name service switch process.

The NIS+ Environment 1-25

Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993



i

1-26

The NIS+ Environment
Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993




Objectives

References

Configuring the NIS+ Environment

|

|
i

I

Upon completion of this lesson, you will be able to:

Configure a root master server.

Configure a replica server.

Configure an NIS+ client.

Describe the function of these commands: nisinit, nissetup,
nisaddent, nistbladm, nismkdir, nisping, nisls, niscat,

nismatch, nisgrep, nisdefaults, and nispasswd.

Use Administration Tool in the NIS+ environment to
automatically mount a user’s home directory.

SunOS 5.1 Administering NIS+ and DNS

SunQOS 5.1 Setting Up User Accounts, Printers, and Mail,
Chapter 1, “Setting Up Users Accounts and Groups”
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Introduction
This lesson introduces the commands and procedures used to
configure the NIS+ environment.

It also describes the procedure for automounting a user’s home
directory using Administration Tool.

The manual customization of the automounter maps is covered in an
earlier module.

2-2 The NIS+ Environment
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Configuring a Root Master Server

All of the configuration steps are covered at the end of this lesson. The

key steps are summarized below.

1. Use the nisinit command to initialize the root server.

2. Start the NIS+ server daemon at security level 0.

3. Create empty standard tables with the nissetup command.

The commands used are explained over the next several pages.

Configuring the NIS+ Environment
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Initializing NIS+ Servers and Clients

The nisinit Command

The /usr/sbin/nisinit command initializes a system to be an
NIS+ client or server.

Command format:

nisinit -r
nisinit -c¢ -H host | -B | -C coldstart_file

Example:

1. This example initializes the root server of the solar.com. domain.

# nisinit -r

This machine is in the solar.com. NIS+ domain.
Setting up root server

All done.

#

2. This example initializes a client of the solar.com. domain.

# nisinit -c -H venus

This machine is in the solar.com. NIS+ domain.
Setting up NIS+ client

All done.

#

2-4 The NIS+ Environment
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Setting Up Standard Tables

The nissetup Command

The /usr/lib/nis/nissetup shell script creates empty versions of
the standard tables in an NIS+ directory.

This command is used once per domain and only on the master server.

The domain must already exist prior to executing this command. The
nissetup script creates the org dir and groups_dir directories.

After the directories are created, it creates the default tables that NIS+
serves.

Command format:

nissetup domainname

Example:

# nissetup solar.com.

org dir.solar.com. created
groups_dir.solar.com. created
auto_master.org dir.solar.com. created
auto_home.org dir.solar.com. created
bootparams.org dir.solar.com. created
cred.org dir.solar.com. created
ethers.org dir.solar.com. created
group.org dir.solar.com. created
hosts.org dir.solar.com. created

mail aliases.org dir.solar.com. created
sendmailvars.org dir.solar.com. created
netmasks.org dir.solar.com. created
netgroup.org dir.solar.com. created
networks.org dir.solar.com. created
passwd.org dir.solar.com. created
protocols.org dir.solar.com. created
rpc.org _dir.solar.com. created
services.org dir.solar.com. created
timezone.org dir.solar.com. created

#

Configuring the NIS+ Environment 2-5
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The nisaddent Command

The /usr/lib/nis/nisaddent command adds data into the NIS+
table by reading from a source file or standard input.

Command format:
nisaddent [ -r ] -f file type [ domainname ]

Use the ~r option to replace any existing entries in the table. Use the
—f option to specify the source file name.

Examples:

1. Create the passwd table from the existing /etc/passwd file using
the cat command.

# cat /etc/passwd | nisaddent passwd
#

2. Replace the existing NIS+ hosts table contents with the contents
of the hosts file.

# nisaddent -r —-f /etc/inet/hosts hosts
#

,
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Configuring a Replica Server

All of the configuration steps are covered at the end of this lesson. The
key steps are summarized below.

The procedure for configuring a non-root replica server is the same for
replicating a root server. When replicating a root server, only the root
master server runs the NIS+ daemon with the ~r option; all the
replicas simply run the NIS+ daemon with no options.

1. Specify the host as a replica server on the master server.
2. Start rpc.nisd on the replica server.

3. Force initial propagation of the tables to the replica server.

Configuring the NIS+ Environment 2-7
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The nismkdir Command

The /usr/lib/nis/nismkdir command is used to create new NIS+
subdirectories (for subdomains) within an existing NIS+ domain.

This command is also needed to create the directory structure for a
replica server.

Command format:
nismkdir [ -s hostname ] directoryname
Example:

This example creates the necessary directories for the replica server
saturn on the root master in the solar.com. domain.

# nismkdir -s saturn solar.com.

#
# nismkdir -s saturn org dir.solar.com.

#

The NIS+ Environment

Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993



[

The nisping Command

The /usr/lib/nis/nisping command is used to send a ping to all
replica servers. When a replica server receives a ping, it checks with
the master server for any table updates.

Command format:
nisping [ -f 1 [ -H hostname ] directoryname

Use the —f option to force a ping even though time stamps show no
reason to do so. The -H option is used just to specify one replica host
name.

Example:

This example sends a ping of the solar.com. directory and the
org_dir subdirectory to all replicas in the domain.

# nisping solar.com.
Pinging replicas serving directory solar.com. :
Master server is venus.solar.com.

Last update occurred at Thu Jun 9 11:43:58 1993
Replica server is saturn.solar.com.

Pinging ... saturn.solar.com.
# nisping org dir.solar.com.
Pinging replicas serving directory org dir.solar.com.
Master server is venus.solar.com.

Last update occurred at Thu Jun 9 11:42:59 1993
Replica server is saturn.solar.com.

Pinging ... saturn.solar.com.

#

Configuring the NIS+ Environment 2-9
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All of the configuration steps are covered at the end of this lesson. The
key steps are summarized below.

1. Set the domain name.

2. Add an /etc/inet/hosts entry for the master server.

3. Run the nisinit command.

2-10 The NIS+ Environment
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#

org dir.solar.com.:

T
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lient Commands

The nisls Command

The nisls command lists the objects of an NIS+ directory.

Command format:

nisls [-1 ]

Example:

nisls -1

————rmcdrmcdr——-—
————rmcdrmcdr——-
————rmcdrmcdr--—-
r———-rmcdrmcdr——-—
————rmcdrmcdr—--—-—
————rmcdrmcdr—-—-—
————rmcdrmcdr—-—-
———-rmcdrmcdr——-
————rmcdrmcdr—-—-
————rmcdrmcdr——-—
———-—rmcdrmcdr——-—
———-—rmcdrmcdr——-—
————rmcdrmcdr——-—
————-rmcdrmcdr——-—
————rmcdrmcdr——-—
————rmcdrmcdr——-—
————rmcdrmcdr——-—

venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.
venus.solar.com.

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

The columns in the listing are:

Type

Permissions

Owner’s principal name

Date of creation

Object name

Configuring the NIS+ Environment

[ directory_name ]

W W WWWWWWWWWYWYWYWw W

11:37:43
11:37:44
11:37:45
11:37:46
11:37:47
11:37:48
11:37:49
11:37:50
11:37:51
11:37:52
11:37:53
11:37:54
11:37:55
11:37:56
11:37:57
11:37:58
11:37:59

1994
1594
1994
1994
1994
1994
1994
1994
1994
1994
1994
1994
1594
1994
1994
1994
1994

Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993

auto _master
auto home
bootparams
cred

ethers

group

hosts

mail aliases
sendmailvars
netmasks
netgroup
networks
passwd
protocols
rpc

services
timezone
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NIS+ Client Commands

The niscat Command

The niscat command displays the contents of NIS+ tables.
Command format:
niscat [ -h 1 tablename

Examples:

# niscat passwd.org dir

root::0:1:0000-Admin (0000):/:/sbin/sh:
daemon::1:1:0000-Admin (0000):/::
bin::2:2:0000~-Admin (0000) : /usr/bin::
sys::3:3:0000-Admin (0000) :/::
adm::4:4:0000-Admin (0000) : /var/adm: :

1p::71:8:0000-1p(0000) :/usr/spool/lp::

smtp::0:0:mail daemon user:/::

uucp: :5:5:0000~uucp (0000) : /usr/lib/uucp::
nuucp::9:9:0000-uucp (0000) : /var/spool/uucppublic:
/usr/lib/uucp/uucico:

listen::37:4:Network Admin:/usr/net/nls::
nobody::60001:60001:uid no body:/:
noaccess::60002:60002:uid no access:/::

lister::112:110:Dave Lister:/export/home/lister:/bin/sh:
rimmer::113:110:Arnold J.Rimmer:/export/home/rimmer:/bin/sh:
kryten::114:110:Kryten Model 3500:/export/home/kryten:/bin/sh:
#

# niscat -h passwd.org dir

# name:passwd:uid:gid:gcos:home:shell:shadow
root::0:1:0000-Admin (0000) :/:/sbin/sh:
daemon::1:1:0000-Admin (0000):/::
bin::2:2:0000-Admin (0000) : /usr/bin::
sys::3:3:0000-Admin (0000):/::
adm::4:4:0000-Admin (0000) : /var/adm::
1p::71:8:0000-1p(0000) : /usr/spool/lp::

2-12 The NIS+ Environment

Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993



[isd

NIS+ Client Commands

The nismatch Command

The nismatch and nisgrep commands allow shell scripts to search
NIS+ tables. The nisgrep commands differs from nismatch in
accepting regular expressions for the search criteria rather than simple
text strings.

Command format:

nismatch key tablename

Example:

# nismatch rimmer passwd.org_dir '
rimmer::113:110:Arnold J.Rimmer:/export/home/rimmer:/bin/sh:

#

The nisgrep Command
Command format:
nisgrep colname=keypat tablename
Example:
# nisgrep 'uid=10[234]' passwd.org dir
lister::112:110:Dave Lister:/export/home/lister:/bin/sh:
rimmer::113:110:Arnold J.Rimmer:/export/home/rimmer:/bin/sh:

kryten::114:110:Kryten Model 3500:/export/home/kryten:/bin/sh:
# o

Configuring the NIS+ Environment 2-13
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The nispasswd Command

The nispasswd command changes entries in the NIS+ passwd table.
The nispasswd command does not read or modify local information
stored in /etc/passwd or /etc/shadow files.

It uses secure RPC to communicate with the NIS+ server, and it never
sends unencrypted passwords over the network.

$ nispasswd

Changing password for hollie on NIS+ server.
0ld login password:

New password:

Re—enter new password:

NIS+ password information changed for hollie
NIS+ credential information changed for hollie

$

2-14 The NIS+ Environment
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NIS+ Client Commands

The nisdefaults Command

The nisdefaults commands is a convenient way for administrators
to display default NIS+ values such as current principal name, domam

name, host name in the domain, and so on.

# nisdefaults
Principal Name : venus.solar.com.

Domain Name : solar.com.

Host Name : venus.solar.com.
Group Name

Access Rights : ——--rmcdr-——r-—-
Time to live : 12:00:00

Search Path : solar.com.

#

Configuring the NIS+ Environment
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Adding Data Into NIS+ Tables

Data can be added into the NIS+ tables in several different ways.

B Administration Tool is convenient for adding individual entries
because the procedure is the same as adding entries to the local
/etc files.

The nisaddent command is the most usefu way fo
bulk entries into a table from the local /etc files.

+4 "l The nistbladm command is used for adding individual entries.

Addmg Bulk Table Entries

The nisaddent utility eliminates the task of re-entering existing
. -, .name data from existing maps or files. The utility can use as a source
. e any of the following:

NIS maps
/etc files
NIS+ tables

Command line

The nisaddent utility allows the addition of entries to an NIS+ table
in several ways:

B Single entries specified from a command

® Batch entries from a file

B Batch entries from a table into a file

2-16 The NIS+ Environment
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Using Administration Tool

Adding Single Entries to Tables

Use Administration Tool instead of NIS+ commands to browse, add,
modify, or delete entries from NIS+ tables.

Automounting a User’s Home Directory

The following steps describe the procedure for automounting a user’s
home directory using Administration Tool to update the NIS+
auto_home table.

1. Make sure that the user’s home directory is shared on the system
that contains the user’s home directory.

2. Use Administration Tool to create a new user and select the
AutoHome Setup check box. Or, use the Database Manager (of
Administration Tool) to add an entry for an existing user to the
auto_home table. ;

3. Have the user log in to a system other than the server that contains
the home directory to see if the home directory is mounted.

An example of adding a new user using the auto_home setup is
outlined on the following pages.

Configuring the NIS+ Environment 2-17
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Using Administration Tool

User Account Manager

1. Start Administration Tool and click on the User Account Manager
icon.

2. Set the Naming Service to the NIS+.

3. Click on Apply.

-~  User Account Manager: Select Naming Service

Naming Service: —

NiS+ | Domain Name: solar.com,

NIS Domain Name: zolarcom,

None | ysp sate files an hast vguug

Show: All Users

2-18 The NIS+ Environment
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Using Administration Tool

User Account Manager (continued)

4. Fill out the Add User form to create a new user and select the
AutoHome Setup check box.

5. Click on Add.

© User Account Manager: Add User

USER IDENTITY
User Name: pmorph

User ID: 115
Primary Group: 10
Secondary Groups:

Comment: Polly Morph

Login Shell: (¥ Bourne /bin/sh

ACCOUNT SECURITY
Password: [¥] Normal password...

Min Change: 0 days
Max Change: ____ days
Max Inactive: ____ days
Expiration Date: None (¥] None Nong
Warning: ___ days

HOME DIRECTORY.. .
Create Home Dir: i Ves if checked

Path: /export/home/pmorph

Server: venus
Skeleton Path: fetc/skel

AutoHome Setup: [ VYes if checked

Permissions Read Write Execute

Owner: W W W
Group: [ [0 W
world: [ [0 W

MISCELLANEOUS
Mail Server:

Cred. Table Setup: ¥ VYes if checked

Add ) (Reset) (Help..)

6. Dismiss the User Account Manager window.

Configuring the NIS+ Environment 2-19
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Using Administration Tool

The Database Manager

.« - Verify that the auto_home map has been updated with the user’s
information using the Database Manager.

. 7v Click on the Database Manager icon and with the Naming Service
set to NIS+, click on the Auto home entry.

o } P o0 . -.load Database ]

Databases:

i

Aliases

[Auto_home |
Bootparams .
Ethers
Group
Hosts
Locale
Netgroup
Netmasks _

Naming Service:

NIS+ | Dgmain Name: solar.com,

NIS Domaln Name: sciar.corm.
None | Use fete files on hosty wernus
Load
L o

8. C(Click on Load.

--2-20 The NIS+ Environment
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Using Administration Tool

The Database Manager (continued)

The auto_home table appears with the new user’s entry.

.r'@ Database Manager — Auto_home Database o

(File v) (view v) (Editv) (Help..)
User Nanme path

[pmorph venus: fexport/home/pnorph | ﬂ
>

|

L Naming Service: NIS+J

Now try logging in as the new user on another NIS+ client machine to
see if the home directory is afitomatically mounted.

Configuring the NIS+ Environment 221
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Configuring an NIS+ Root Master

Log in as root on the NIS+ root master.

Set your path to include the NIS+ administrative command
directory.

# PATH=/usr/lib/nis:$PATH; export PATH
Set the domain name.

# domainname solar.com.
# domainname > /etc/defaultdomain

Change the name service switch file to include NIS+ sources.
# cp /etc/msswitch.nisplus /etc/nsswitch.conf
Initialize the root master.

# nisinit -r

Start the NIS+ daemon with security level 0.

# rpc.nisd -r -S O

Set up the NIS+ directory structure.

# nissetup solar.com.

Add the data file information to the NIS tables.

# ed /etc
# nisaddent -r -f hosts hosts
# nisaddent -r -f passwd passwd

Verify the NIS+ tables.

# niscat hosts.org dir
# niscat passwd.org dir

The NIS+ Environment
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Configuring an NIS+ Root Master

10. Set the NIS PATH variable so you won’t have to use fully-qualified
path names.

# NIS_PATH='org dir.$:$’
# export NIS_PATH
# niscat passwd

#

o4

] FOSR I
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Setting Up the NIS+ Replica Server

1.

Log in to the NIS+ root master and identify the replica server.

# rlogin master_name
# nismkdir -s replica_hostname solar.com.

# nismkdir -s replica_hostname org dir.solar.com.
Log in as root on the NIS+ replica server.
Set the domain name.

# domainname solar.com.

# domainname 5'‘/etc/defaultdomain

Change the name service switch file to include NIS+.

# cb /etc/nsswitc{h’. nisplus /etc/nsswitch.conf
Add the NIS+ master to the 4/ etcﬂ:/‘i"nét /hosts file.

# vi /etc/inet/hosts
ip address master name

Initialize the replica server as a client first.
# nisinit -c¢ -H master name
Start the NIS+ daemon.

# rpc.nisd

On the NIS+ root master, force the propagation of tables to the
replica server.

# nisping solar.com.
# nisping org dir.solar.com.

2-24 The NIS+ Environment
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Setting Up the NIS+ Client

1. Log in as root on the NIS+ client.

2. Set the domain ngme.
L # domalnname .solar.com.
# doma:.nname > / etc/ defaultdoma:.n

o~ e

3. Change the name service sw1tch f11e to mclude NIS+.
T
#cp /etc/nsswltch m.splus /etc/nsswltch conf

4.  Add the NIS-,l: master tb the;/etc/lnet /hosts file.

- . # vi /etc/inet/hosts . GdTy
ip_ address master name
' p ATt ¥ ol s B " g
5. Imtlahze the chent
cE ey nh;‘; o MM;J-;-"»»JJ T *" : 5 ‘:’:
# m.s:uu.t -c -H master_name
R A LY
VT
fi RN i 49 i 43 Laks 1L r
- £ w?
ST MR L AL & TSt
et N R e
’ ' IR et A
a‘: N
I g R
R S B T - SRR LI
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2.26

7 7 In this lesson, you learned that:’ o
® The NIS+ administration commands are needed to configure a
root master server, replica server; and client.

@ NIS+ commands or Administration Tool can be used to browse,
add, modify, or delete entries from NIS+ tables.

e ;
L & E— “ A

B A user’s home directory can be automatlcally mounted by
adding an entry to thé auto_homé map using Administration
Tool.
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Exercise 2-1

The purpose of this exercise is to practice using the commands needed
to set up the NIS+ environment. o

. RTINS FEC A B o L “u "
The tasks performed in the exercise are:.,
., . . m Setting up an NIS+ root master server.
L N SETT G i R Eo
B Setting up an NIS+ replica server.
SIS L e r A

i
L o
i

B Setting up an NIS+ client... . .
B Using basic NIS+ commands.

Your instructor will let you know whether this exercise will be a group
activity or if you will work in teams.

Configuring an NIS+ Root Master Server

Follow the configuration steps outlined on pages 22-23.

Setting Up an NIS+ Replica Server

Follow the configuration steps outlined on page 24.

Setting Up an NIS+ Client

Follow the configuration steps outlined on page 25.

Configuring the NIS+ Environment 2-27
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Exercise 2-2 (Optional)

The purpose of this exercise is to automount a home directory using
Administration Tool to update the NIS+ auto_home table.

Work with the same partner from the previous NIS+ exercise, if
possible.
1. On both systems: Share the#/export /homé file system.
2. Onboth systems: Make sure the following line is uncommented
from the /etc/auto master map:

+auto master

3. On both systems: Start the User Account Manager. Set the name
“ service to NIS+.

4. On both systems:
a. Use the Add User form to create a new user.
b. Create the home directory.

c. Set the path name to /export /home/username, and the server
name to your system.

d. Create a normal password for the user.
e. Select the AutoHome Setup check box.
5. On both systems: Share the new user’s home directory.

6. Log in as the new user on your partner’s system to see if the home
-directory is automatically mounted.
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Lesson 1: The NIS+ Enviroriment> 7 =" "o’

Exercise 1-1 Be ) sar o

rights to an NIS+ object.

A'directory object; the ofy_dir-subdifectory with a set of NIS+

tables, and the groups_dir subdirectory
groups_dir subdirectory

Authentication is the process-of identifying NIS+ principals.
Authorization is the process of granting NIS+ principals access

s g kN
g

.. Read

Modify
Create
Destroy

Owner
Group
World:

- Nobody

.~ rép.nisd

/etc/init.d/rpc

The name service switch process allows NIS+ clients to obtain
information from one or more name service sources.

The NIS+ Environment

" Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993



L Exercrse 22 {@Pﬁontil)
B I I 1 e IN S R

Answer Key ‘ . A3

i

.. Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCCJu]X 1993



(R

A4

The NIS+ Environment

Copyright 1993 Sun Microsystems, Inc. All Rights Reserved. SMCC July 1993




